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Preface

Thisisthefirst of four reports assessing the deployment
of technologies (i.e., equipment and procedures) by the Fed-
eral Aviation Administration (FAA). This assessment of the
1997-1998 deployment of technologies by the FAA to im-
prove aviation security was conducted by the Panel on As-
sessment of Technologies Deployed to Improve Aviation
Security under the auspices of the National Research Coun-
cil (NRC) Committee on Commercial Aviation Security.
This is the first part of a four-part assessment that will be
completed in fiscal year 2001. The subsequent parts of this
study will be continued by a new committee that will be
convened by the NRC in 1999. The form of this report re-
flects the panel’s understanding of this study as part of a
larger project and carefully distinguishesthe issues and topi-
cal areasthat could be completed in the first year from those
that would require further study.

Based on the experience of the Committee on Commer-
cial Aircraft Security and in anticipation of further queries
from the FAA or other government entities deliberating on
the continuation and deployment of equipment purchasesin
the coming fiscal year, the panel has endeavored to make a
rapid assessment and generate atimely report in 1999. There-
fore, the panel considered the major issues and overall effec-
tiveness of the deployed technologies, postponing detailed
descriptions and detailed discussions of less urgent topics
until later. The panel was greatly assisted by the cooperation
of the FAA, the U.S. Department of Transportation (DOT),
and several airport and airline officials.

APPROACH AND SCOPE OF THIS STUDY

This study was conducted in response to a congressional
directive (Section 303 PL 104-264, 1996) that the FAA en-
gage the NRC to study the deployment of airport security
equipment. The FAA requested that the NRC—the operat-
ing arm of the National Academy of Sciences—assess the
operational performance of explosives-detection equipment
and hardened unit-loading devices (HULDs) in airports and

compareit to performancein laboratory testing to determine
how to deploy this equipment more effectively to improve
aviation security. As requested by Congress, the study was
intended to address the following issues:

1. Assesstheweaponsand explosives-detection technol o-
gies available at the time of the study that are capable
of being effectively deployed in commercial aviation.

2. Determine how the technologies referred to in para-
graph (1) could be used more effectively to promote
and improve security at airport and aviation facilities
and other secured areas.

3. Assess the cost and advisability of requiring hardened
cargo containers to enhance aviation security and re-
duce the required sensitivity of bomb-detection equip-
ment.

4. On the basis of the assessments and determinations
made under paragraphs (1), (2), and (3), identify the
most promising technologies for improving the effi-
ciency and cost effectiveness of weapons and explo-
sives detection.

The NRC responded by convening the Panel on Assess-
ment of Technologies Deployed to Improve Aviation Secu-
rity, under the auspices of the Committee on Commercial
Aviation Security of the National Materials Advisory Board.
Interpretation of the four points presented by Congress and
subsequent discussions between the FAA and the NRC led
to the panel being asked to complete the following tasks:

1. Review the performance in laboratory tests of the
explosives-detection technol ogies selected for deploy-
ment by the FAA’s Security Equipment Integrated
Product Team (SEIPT).

2. Assess the performance of the explosives-detection
equipment deployed in airports in terms of detection
capabilities, false-alarm rates, alarm resolution, opera-
tor effectiveness, and other operational aspects.
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3. Recommend further research and development that
might lead to reduced false-alarm rates and improved
methods of alarm resolution.

4. Recommend methods of improving the operational ef-
fectiveness of explosives-detection equipment already
deployed or about to be deployed in airports.

5. Assess different combinations of explosives-detection
equipment and recommend ways to improve their ef-
fectiveness.

6. Review and comment onthe FAA’splansfor gathering
metrics on field performance based on certification re-
quirements of the explosives-detection equipment.

7. Assess the effectiveness of combining passenger pro-
filing and passenger-bag matching with explosives-
detection techniques.

8. Review the technical approach used to develop hard-
ened aviation-cargo containers.

9. Review theresults of tests of hardened cargo containers
that have been used operationally by the air carriers.

10. Assessthe overall operational experiences of air carri-
ersin deploying hardened cargo containers.

11. Recommend scenarios for implementing hardened
cargo containersto complement other aviation security
measures, such as the deployment of explosives-
detection equipment and passenger profiling.

12. Recommend further research and development that
might lead to more effective hardened cargo containers.

Since thisis the first of four reports assessing the FAA’s
deployment of technol ogiesto improve aviation security, not
every task item is fully addressed in this report. Further-
more, it is difficult to state definitively to what degree each
individual task hasbeen covered in thisreport because infor-
mation obtained during the continuation of this study may
lead to the task being revisited and/or revised in alater re-
port. In this report, the panel has addressed, at least in part,
tasks 1, 2,3, 4,6, 7,11, and 12.

METHODOLOGY

The Panel on Assessment of Technologies Deployed to
Improve Aviation Security developed this report based on:
(1) panel meetings and technical literature provided by the
FAA and the NRC staff; (2) presentations by outside experts
on explosives-detection technologies, HULDs, passenger
profiling, bag matching, airport-flow models, and the status
of the deployment of equipment and implementation of
security procedures; and (3) site visits by select panel mem-
bersto John F. Kennedy International Airport, Los Angeles
International Airport, San Francisco Internationa Airport,
and the FAA HULD test facility in Tucson, Arizona. Several
factors were used in selecting these airports for site visits.
All three are large “Category X" airports with international
flights. Because Category X airportswerethefirst to receive
explosives-detection equipment, the panel was assured that
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the equipment would be operating and availablefor viewing.
Because of the size of these airports, the panel was able to
see deployed equipment in different installation configura-
tionsat one airport. During these visits, the panel studied the
configurations of the deployed equipment and interviewed
equipment operators and other security and baggage-
handling employees.

Some panel memberswereinvited to visit the FAA Tech-
nical Center in Atlantic City, New Jersey, and InVision
Technologiesin San Francisco, California, and to attend the
Society of Automotive Engineers (SAE) meeting on air
cargo and ground equipment in New Orleans, Louisiana.
Finally, some members of the panel participated in a confer-
ence call with representatives of domestic air carriers. All
panel memberswere selected for their expertise in technolo-
giesfor explosivesdetection, operational testing, human fac-
tors and testing, structural materials and design, and air car-
rier and airport operations and design.

Panel Meetings

The panel met four times between January and August
1998 to gather information for this report. In the course of
these meetings, the panel received briefings and reviewed
technical literature on various aspects of security technolo-
gies and their deployment. Information was provided by ex-
perts from the FAA, as well as by outside experts.

Site Visits

A group of panel membersvisited San Francisco Interna-
tional Airport, John F. Kennedy International Airport, and
Los Angeles International Airport to observe the operation
of security equipment, including the FAA-certified InVision
CTX-5000, several trace explosives-detection devices, and
noncertified bulk explosives-detection equipment. Panel
members were also able to meet with personnel from the
airlines, airports, and private security contractors to discuss
baggage handling, the use of containers, and security proce-
dures. Loca FAA personnel were also available to answer
guestions. Following the site visit to San Francisco Interna-
tional Airport, the panel membersvisited InVision Technolo-
gies in Newark, California, where they were informed of
InVision's technical objectives and planned improvements
to their explosives-detection systems.

In addition to the airport site visits, one panel member
attended the FAA test of the Galaxy HULD, which passed
the FAA blast criterion. Thistest took place at the FAA test
facility in Tucson, Arizona. This visit provided a firsthand
account of the FAA's test procedures and test results and
provided an opportunity for a panel member to interact with
members of the HULD design team. This site visit was fol-
lowed by attendance at an SAE meeting on air cargo and
ground equipment, at which current and former airline rep-
resentatives, designers, and engineers described their
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perspectives on the potential deployment of HUL Ds. Finally,
one panel member visited the FAA Technical Center to dis-
cuss human-factors issues pertaining to the deployment and
operation of bulk and trace explosives-detection equipment.
During thisvisit, the panel member wasinformed of progress
on the development of the threat image projection systemfor
testing operators of security equipment.

PHILOSOPHY

The deployment of security equipment is not just a tech-
nical issue or an airport operations issue or a funding issue.

Vii

Effective deployment is a complex systems-architecture
issue that involves separate but intertwined technical, man-
agement, funding, threat, and deployment issues. The panel
was unanimous in its characterization of deployment as a
total systems architecture and in its agreement to conduct
this study from that perspective. This systems approach is
the foundation of this report.

Thomas S. Hartwick, chair
Panel on Assessment of Technologies
Deployed to Improve Aviation Security
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Executive Summary

In 1997, the Federal Aviation Administration (FAA) was
directed by President Clinton and authorized by Congress
(PL 104-264, PL 104-208) to deploy 54 FAA-certified
explosives-detection systems! (EDSs) and more than 400
trace explosives-detection devices (TEDDs) at airports
around the country. The purpose of these deployments was
to prevent attacks against civil aviation, such as the recent
attempt described in Box ES-1. This report, which assesses
the FAA’s progress in deploying and utilizing equipment
and procedures to enhance aviation security, was produced
by the National Research Council (NRC) in response to a
congressional directivetothe FAA (PL 104-264 § 303). This
isthefirst of four reports assessing the deployment of tech-
nologies (i.e., equipment and procedures) by the FAA. In
this report the 1997-1998 deployment of technologies by
the FAA to improve aviation security is assessed. This panel
was convened under the auspices of the NRC Committee on
Commercia Aviation Security. Although appropriations are
authorized for this assessment through fiscal year 2001, the
Committee on Commercia Aviation Security will conclude
itswork in 1999. Therefore, with the agreement of the FAA,
the assessment will be continued by a new committee that
will be convened by the NRC in 1999. The form of this re-
port reflects the panel’s understanding of this study as part
of an ongoing assessment (based on the enabling congres-
sional language). For this reason, the panel carefully distin-
guished issues and topical areas that could be completed in
the first year from those that would require further study.

This report assesses the operational performance of
explosives-detection equipment and hardened unit-loading

1 The following terminology is used throughout this report. An explo-
sives-detection system is a self-contained unit composed of one or more
integrated devices that has passed the FAA’s certification test. An explo-
sives-detection device is an instrument that incorporates a single detection
method to detect one or more explosive material categories. Explosives-
detection equipment is any equipment, certified or otherwise, that can be
used to detect explosives.

devices (HULDs) in airports and compares their operational
performance to their laboratory performance, with a focus
on improving aviation security. As requested by Congress,
this report addresses (in part) the following issues:

1. Assesstheweaponsand explosive-detection technol o-
gies available at the time of the study that are capable
of being effectively deployed in commercial aviation.

2. Determine how the technologies referred to in para-
graph (1) could be used more effectively to promote
and improve security at airport and aviation facilities
and other secured areas.

3. Assessthe cost and advisability of requiring hardened
cargo containers to enhance aviation security and re-
duce the required sensitivity of bomb-detection equip-
ment.

4. On the basis of the assessments and determinations
made under paragraphs (1), (2), and (3), identify the
most promising technologies for improving the effi-
ciency and cost effectiveness of weapons and explo-
sives detection.

This panel considers aviation security as a total system
architecture and measures the effectiveness of deployment
on that basis.

DEPLOYED TECHNOLOGIES

The congressionally mandated deployment of bulk
explosives-detection equipment began in January 1997 and
continued throughout 1998. The FAA formed the Security
Equipment Integrated Product Team (SEIPT) to carry out
this deployment. The SEIPT assessed the availability of
expl osives-detection equipment capable of being effectively
deployed in commercial aviation and formulated a plan to
deploy this equipment in airports throughout the United
States. In a separate program, the FAA has tested HULDs
designed to contain a discrete explosive blast. Ten HULDs



2 ASSESSMENT OF TECHNOLOGIES DEPLOYED TO IMPROVE AVIATION SECURITY

BOX ES-1
A Recent Attempt to Attack U.S. Commercial Aircraft

On April 22, 1995, FBI agents took custody from Philippine authorities of Abdul Hakim Murad. Murad was arrested after a fire broke out
in a Manila apartment in which he, Ramzi Yousef, and another associate were living and where officials found explosives and bomb-making
materials (FBI, 1995). This fire may well have prevented the worst terrorist attack against civil aviation in history. Yousef was later indicted for
the 1994 bombing of Philippine Airline Flight 434, which was determined to be a test run of a plot to blow up 11 American planes simulta-
neously (Zuckerman, 1996). Although it is horrifying to contemplate what might have happened if a fire had not broken out in Murad’s
apartment, it is more constructive to focus on what has been done—and what is being done—to improve aviation security.

have been deployed to three air carriers for operational
testing.

The FAA’s aviation security equipment and procedures
include bulk? explosives-detection equipment, TEDDs,
HULDs, computer-aided passenger screening (CAPS), and
positive passenger-bag matching (PPBM). These equipment
and procedures are described in Table ES-1.

FINDINGS

It iswell documented (e.g., GAO 1998; DOT, 1998) that
the FAA/SEIPT is behind schedule in the deployment of
aviation security equipment. In 1997, Congress provided
$144.2 million for the purchase of commercialy available
screening equipment, and the FAA/SEIPT planned to deploy
54 certified EDSsand 489 TEDDs by December 1997 (GAO,
1998). In addition, the FAA planned to implement CAPSfully
by December 1997. Once it became apparent that these goals
could not be met, the FAA set a new goal of deploying 54
certified EDSs, 22 noncertified bulk explosives-detection de-
vices, and 489 TEDDs by December 31, 1998. The FAA also
planned to implement CAPSfully by December 31, 1998. As
of January 1, 1999, 71 certified EDSs, six noncertified bulk
explosives-detection devices, and 366 TEDDs had been in-
stalled in airports, and CAPS and PPBM had been adopted by
six airlines. In addition, 10 HULDs have been deployed to
three airlines for operational testing.

The panel concluded that the combined efforts of the gov-
ernment, the airlines, and the airports to date have been ef-
fectivein deploying aviation security technologies (improv-
ing aviation security to alevel that will be quantified when
additional dataare collected during future studies), although,
because of the urgent need for immediate action against in-
cipient terrorism (White House Commission on Aviation
Safety and Security, 1997), equipment and procedures were
implemented rapidly without regard for how they would con-
tribute to a total architecture for aviation security (TAAS).

2Inthisreport, bulk explosivesinclude all formsand configurations of an
explosive at threat level (e.g., shaped explosives, sheet explosives, etc.).

The panel believes that definition of such an architectureis
essential to the success of this program; hence, it suggests
formality in defining and using a TAAS. That is, although
the capacity of individual pieces of equipment to discretely
improve security at the point of deployment is known to
some degree, the integrated effect of the total deployment of
equipment and the implementation of procedures on the
whole of aviation security is not. After much deliberation,
the panel concluded that the performance of the TAAS could
be measured by a single factor, the security enhancement
factor (SEF), which will enable a quantitative evaluation of
the performance of diverse deployment scenarios and show
the importance of specific elements (e.g., explosives-
detection equipment) to the performance of the TAAS.

RESPONSE TO CONGRESS

Protecting civil aviation against terrorist threatsisacom-
plex problem. Given the short response time and the com-
plexity of the terrorist threat, the panel concluded that the
research, development, and deployment by the FAA and
others have been successful in qualitative terms. The urgent
need for security equipment and procedures, expressed by
the White House Commission on Aviation Security and
Safety and by Congress in 1997, did not leave time for ex-
tensive system analyses. Therefore, the FAA proceeded with
the deployment of hardware as it became available. Hence,
the security system has evolved as the hardware has become
available. It is not surprising, therefore, that data describing
the efficacy of the deployed equipment are inadequate. The
lack of performance data and the incomplete integration of
the equipment into a complete security architecture are is-
sues that any large system developer would be likely to en-
counter at this stage of development. The absence of a sys-
tem architectureis the basis for the major recommendations
of the panel. Nevertheless, the FAA will have to address
these issuesin the future.

Explosives-detection equipment and HUL Ds are part of a
total system architecture and should be evaluated in the con-
text of a TAAS. Although the FAA, its contractors, the air-
lines, and the airports have adopted some elements of the
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TABLEES1

Selected Aviation Security Equipment and Procedures

Technology

Description

Computer-assisted
passenger screening
(CAPS)

Positive passenger-
bag match (PPBM)

FAA-certified
explosives detection
systems (EDSs)

Bulk explosives-
detection equipment

Trace explosives-
detection devices
(TEDDs)

Hardened unit-loading

CAPS isasystem that utilizes a passenger’s reservation record to determine whether the passenger can be removed from
consideration as a potential threat. If the passenger cannot be cleared (i.e., determined not to be a threat), CAPS prompts the
check-in agent to request additional information from the passenger for further review. If thisinformation is till insufficient to
clear the passenger, the passenger’s bags and the passenger are considered “selectees’ and are routed through additional
security procedures.

PPBM is a security procedure that matches the passenger’ s checked baggage with the passenger to ensure that baggage is not
loaded aboard an airplane unless the passenger also boards. This security measure isimplemented for all outbound international
flights and for some domestic flights.

An EDS is a self-contained unit composed of one or more integrated explosives-detection devices that have passed the FAA's
certification test. As of April 1999 only computed-tomography-based technol ogies have passed the FAA bulk explosives-
detection certification tests (e.g., InVision CTX-5000, CTX-5000 SP, and CTX-5500 DS).

Bulk explosives-detection equipment includes any explosives-detection device or system that remotely senses some physical or
chemical property of an object under investigation to determine if it is an explosive. This equipment, primarily used for checked
baggage, consists of quadrupole resonance and advanced x-ray technologies, including radiography and tomography.

TEDDs involve the collection of particles or vapor from the object under investigation to determine if an explosive is present.
TEDDs are being deployed for several threat vectors: carry-on baggage (especially electronic devices), passengers, checked
baggage, and cargo. TEDDs employ a variety of techniques for detecting vapors, particles, or both, which include
chemiluminescence, ion mobility spectroscopy, and gas chromatography. TEDDs do not indicate the amount of explosive
present and hence do not reveal the presence of a bomb, except inferentially.

A HULD is aspecially designed baggage container that can contain the effects of an internal explosion without causing damage

devices (HULDs)

to the aircraft. A design by Galaxy Scientific passed the FAA blast test in March 1998. A second Galaxy Scientific design

passed the FAA blast test in January 1999. To study operational performance and reliability, the FAA deployed 10 Galaxy

HULDs in 1999.

total systems approach, in the panel’s opinion they have not
gone far enough. This study, and future aviation security
studies conducted by the NRC, will be most useful to the
FAA if they adopt the recommended comprehensive TAAS
approach. Furthermore, adopting the TAAS approach will
enable the FAA (and others) to characterize improvements
in aviation security quantitatively using the SEF.

The panel has addressed (in part) the four pointsraised by
Congress below. For clarity these points are listed again,
followed by the relevant conclusions and recommendations.

1. Assesstheweaponsand explosives-detection technolo-
giesavailable at thetime of the study that are capable
of being effectively deployed in commercial aviation.

This study focused on expl osives-detection technol ogies.
Whileit isconceivablethat some of these technologies could
also be used for weapons detection, this topic was not ad-
dressed in this report.

Bulk Explosives-Detection Equipment

The vast mgjority of bulk explosives-detection equipment
deployed is the FAA-certified InVision CTX-series EDS
(explosives-detection system). Most of the performance data

on this egquipment was generated during laboratory testing—
largely certification testing—at the FAA Technical Center.
Certification tests, however, only reflect the ability of the
equipment to detect a bag that contains an explosive, and the
detection rates are based on bag-alarm rates. That is, an ex-
plosive is considered to be detected if the alarm is set off for
the bag containing the explosive, evenif thealarmistriggered
by anonexplosiveabject inthebag. Certification testing does
not measure alarm resolution and does not include testing in
the operational environment of an airport, making it difficult
to assess explosives-detection technologies for deployment.
In the panel’s opinion, some of the unanticipated problems
encountered with the CTX-5000 SPinthefield can bereason-
ably related to the limitations of certification testing. Under
current certification guidelines, equipment certified in the fu-
ture may encounter similar problems.

Recommendation. During certification testing, the FAA
should, whenever possible, measure both true detection rates
(i.e., correctly identifying where an explosive is when an
alarm occurs), and false-detection rates (i.e., an alarm trig-
gered by something other than an explosive in a bag that
contains an explosive). The FAA should also include the
ability of explosives-detection equipment to assist operators
in resolving alarms (including in an airport) as part of
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certification testing. Alarm resolution should be included in
the measurement of throughput rate, detection rate, and fal se-
alarm rate.

Trace Explosives-Detection Devices

TEDDs are widely used in airports, but no comprehen-
sive methodology has been developed to evaluate their ef-
fectiveness, such as standard test articles or instrument and
operator requirements. Because no standard test articles for
TEDDs have been demonstrated—and because of the result-
ant inability to separate instrument and operator perfor-
mance—it is not possible to measure the performance of
TEDDs.

Recommendation. The FAA should develop and imple-
ment a program to evaluate the effectiveness of deployed
trace explosives-detection devices. This evaluation should
include measurements of instrument and operator perfor-
mance, including measurements in the deployed (i.e., air-
port) environment.

Computer-Assisted Passenger Screening and Positive
Passenger-Bag Matching

CAPS appears to be an effective way to screen passengers
to identify selectees who require further security measures,
such as bag matching or bag screening. The panel anticipates
that PPBM combined with CAPSwill be an effective tool for
improving aviation security. Despite the positive attributes of
CAPS, the panedl is concerned that the FAA has not demon-
strated a measure for characterizing quantitatively the effec-
tiveness of CAPS. A CAPS sdlectee could bypass PPBM by
checking a bag at the gate or the door of the aircraft (as op-
posed to the ticket counter). Furthermore, PPBM has not been
demonstrated to be effective when a selectee changes planes
at a connecting airport. That is, passengers identified as se-
lectees at originating airports (who are then subject to PPBM)
are not subject to PPBM on subsequent connections of that
flight. Another shortfall of PPBM iswhen apassenger checks
abag (or bags) at the gate.

Recommendation. Computer-assisted passenger screening
(CAPS) should continue to be used asameans of identifying
selectee passengers whose bags will be subject to positive
passenger-bag matching (PPBM), screening by explosives-
detection equipment, or both. PPBM combined with CAPS
should be part of the five-year plan recommended below.
Passengers designated as selectees at the origination of their
flights should remain selecteeson all connecting legs of their
flights. Within six months, the FAA should develop and
implement a method of testing the effectiveness of CAPS.

2. Determine how the technologies referred to in para-
graph (1) could be used more effectively to promote
and improve security at airport and aviation facilities
and other secured areas.

Progress in the Deployment of Aviation Security
Equipment

The panel concluded that the FAA/SEIPT, the airlines,
airports, and associated contractors have gained significant
experience from the initial deployment of security equip-
ment and procedures, and the current implementation of
security equipment does not appear to have interfered un-
reasonably with airline operations. Most importantly, in the
collective opinion of the panel, the deployment of security
equipment has improved aviation security. The panel be-
lieves that continued emphasis on, funding of, and deploy-
ment of security equipment will further enhance aviation
security. Future deployments should be more efficient if
they are based on the experience from the initial
deployment.

Recommendation. The U.S. Congress should continue to
fund and mandate the deployment of commercialy available
explosives-detection equipment through the FAA/SEIPT.
Continued deployments will increase the coverage of domes-
tic airports and eventually provide state-of-the-art security
equipment systemwide. Further deployments can improve
aviation security in the short term and provide the infrastruc-
ture for mitigating potential threatsin the long term.

Operator Performance

Human operators are integral to the performance of all
deployed expl osives-detection equipment. Because fully au-
tomated explosives-detection equipment will not be devel-
oped in the foreseeable future, particularly with respect to
alarm resolution, human operators will continue to be im-
mensely important to realizing the full potential of deployed
security hardware. The TAAS analysis presented in this re-
port quantifies the impact of the operator on the SEF. Certi-
fication testing of explosives-detection equipment, however,
does not include testing of human operators. Current testing
only defines the operational capability (or performance) of
the equipment.

Recommendation. The FAA should ingtitute a program to
qualify security-equipment operators to ensure that the hu-
man operator/explosives-detection system (EDS) combina
tion meets the performance requirements of acertified EDS.
This program should include the definition of operator per-
formance standards and a means of monitoring operator
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performance. The FAA should implement this program
within six months of receipt of this report.

Measuring Operational Performance

Because of the paucity of operational data for deployed
explosives-detection equipment, the panel found it impracti-
cableto characterize the deployment status of security equip-
ment and processes quantitatively. The data are insufficient
both for the equipment and for operator performance, and no
guantitative measures of the effectiveness of the total secu-
rity system (e.g., TAAS) were provided to the panel. The
majority of data focused on subsystems, such as bulk
explosives-detection systems. A thorough assessment of
equipment and system performance requires well defined
performance metrics and the collection of data. The panel
concluded that the FAA has not defined adequate perfor-
mance metrics for security subsystems (e.g., TEDDS) or for
the TAAS.

Recommendation. The FAA should make a concerted ef-
fort to define operational performance metrics for security
subsystems and for the total architecture for aviation secu-
rity (TAAS). The FAA should also create an action team in
the next six monthsto systematically collect operational data,
which should be used to optimize the TAAS, as well asto
identify and correct substandard performance of equipment
and operators. The datacollected would al so provideinsights
into the deployment and use of equipment in the future.

Measuring Security Enhancement

Besides the dearth of operational data and total-system
performance metrics, the FAA has not defined an overall
measure of security enhancement. The primary performance
measure for the TAAS is, of course, protection against the
threat of explosives. Consequently, the panel believes the
critical factor in assessing the performance of the TAAS s
the measure of false negatives (i.e., unidentified bags that
contain explosives). The panel defined improved perfor-
mance (i.e., the SEF) astheratio of the number of simulated
bombsthat defeat the baseline security system to the number
of simulated bombs that defeat the newly deployed system.

Recommendation. The FAA should formulate a security
enhancement factor (SEF) for the integrated total architec-
turefor aviation security systems. The SEF should be calcu-
lated from data collected during operational testing. Non-
classified SEF measures should be published and used as a
project-control and management-control tool. The SEF
would provide the FAA with a quantitative measure of the
impact of security equipment and procedures.

Five-Year Deployment Plan

Decisions based on systems of systems analysis (e.g.,
TAAS) involve both management and cost factors, which
are airport and airline specific. Stakeholder3 involvement,
therefore, will be crucial for the devel opment of an effective
deployment strategy. Furthermore, airline and airport buy-in
will be critical to the successful implementation of the de-
ployment strategy. The FAA did not provide the panel with
along-range (five-year) TAAS deployment plan developed
jointly and agreed to by the FAA and other stakeholders.
Thus, the panel concluded that the FAA has not obtained
comprehensive airline buy-in for a long-term deployment
planthat addressesall of the relevant issues, such asoperator
training, the optimal location of detection equipment, and
the operational deployment of HULDs.

Recommendation. Within oneyear, in cooperation with the
other stakeholders, the FAA should devel op afive-year joint-
deployment plan that includes cost, stakehol der responsibili-
ties, quality measures, and other important factors. Thisplan
should be a living document that is formally updated annu-
ally. Buy-in from all stakeholders will be necessary for the
plan to be effective.

3. Assessthecost and advisability of requiring har dened
cargo containers to enhance aviation security and
reduce the required sensitivity of bomb-detection
equipment.

Two HULDs (both LD-3 size) that conform to
NAS-3610-2K2C airworthiness criterion have passed the
FAA blast and shockholing® tests. The LD-3 container is
used only on wide-body aircraft, however. Thus, no HULD
concept for narrow-body aircraft has passed the FAA test,
although 75 percent of the aircraft in service (as of 1994) are
narrow-body aircraft, and more than 70 percent of bombing
attempts have been against narrow-body aircraft.

The panel’s greatest concern is that research on HULDs
has not been conducted on a system-of-systems (SOS) basis
and has not involved all of the stakeholders, mainly the air-
lines. So far, HULDs have largely been developed and de-
signed as single stand-alone entities. Limited research has

3 In this report the term stakeholder includes the FAA, theairlines, and
the airports. Although there are certainly other stakeholdersin aviation se-
curity, these three will have the most influence on the deployment strategy
for aviation security equipment.

4 A shockholing (or fragmentation) test measures the ability of aHULD
to prevent perforation of its walls by a metal fragment traveling at arela-
tively high velocity.
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been done on their role as part of a TAAS. Coordination
with the airlines, airports, and aircraft manufacturers has
been focused mainly on specific designs and utility require-
ments rather than on the interactions, boundary conditions,
and trade-offs (including cost and operational consider-
ations) of using HUL Ds along with other security measures,
such as passenger profiling and baggage screening. The
panel believes that alternative HULD designs may be more
practical than existing designsin the TAAS context.

Recommendation. The FAA should continue to support re-
search and development on hardened unit-loading devices
(HULDs), including ongoing operational testing. If the FAA
recommends, mandates, or regulates the use of HULDs,
explosion-containment strategies for narrow-body aircraft,
including the development of narrow-body HULDs and
cargo-hold hardening concepts, should be investigated.
However, the FAA should not deploy HULDs unless they
are part of the TAAS joint five-year deployment plan.

4. On the basis of the assessments and deter minations
made under paragraphs (1), (2), and (3), identify the
most promising technologies for improving the effi-
ciency and cost effectiveness of weapons and explo-
sives detection.

The data were not sufficient for a comprehensive assess-
ment of available technologies for improving aviation secu-
rity. Therefore, at thistimethe panel isnot ableto identify or
recommend the most promising technologies for improving
the efficiency and cost effectiveness of weapons and explo-
sives detection. If the recommendations in this report are
followed, these data will become available for subsequent
assessments.
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Introduction

On April 22, 1995, FBI agents took custody of Abdul
Hakim Murad from Philippine authorities. He had been ar-
rested after afire broke out in a Manila apartment where he,
Ramzi Y ousef, and another associate were living and where
officials found explosives and bomb-making materias (FBI,
1995). The fire may well have prevented the worst terrorist
attack against civil aviation in history. Yousef was later in-
dicted for the 1994 bombing of Philippine AirlinesFlight 434,
which was determined to be atest run for aplot to blow up 11
American planes simultaneously (Zuckerman, 1996). Al-
though it is horrifying to speculate on what might have hap-
pened if thefire had not broken out in Murad’ sapartment, itis
more constructive to focus on what has been done—and what
is being done—to improve aviation security.

Arguably the greatest progress in the last 30 yearsin the
fight against terrorist attacks on aircraft has been madein the
10 years since the devastating bombing of Pan Am Flight 103
on December 21, 1988 (Figure 1-1). Although it isdifficult to
prove a cause-and-effect relationship between government
action and the reduction in bombings, three laws passed by
Congress (Box 1-1) have undoubtedly had an impact.

The three laws passed by Congress have facilitated the
development and deployment of security equipment and pro-
cedures, which have improved aviation security. In 1997,
the Federal Aviation Administration (FAA) was directed by
President Clinton and authorized by Congress to deploy 54
FAA-certified explosives-detection systems! (EDSs) and
more than 400 trace-detection systemsin airports around the
country. The FAA created the Security Equipment Integrated
Product Team (SEIPT) to manage this deployment. The

1 The following terminology is used throughout this report. An
explosives-detection system (EDS) is a self-contained unit composed of one
or more integrated devices that has passed the FAA’s certification test. An
explosives-detection device is an instrument that incorporates a single
detection method to detect one or more categories of explosive material.
Expl osives-detection equipment is any equipment, certified or not, that can
be used to detect explosives.

SEIPT assessed the availability of explosives-detection
equipment and formulated aplan to deploy thisequipment in
airportsthroughout the United States. |n a separate program,
the FAA began testing hardened unit-loading devices
(HULDs) designed to contain an explosive blast. Several
HUL Dsare now undergoing operational testing by commer-
cial air carriers.

Although substantial progress has been made, opportuni-
ties remain for the development and deployment of tech-
nologies that will make commercial aviation in the twenty-
first century even safer. In the future, explosives-detection
equipment must have higher throughput rates, lower false-
alarmrates, and greater flexibility to detect different types of
threat materials. HULDs must be proven to be airworthy
and their tare (empty) weight reduced. Even if al of these
challenges are met, these technologies must be deployedin a
manner that provides maximum protection from terrorist at-
tacks against commercial aircraft.

DEPLOYED TECHNOLOGIES

Aviation security equipment and procedures include the
following: bulk? explosives-detection equipment, trace
expl osives-detection equipment, HUL Ds, computer-assisted
passenger screening (CAPS), and positive-passenger bag
matching (PPBM) (Table 1-1).

The congressionally mandated deployment of bulk
explosives-detection egquipment began with the installation
of thefirst FAA-certified EDS (the InVision CTX-5000) and
continued throughout 1998. The installation of trace
explosives-detection equipment and the implementation of
CAPS and PPBM were scheduled for the same time period.
Two HULD designs (both LD-3 size) that conform to

2 |nthisreport, the term bulk explosivesincludes all forms and configu-
rations of explosives at threat level (e.g., shaped explosives, sheet explo-
Sives, etc.).
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FIGURE 1-1 Thedistribution of aircraft bomb blasts between 1971 and 1997.

NAS-3610-2K2C airworthiness criterion have passed the
FAA blast and shockholing?® tests. Ten of these HULDs have
been delivered to three different airlinesfor operational test-
ing over the next year.

The FAA/SEIPT isbehind schedule in the deployment of
aviation security equipment (GAO, 1998; DOT, 1998).
When Congress provided $144.2 million for the purchase of
commercially available security-screening equipment, the
FAA/SEIPT planned to deploy 54 certified EDSs and 489
trace-detection devices by December 1997 (GAO, 1998).
The FAA aso planned to have CAPS fully implemented by
December 1997. When it became clear that these goals could
not be met, the FAA set anew goal of deploying 54 certified
EDSs, 22 noncertified bulk explosives-detection devices,
and 489 trace expl osives-detection devices by December 31,
1998, and of implementing CAPS by November 1998. As
of January 1, 1999, more than 70 certified explosives-
detection systems, six noncertified bulk explosives detec-
tion devices, and 366 trace-detection devices had been
installed in airports.

TOTAL ARCHITECTURE FOR AVIATION SECURITY

Protecting civil aviation against terrorist threats is a
complex systems problem that has no perfect solution.

3 A shockholing (or fragmentation) test measures the ability of aHULD
to prevent perforation of its walls by a metal fragment traveling at arela-
tively high velocity.

Significant compromises have to be made in security sys-
tems to achieve the highest level of security at an afford-
able cost while at the same time maintaining the efficiency
of air travel. Improvementsin aviation security can best be
qguantified by a security enhancement factor (SEF) that
measures improvements in security compared to abaseline
level of security in a given year. However, SEF is an
exceedingly complex measure because the threats to avia-
tion security, and the available security technologies, are
variable and time dependent. In fact, many different detec-
tion and protection techniques are being used to counter
several different threats, which in turn are influenced by
many factors, including geographic location, weather con-
ditions, and the political climate.

The U.S. Department of Defense has been faced with
similarly complex systems problems and, through experi-
ence, has come to address them in a system-of-systems
(SOS) framework. An SOS is a complex of systems, each
of which is characterized by measures of performance
against threats and costs for acquisition and deployment.
The SOS concept can be used to optimize acomplex system
by providing atop-level perspective. For example, instead
of optimizing a particular system A for performance and
cost, the optimization of the performance and cost of the
SOS as a whole (which might consist of systems A, B, C,
and D) may require that performance requirements for sys-
tem A be reduced or even that system A be eliminated.

An SOS concept would enable FAA management to
mount a layered defense against a dynamic threat. A well
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BOX 1-1 Public Laws on Aviation Security since 1988

Public Law 101-604. After the bombing of Pan Am Flight 103, a Commission on Airline Security and Terrorism was created by President
Bush, which led to his signing of the Aviation Security Improvement Act of 1990 (Public Law 101-604). This act directed the FAA to accelerate
and expand the research, development, and implementation of technologies and procedures to counteract terrorist acts against civil aviation;
determine the amounts and types of explosives that could cause catastrophic damage to an airplane; and established the position of assistant
administrator for civil aviation security.

Public Law 104-264. In 1996, President Clinton established the White House Commission on Aviation Safety and Security. The recom-
mendations of this commission led to a directive in the Federal Aviation Reauthorization Act of 1996 instructing the FAA to deploy certified
and noncertified explosives-detection equipment.

Public Law 104-208. The Omnibus Consolidated Appropriations Act of 1997 provided $144.2 million for the FAA to purchase and assist
in the installation of advanced security equipment. This act was a significant departure from previous policy, under which air carriers were

responsible for purchasing and deploying aviation security equipment.

TABLE 1-1 Selected Aviation Security Equipment and Procedures

Technology

Description

Computer-assisted
passenger screening
(CAPS)

Positive passenger-
bag match (PPBM)

FAA-certified
explosives-detection
systems (EDS)

Bulk explosives-
detection equipment

Trace explosives-
detection devices
(TEDDs)

Hardened unit-loading

devices (HULDs)

CAPS isasystem that utilizes a passenger’ s reservation record to determine whether the passenger can be removed from
consideration as a potential threat. If the passenger cannot be cleared (i.e., determined not to be a threat), CAPS prompts the
check-in agent to request additional information from the passenger for further review. If thisinformation is till insufficient to
clear the passenger, the passenger’ s bags and the passenger are considered “selectees’ and are routed through additional
security procedures.

PPBM is a security procedure that matches the passenger’ s checked baggage with the passenger to ensure that baggage is not
loaded aboard an airplane unless the passenger aso boards. This security measure isimplemented for al outbound international
flights and for some domestic flights.

An EDS is a self-contained unit composed of one or more integrated explosives-detection devices that have passed the FAA’s
certification test. As of April 1999 only computed-tomography-based technol ogies have passed the FAA bulk explosives-
detection certification tests (e.g., InVision CTX-5000, CTX-5000 SP, and CTX-5500 DS).

Bulk explosives-detection equipment includes any explosives-detection device or system that remotely senses some physical or
chemical property of an object under investigation to determineiif it is an explosive. This equipment, primarily used for checked
baggage, consists of quadrupole resonance and advanced x-ray technologies, including radiography and tomography.

TEDDs involve the collection of particles or vapor from the object under investigation to determine if an explosive is present.
TEDDs are being deployed for several threat vectors: carry-on baggage (especially electronic devices), passengers, checked
baggage, and cargo. TEDDs employ a variety of techniques for detecting vapors, particles, or both, which include
chemiluminescence, ion mobility spectroscopy, and gas chromatography. TEDDSs do hot indicate the amount of explosive
present and hence do not reveal the presence of a bomb, except inferentially.

A HULD isaspecially designed baggage container that can contain the effects of an internal explosion without causing damage
to the aircraft. A design by Galaxy Scientific passed the FAA blast test in March 1998. A second Galaxy Scientific design
passed the FAA blast test in January 1999. To study operational performance and reliability, the FAA deployed 10 Galaxy
HULDs in 1999.
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defined SOS framework enhances communication among
interested parties, even if the analysis is only semi-
guantitative. A well understood measure (e.g., SEF) of the
efficacy of the SOS would also provide acredible basis for
allocating budgets for system improvements. The SOS ap-
proach would enable the FAA to describe and assess the
deployment of explosives-detection equipment, HULDs,
CAPS, and PPBM, aswell as other security equipment and
procedures—including the performance of human opera-
tors. Equipment, procedures, and human operators work
hand in glove with other unitsin the overall airport security
system and should be measured and assessed in that frame-
work. Inthe panel’ s opinion the only way to assess an inter-
twined system with feedback or feed-forward control loops
is through an SOS approach. Therefore, the panel adopted
an SOS approach to devise atotal architecture for aviation
security (TAAS) as a framework for assessing aviation
Ssecurity.

REPORT ORGANIZATION

This report presents an SOS approach to assessing avia-
tion security, introduces an SEF, and describes the FAA's
progress in deploying aviation security equipment and pro-
cedures. Recommendations are also made for future deploy-
ments of security equipment and implementations of security

procedures. The TAAS and SEF are introduced and
described in detail in Chapter 2. Chapter 3 defines the roles
and responsibilities of the FAA, air carriers, airports, and
independent security contractors in the deployment and
maintenance of the performance of security equipment and
procedures. Chapter 3 also describes a management frame-
work for the deployment. Cargo and baggage handling are
discussed in Chapter 4, providing a context for the imple-
mentation of security equipment and procedures described
in Chapters 5 through 8.

Explosion-resistant containers, or HULDs, are described
in Chapter 5. In Chapter 6, the FAA’s progress in the man-
dated deployment of bulk explosives-detection equipment is
described, as well as the results of performance testing, in-
cluding detection rates, false-alarm rates, and throughput
rates. The FAA’s progress in deploying trace explosives-
detection equipment is discussed in Chapter 7, which also
includesthe panel’ srational e for recommending that testsbe
developed to measure the performance of these devices.
CAPS and PPBM are discussed in Chapter 8, including a
timeline for their deployment and a description of how they
can be used together. Chapter 9 is a discussion of human
factors in the operation of security equipment. Evaluations
of airport architectures and their relationships to TAAS are
presented in Chapter 10. The panel’ s overarching high-level
conclusionsand recommendations are presented in Chapter 11.



Grand Architecture

Protecting commercial aviation from terrorist threatsis a
complex systemsproblem. Asillustrated in Figure 2-1, there
are many paths by which athreat material (i.e., abomb) can
endanger the security of an aircraft. These threat vectors
include checked baggage, cargo, mail, passengers and their
carry-on bags, flight crews, catering and service personnel,
and missiles. Aviation security must protect aircraft against
attack—from expl osives, chemical agents, biological agents,
and other threat items—by all of these threat vectors, and
possibly others. Thereisno perfect defense against al threats
to commercia aviation, and optimizing aviation security

Flight crew carry-on bags

with respect to performance, cost, and efficiency of air travel
will ultimately regquire compromisesin the selection of secu-
rity equipment, procedures, and personnel.

The focus of this study is on the security measures de-
ployed by the FAA for detecting and containing explosives
introduced by two threat vectors, checked baggage and carry-
on baggage. Although this does not encompass all potential
threat vectors, designing and implementing effective secu-
rity measures to address even these two vectors together are
a complex systems problem. Because no single “silver
bullet” technology can protect against all threat vectors, the
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aplane.
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overall security system must be a multilayered network of
subsystems. The performance of the overall system depends
on the technical capabilities of the detection and contain-
ment equipment and the performance of the equipment
operators, as well as a host of environmental, management,
and policy factors. System performance is aso affected by
operator training, maintenance practices, management pri-
orities and loyalties, and the nature of the threat itself. Like
al of the other factors that influence system performance,
the nature of thethreat isvariable and time dependent, which
contributes to the complexity of the overall security system.

Complex systems problems can best be understood in an
SOS framework. The primary performance measure for an
SOS for aviation security is, of course, protection against
explosives. Performance can best be described as an SEF,
which measures the improvement in security relative to a
specified baseline (e.g., the security afforded by the system
configuration in a particular year). SEF isasimple measure
that condenses an exceedingly complex SOS into a single
parameter that can accommodate the variabilities and time
dependenciesof protective measures, aswell as of thethreat
itself. The SEF compares an improved security system to
the previous system in terms of the probability that a bomb
will be taken aboard a plane (and cause catastrophic damage
to it) by comparing the number of test bombs that had de-
feated an older security system to the number of test bombs
that have defeated the newer security system. The panel con-
cluded that the SEF is one way to reduce the complexity of
analyzing the aviation security system.

In the context of awell defined SOS framework, security
systems can be designed or modified to optimize aviation
security. Astheresponsibility for security measures becomes
increasingly diffuse and more and more liability claims are
being disputed, the need for an SOS framework for inter-
preting the viability of security systems is becoming more
urgent. Although predicting the performance of an aviation
security system against a terrorist event is difficult, an SOS
approach makes it possible to estimate the performance
range of a security system based on thorough and realistic
operational testing.

For the reasons cited above, the panel adopted an SOS
approach to assess the FAA’s deployment of explosives-
detection equipment, HULDs, and security procedures.
Security equipment must work in concert with other unitsin
the overall airport security system and, therefore, should be
measured and assessed in thislarger context. The panel de-
veloped the TAAS (total architecture for aviation security)
as aframework for assessing their performance.l The panel
presents arationale for using a high-level systems approach
and a methodology for continuously monitoring and

1 1n arecent report, Aviation Security Technology Integration Plan, the
FAA uses asimilar systems-architecture perspective for planning aviation
security strategies (LaMonicaet al., 1995).

upgrading the TAAS in response to changes in the threat
environment, security technologies, and procedures. In
addition, qualitative requirements for the overall system
architecture arerelated to performance and operational char-
acteristics of the subsystem components, including policies.
Once these concepts are endorsed by the FAA, the airlines,
and airports quantitative measures can be devel oped to assess
and optimize improvements to the TAAS.

TOTAL ARCHITECTURE FOR AVIATION SECURITY
CONCEPTS

Figure 2-2 illustrates a top-level TAAS for explosives
detection and containment. The first step in the analysis is
the description of the real-world threat. This threat is vari-
able and can be described as a range of probabilities that a
specified amount, type, and configuration of explosive will
enter the system, or the amount of explosive can be arandom
variable whose distribution varies with the type of explosive.
Articles accompanying the explosive and other features of the
operating environment (e.g., passenger characteristics, air traf-
fic) also appear asrandom variables. Because there are many
waysto definethe explosivesthreat, the modeling of the threat
environment and its dependencies on the venue and other fac-
torswill have to be carefully considered.

The security layersin Figure 2-2 are shown as generic com-
ponentslabeled A, B, C, etc. These componentsinclude physi-
cal security,2 metal detection, bulk and trace explosives-
detection equipment, operator inspection of x-ray screens for
carry-on luggage, CAPS, PPBM, and the possible contain-
ment of baggage in HULDs. Each component, including as-
sociated operational protocols (training, calibration, mainte-
nance, and other procedures), comprises a subsystem in the
TAAS. Each subsystem is described by measures for deter-
mining its effectiveness, such as throughput rate, false-adlarm
rate, operational cost, installation cost, and probability of de-
tection. Linksbetween the subsystemsare animportant aspect
of the TAAS. For instance, passenger-profiling information
(from CAPS) could be provided to x-ray screening consoles
to enable operators to rapidly resolve a security dert from a
particular bag (an example of feed forward). Because these
links affect the top-level performance of the TAAS, the flow
pattern is also an important part of the analysis. Two routes
through the TAAS are shown in Figure 2-2 (A-B-C and
D-E-F-G) to indicate that there may be more than one way
through the TAAS to the plane.

The role of various authorities in the management of the
TAASmay add to its complexity. Currently, airlineshavesig-
nificant discretion over the deployment of aviation security
subsystems. Baggage, cargo, and mail flow vary among

2Physical security includes measures to control access to concourses,
gates, and airplanesto ensure that passengers and bags go through the secu-
rity system.
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FIGURE 2-2 A top-level total architecture for aviation security (TAAS).

domestic and foreign air carriers, change with airline trans-
fer protocols, and change again with the imposition of regu-
latory policies by various agencies, such as the FAA and
local airport authorities. Because of the large variability in
baggage, cargo, and mail flow, the TAAS for each airport
will be specific to that facility. Thus, an evaluation of a
deployed system will necessarily be specific to a particular
site, and atop-level strategy for future deployments must be
based on both universal and site-specific characteristics.

Simplifying, comparing, and analyzing various TAAS
configurations will require an overall SEF. Because of the
variable nature of the threat and other components and the
probabilistic behavior of the subsystems, the TAAS perfor-
mance measures can a so be described as random quantities.
A primary output of the assessment of a particular TAAS
would be the probability that an explosive threat will bring
down an aircraft, which is expressed as a probability distri-
bution over the various threat amounts. One measure of the
performance of the TAAS will be the SEF, which measures
the reduction, relative to the baseline architecture, in the
probability that a threat will bring down an aircraft.

Improved security is the ultimate goal but not the only
performance measure of the TAAS. Every system architec-
ture has a number of costs and customer (passenger) conve-
nience features that must be traded-off against the SEF. For
example, airline passengers are not likely to tolerate extra
delays for extensive scrutiny of their baggage in peacetime
when no threat is perceived. Similarly, substantial purchase
and deployment costs by the FAA would not be tenable for
small improvements in security. Additional coststo the air-
lines for the TAAS would surely meet with customer resis-
tance if the cost was trandlated to significantly higher ticket
prices. These and other performance measures are aso
shown as outputs in Figure 2-2. One way to assess security
enhancement/cost trade-offs would be to determine the cost
per passenger per percent of increase in the probability of
detection of an explosive threat (Hammar, 1998). An evalu-
ation of security architectures and additional discussion of
the TAAS concept are contained in Chapter 10.

TOTAL ARCHITECTURE FOR AVIATION SECURITY
SUBSYSTEMS

The explosives-detection equipment and containment
equipment are the security subsystems comprising the net-
works in the TAAS in Figure 2-2. Figure 2-3 shows the
subsystems that were in place prior to the 1997-1998 de-
ployment, including conventional x-ray radiography for
scanning carry-on baggage, metal detector portalsfor screen-
ing passengers, canine teams for screening checked bags,
physical searches of baggage, and limited passenger-bag
matching. A network like the one in Figure 2-3 could be
used as the baseline architecture for the SEF.

In response to the congressional mandate (PL 104-264),
the FAA focused on the devel opment and deployment of the
following security measures: CAPS, FAA-certified EDSs,
noncertified bulk explosives-detection equipment, TEDDs,
PPBM, and HULDs. Current airport security systems also
include conventional x-ray scanning, physical searches,
metal detectors, and canineteams. Figure 2-4 shows arepre-
sentative TAAS in the early stages of the FAA’s mandated
deployment. To evaluate the effectiveness of this deploy-
ment, one must estimate the improvement in security af-
forded by the TAAS in Figure 2-4 over that in Figure 2-3
(including the performance of detection and containment
equipment, management policies, and human factors).

Once reliable and statistically significant data are avail-
able on the performance characteristics of individual sub-
systems (or security measures) and their dependencies, the
optimal configuration of the TAAS can be determined. In
general, complementary detection devicesyield higher SEFs
than redundant identical devices. The TAAS providesaba-
sisfor asystematic analysis of trade-offsamong subsystems.

SECURITY ENHANCEMENT

The purpose of asystem that includes hardened containers
would beto reduce the probability that an onboard explosion
would bring down a plane. Because hardened containers
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have not yet been deployed, security enhancement is cur-
rently evaluated by the decrease in the probability that a
bomb would be taken onto aplane. Thusthecritical system-
performance measure is the proportion of bombs that defeat
the security system. To evaluate the probability that a bomb
would defeat a security system, realistic bomb simulants
(e.g., themodular test set) must be used for blind operational
tests (e.g., so-called red-team testing). The SEF of a System
B relative to a baseline system (System A) is defined as:

Passenger -
Secondary security:

2 carry-on articles mail and cargo

_ proportion of test bombs that defeat System A
~ proportion of test bombs that defeat System B

SEF

The same set of test bombs and the same testing procedures
are used for both systems. The probability that abomb would
defeat a security system is conditional on a bomb being
present and not on the probability of bombing attempts,
which will vary from the baseline year.

System A will probably change over time. Therefore, the
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baseline system will have to be redefined as new and im-
proved equipment becomes available and as the threat
evolves with time. For example, if a new explosive com-
pound that is difficult to detect with deployed equipment
suddenly becomes prevalent among terrorists, the SEF would
actually decrease. In this case, the security system that was
in place prior to the appearance of the new explosive com-
pound would not be relevant as a baseline. The “new”
baseline system (System A) would be the system in place at
the time the new explosive compound became known. An
improved system (System B) would be the security system
after achange has been made to System Ato improve perfor-
mance. Thus, the SEF would be the ratio of simulated explo-
sives (including asimulant of the new explosive compound)
that defeated System B to the simulated explosives that de-
feated System A. This scenario also hasimplications for de-
termining the SEF when new equipment is deployed to an
existing TAAS.

ANALYSIS TECHNIQUES

Monte Carlo techniques can be used to calculate the
distributions for the outputs shown in Figure 2-2. The distri-
butions are based on repeated inputs (from TAAS perfor-
mance measurements for selected component and threat dis-
tributions). Because of the randomness of the system,
different Monte Carlo runs of the same input values may
yield different outputs. Monte Carlo methods, which were
devel oped to assess the susceptibility or risk of complex sys-
temsto variousthreats (or failures), are often called probabi-
listic risk assessments (PRAS) (Aven, 1992; Henly and
Kumamoto, 1992). Three aspects of PRAs that are specific
to the TAAS analysis are listed below.

1. Theresults of PRAs are heavily dependent on the un-
derlying assumptions of the distributions of the input
variables and the performance characteristics of the
layered security subsystems. All subsystems must,
therefore, be carefully evaluated in field operation and
all dependencies investigated. The results of PRAS
will only be as valid as the probabilistic models used
to specify the TAAS.

2. A PRA of the TAAS using performance measures for
actual bombing attempts would result in a very small
input distribution. When this occurs, obtaining a pre-
cise output distribution (e.g., the probability that an
explosive will bring down a plane) requires a very
large number of Monte Carlo runs. For this reason,
realistic simulated bomb attacks® arethe only reliable
way to test the capability of the TAAS. An SEF

3 A simulated attack implies that the dynamic range of the testing pro-
cess is sufficient to evaluate the differences between the baseline and im-
proved TAAS.
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measure that compares actual successful attacks
against the baseline and the improved TAAS would
yield aratio of two very small quantities, making it
difficult to estimate improvements. Rather than evalu-
ating the real threat of attack, the SEF shows the im-
provement in the system once a threat is introduced.
This approach focuses on the critical false-negative
rate rather than the false-alarm rate.

3. It may be possible to simplify the threat distribution,
and therefore the PRA, by establishing the likelihood
that a particular explosive will be used. For example
if terrorists tend to use only one type of explosive,
(e.g., explosive X) 99 percent of the time and explo-
sive Y only 1 percent of the time, only explosive X
would have to be considered in the analysis. Assume
the distribution of the amount (Q) of explosiveis suf-
ficient to produce a distribution of possible losses for
different planes without HUL Ds and another distribu-
tion of an amount greater than Q (Q+) is required for
planes with HULDs, and assume that there is a
90 percent chance that an amount Q will bring down a
plane without aHUL D and a90 percent chancethat an
amount Q+ will bring down a plane with a HULD.
Then Q or Q+ for a specific explosive can be used as
simple parametersto evaluate the success of the TAAS
without requiring the evaluation of every distribution.

THE FAA’S DEPLOYMENT STRATEGY

The FAA’ sdeployment of advanced explosives-detection
technologies was initiated with an alocation of funds by
Congress specificaly for this purpose (PL 104-208). This
equipment had to be deployed on an accelerated schedule
because of time constraints on the funds (PL 104-264,
PL 104-208), which precluded the development of astrategic
deployment plan. Even though many deploymentswereless
than optimal and some airport surveys were not completed,
the placement of advanced technologies into the field has
provided valuable data for future deployments (e.g., effect
of location of the explosives-detection equipment and the
flight destination on alarm rates). A great deal has also been
learned about the deployment process, particularly the fun-
damental importance of securing the cooperation of airport
authorities, the airlines, and FAA personnel.

Because the FAA was aware of the importance of these
field data, steps were taken to ensure that the data were ana-
lyzed and stored (Dickey, 1998; Fuqua and O’ Brien, 1998).
Based on these data, the FAA now has the opportunity and
means of pursuing a genuine deployment strategy. Indeed,
the panel observed that the FAA has taken the following
steps toward comprehensive strategic deployment:

* The FAA’s Office of Policy and Planning for Civil
Aviation Security has developed a series of potential
scenarios (dubbed “end states”) for future aviation se-
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curity and is developing requirements for security
checkpoints; the training and performance of person-
nel; and the handling of cargo, mail, and checked bag-
gage. In addition, this office envisions airport-airline-
FAA partnershipsto facilitate the deployment of secu-
rity equipment and procedures and provide assistance
in risk management, vulnerability assessments, and
contingency planning. As part of the strategic plan-
ning, the office has made a cost comparison of the
widespread deployment of certified EDSs and the de-
ployment of a slower, cheaper (i.e., honcertified) al-
ternative (Fainberg, 1998).

e The Aviation Security Technology Integration Plan
uses asystems architecture for planning aviation secu-
rity strategies. The FAA has developed a comprehen-
sive, although qualitative, plan for continuously moni-
toring and improving this architecture (LaMonica et
al., 1995; Polillo, 1998).

* The SEIPT Operational Assessment Report describes
data requirements for planning and fielding security
equipment (Fuqua and O’Brien, 1998). The FAA's
system-assessment concept outlines a plan for obtain-
ing operational data. A deployment-analysis database
is aso being planned for obtaining and maintaining
operational data that will be readily available for fu-
ture assessments and planning (Hammar, 1998; Fuqua,
1998).

* The Passenger Bag Flow Model is alarge simulation
model of the flow of passengers and baggage in an
airport being developed by the FAA. The model will
incorporate operationa performance data and airport
characteristics, such as layout, flight schedules, and

passenger base, to simulate overall system behavior
(Hammar, 1998).

CONCLUSIONS AND RECOMMENDATIONS

The FAA is now in a position to adopt a systems ap-
proach for the strategic deployment of security equipment
and procedures. Thisapproach will require active participa-
tion by airlinesand airports, asystematic processfor collect-
ing operational data, and a well defined SEF-type measure
to reduce the complexity of the analysis. An SOS frame-
work, such asthe TAAS described above, would be capable
of describing and assessing the deployment of explosives-
detection equipment and other security measures.

Recommendation. The FAA should define atotal architec-
ture for aviation security (TAAS) for describing and assess-
ing the deployment of expl osives-detection equipment, hard-
ened unit-loading devices, and security procedures.

Recommendation. The FAA should formulate a security
enhancement factor (SEF) for the integrated total architec-
turefor aviation security based on data collected during blind
operational testing.

Recommendation. The FAA should aggressively define
operational performance metricsfor security subsystemsand
for thetotal architecturefor aviation security asawhole. The
FAA should establish an action team whose principal task is
the systematic collection of operational data. These data
should be systematically placed into a database and made
available to those who have a“need to know.”
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Roles and Responsibilities

Many factors affect the performance and effectiveness of
security systems, including physical location, operator train-
ing, and the presence of law enforcement personnel. Al-
though the FAA has the overall responsibility for the effec-
tiveness of aviation security, the buy-in of other stakeholders
iscritical for funding security equipment and for implement-
ing a long-term security strategy, such as the TAAS (total
architecture for aviation security) described in Chapter 2. In
this chapter, therolesand responsihilities of the FAA, theair
carriers, airports, and independent security contractors are
discussed (see Figure 3-1).

The U.S. civil aviation security program today is a com-
bination of laws, regulations, and resources for protecting
the industry and the traveling public against terrorism and
other criminal acts. The program is a system of shared and
complementary responsibilities involving the federal gov-
ernment, airport operators, air carriers, and passengers. The
FAA sets standards and guidelines, and airports and air car-
riersimplement them. Airline passengers and the users of air
cargo, who arethe ultimate beneficiaries of the program, pay
for the program through security surcharges included in the
prices of airline tickets and cargo shipments. Although
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FIGURE 3-1 Responsibilitiesfor civil aviation security.
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authority can be delegated or shared (e.g., a private security
contractor might operate explosives-detection equipment),
the ultimate responsibility for the safety and security of civil
aviation rests with the state, in this case the FAA.

FEDERAL AVIATION ADMINISTRATION

The FAA has existed in various forms and under various
names since 1926 when Congress passed the first of many
federal aviation laws. The Federal Aviation Act of 1958 cre-
ated an independent Federal Aviation Agency with the re-
sponsibility of establishing air safety regulations and certifi-
cation requirements. In 1967, the agency was renamed the
Federal Aviation Administration and transferred to the newly
created U.S. Department of Transportation.

FAA headquarters is located in Washington, D.C. Nine
regional and three international offices administer the field
elements located in their geographical areas of responsibil-
ity. The FAA administrator makes policies, issues regula
tions, and provides overall direction for the FAA’ sfunctional
programs. Field elements perform operational functions and
enforce aviation regulations. The associate administrator for
civil aviation security is responsible for assessing and ad-
dressing the threat to civil aviation security.

Aviation Security Research and Development Program

The mission of the Aviation Security Research and De-
velopment Program is to generate and disseminate expertise
and knowledge in technol ogies rel evant to the security of the
civil aviation industry and to provide technical support ser-
vices for the associate administrator for civil aviation secu-
rity. All agency research and development projects are con-
solidated into the Office of Aviation Research headed by the
associate administrator for research and acquisitions.

Deployment of Equipment

In 1997, Congress mandated that the FAA deploy com-
mercially available explosives-detection equipment in U.S.
airports. Given the nature of the government mandate, the
FAA was the logical organization to evaluate, certify, and
deploy the initial explosives-detection equipment. The ur-
gency of placing security equipment in U.S. airports, com-
bined with the congressional mandate that the FAA adminis-
ter the process, placed the FAA in the unique position of
being both project manager and systems integrator.

The FAA administrator, through the headquarters staff,
initially deployed explosives-detection equipment to se-
lected air carriers serving the Atlanta and San Francisco
airports; subsequently equipment was deployed to air car-
riers at other large U.S. airports. The FAA worked closely
with the manufacturers of explosives-detection equipment
to select, test, and install equipment and provide operator
training for the new hardware. The FAA had the primary

responsibility for all aspects of the initial deployment.
Other stakeholders, including the installation-site air carri-
ers and airport operators, played only consulting and sup-
porting roles.

AIRPORTS

Morethan 25 years ago, in 1971, the FAA issued Federa
Aviation Regulation (FAR) Part 107, which gave airport op-
erators the responsihility of protecting against unauthorized
access to the air-operation areas of airports. Numerous
changes have been made to this FAR over time to keep pace
with changing security needs. Basically, FAR Part 107 pre-
scribes aviation security rules governing the operation of
each airport that regularly serves scheduled passenger
operations. FAA security rules apply to 458 of the 667 certi-
fied U.S. airports, which are divided into six categories
(Table 3-1).

The airport operator is the administrator and manager of
an airport that regularly serves scheduled passengers of a
certificate holder (air carrier) or aforeign air carrier subject
to the security program described in FAR Part 108. Owner-
ship and operation of domestic airports vary considerably;
airports may be publicly or privately owned; they can be
operated by a city, a county, a state, or a specialized airport
authority. For example, the New York Port Authority, a
bi state commission, owns and operates John F. Kennedy In-
ternational, LaGuardia, and Newark International airports;
in Chicago, the largest commercial airports are city owned
and operated; Baltimore-Washington International Airport
is state owned; McCarren International AirportinLasVegas
is county owned.

Airport ownership also determines the law enforcement
structure at an airport. The primary organizations providing
this support service are state and local police forces and spe-
cial airport-authority police. Regardless of the organization
providing the law enforcement, the FAA requires that cer-
tain criteria be met to ensure a consistent level of service.
Most airport operators also employ security forcesfor physi-
cal security inthe airport. In some cases, this serviceis pro-
vided by private contractors.

Physical security at many airports is further subdivided,
by exclusive-use agreements, between the airport operator
and the air carriers serving the airport. Exclusive-use agree-
ments transfer to the air carrier the responsibility for physi-
cal security in operational areas leased from the airport, in-
cluding air-operations areas, cargo buildings, and airline
spaces in the terminal buildings.

Airport operators are conscientious about their security
responsihilities and knowledgeable of the specific security
needs of their airports. Security can always be tighter, of
course, but many trade-offs must be made to maintain ad-
equate security without overly restricting the efficient move-
ment of passengers through airports. Turning airports into
armed camps with military-style security would certainly
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TABLE 3-1 Airport Categories in the United States
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Category  Description Number
X Largest and most complex airports according to any one of three criteria: 19
» 25 million or more persons screened annually
* 1 million or more international enplanements annually
» special considerations (e.g., serves alarge political community or faces possible threats based on local conditions)
| Screens between 2 million and 25 million persons annually 58
1 Screens between 500,000 and 2 million persons annually 52
11 Screens fewer than 500,000 persons annually and serves aircraft with seating configurations for 61 or more passengers 137
v Serves operations where screening is performed and passengers are deplaned into a sterile area of the airport or that screen 168
pursuant to company policies and serves aircraft with 60 seats or less
\% Serves aircraft that seat more than 30 but less than 61 passengers where screening is not conducted and passengers are not 24

deplaned into a sterile area

decrease their vulnerability to criminal or terrorist acts, but
the economic and social effects could be detrimental.

During normal airport operations, the level of security is
commensurate with the perceived threat and the movement
of people, cargo, vehicles, and aircraft. To minimize disrup-
tions, airport operators rely on contingency plansto upgrade
security quickly in response to new intelligence or in emer-
gency situations. Airport operators, air carriers, and other
airport tenants must be capable of reacting immediately, and
in a coordinated way, to an increased threat that requires a
higher level of security.

Airport Security Programs

Airportsrely on exclusively devel oped security programs
that are approved by the FAA. These programs are primarily
designed to provide a secure environment for airplane op-
erations, control the movement of people and ground ve-
hicles, and prevent unauthorized access to the air-operation
areas. The plan must also include measures for protecting
both air-operation areas and the publicly accessibleland side
(i.e., close-in public parking and terminal roadways) of the
airport.

The terminal building presents unique security problems
because public aress, restricted areas, and air-operation ar-
eas must be kept separate. Ultimately, the security plan for
the terminal and ramps must allow passengers access to un-
restricted areaswhile keeping unauthorized individual sfrom
gaining access to restricted areas.

Security of Parked Aircraft

Airport operators must have facilities and procedures to
prevent or deter persons and vehicles from gaining unautho-
rized access to air-operation areas. Air carriers are required

to prohibit unauthorized access to their aircraft and to con-
duct a security inspection of an airplane if it has been left
unattended and before it is placed in service.

Law Enforcement Support

The presence of law enforcement officers (e.g., police
officers) is required at airports. In addition, most airlines
contract guard agenciesto provide personnel to perform pre-
departure screening. Both contract security guards and law
enforcement officers may be stationed at screening check-
points.

Official law enforcement officers must be authorized to
carry and use firearms, vested with arrest authority, readily
identifiable by uniform and badge or other indicia of author-
ity, and must have completed a training program defined in
the airport security program. There are almost as many ap-
proaches to satisfying these requirements as there are air-
ports. Providing law enforcement officersisthe responsibil-
ity of the airport operator, not the air carrier. Even though
the cost of law enforcement is borne indirectly by the carri-
ers, they have no power over whether airports employ city or
state police officers or specially empowered guards.

Airport Consortia

In response to a recommendation by the White House
Commission on Aviation Safety and Security (1997), the
FAA directed parties responsible for aviation security to
form consortiaat 41 major U.S. airports. By mid-December
1997, 39 consortia had completed vulnerability assessments
and developed action plansincorporating FAA-recommended
procedural changes and requirements for advanced security
technology. Voluntary security consortia are planned for
more than 250 additional airports.
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AIR CARRIERS

Air carriers are responsible for maintaining the security
of passengers, baggage, and cargo entering the airplane in
accordance with the FAA’s standards and guidelines. FAR
Part 108 requires that each U.S. air carrier adopt and carry
out a security program for scheduled and public charter-
passenger operations. The sole purpose of the air-carrier
security program is to protect the traveling public from
hijacking, sabotage, and other criminal acts. The FAA must
approve al air-carrier security programs.

FAR Part 108 requires that each certificate holder desig-
nate a ground-security coordinator and an in-flight security
coordinator to carry out the duties specified in the approved
security program for each international and domestic flight.
The pilot in command of each flight serves as the in-flight
security coordinator.

Organizational Structure of U.S. Air Carriers

The organizational placement of the security function
varieswith the corporate structure of theairline. Among U.S.
air carriers, security isastaff function with areporting rela-
tionship to senior airline officials generally below the level
of chief executive officer. Because security requirementscan
have a substantial impact on operations—including flight
schedules and passenger processing times—security person-
nel work very closely with airline-operations officials. The
responsibilities of an airline security officeincludeinterpret-
ing FAA security regulations, setting policies and procedures
for compliance by the airline, auditing and inspecting secu-
rity operations, and representing the carrier in security-
related matters. The airline security officer is also respon-
sible for other security matters, such as theft and fraud.

Theair carrier’ slocal station manager istypically respon-
siblefor all operational activitiesat an individual airport and
the day-to-day activities of the security contractor. Airline
security at domestic airports is typically contracted out to
private firms that provide trained personnel to operate the
passenger screening checkpoints. Because of high costs, the
air carriers encourage competition among security firms
through a bidding process. However, even the lowest bidder
must meet the minimum requirements. In cases where sev-
eral airlines use the same security checkpoint at a concourse
(as opposed to at the gate), one airline manages the check-
point. The costs of operating and managing the checkpoint,
however, are shared among the air carriers.

Predeparture Screening

The most visible aspect of domestic airline security isthe
screening of passengers and carry-on baggage, which was
mandated by the FAA amost 30 years ago. The primary
purpose of the procedures for domestic flights was to deter
hijackers. Approximately 15,000 preboarding passenger

screenerswork in the United Statesfor domestic and foreign
air carriers. In 1995, they screened approximately 1.3 billion
persons! at some 700 screening checkpoints. Three general
arrangements of screening facilities at airports have been
developed: the sterile concourse, the sterile boarding area,
and departure-gate screening. The sterile concourse approach
has proven to be the most attractive because it controls ac-
cess by the inspection of persons and property at selected
choke points and represents an exceptional cost savings for
both air carriers and the airport. Instead of having to bear the
cost of a workforce sufficient to search passengers at each
gate and posting law enforcement officers at each gate, a
central screening point at the entrance to a concourse can
serve al of the gates on the concourse. Central screening
checkpoints include x-ray machines, metal detectors, and
security personnel.

The next best alternative for predeparture screening isthe
sterile boarding or holding area. In this arrangement, a ster-
ile area is created at the flight check-in point, usualy by
securing the boarding lounge from the concourse or other
adjacent terminal areas, to isolate passengers who have been
screened from physical contact with unscreened persons.

The third, and least desirable, arrangement is departure-
gate screening. In this scenario, security personnel must be
availablein large numbersto screen passengersat individual
gates, and airport operators must provide law enforcement
officers at each gate. The disadvantages of this arrangement
include high personnel costs and significant delays if the
aircraft arrives late because passenger screening cannot be-
gin until the aircraft is available for boarding. This arrange-
ment is mostly used at small airportsthat handle few flights.

A number of situations during predeparture screening
may require the presence or intervention of alaw enforce-
ment officer. However, the final decision and the legal re-
sponsibility for boarding apassenger rest with theair carrier.
If apassenger isarrested for aviolation, theair carrier hasno
further responsibility. If a passenger is cleared for boarding
by alaw enforcement officer, the air carrier may still decide
not to allow the passenger to board.

Role of Aviation Industry Trade Associations

The Air Transport Association (ATA), founded in 1936,
is the first and only trade association for the principal U.S.
airlines. The ATA represents the industry before Congress,
federal agencies, state legislatures, and other governmental
bodies and serves as the focal point for industry efforts to
standardize practices and enhance the efficiency of the air
transport system. Several other aviation trade associations
play important roles in maintaining aviation security
(Table 3-2).

1 This number includes passengers, airline crews, airport employees,
and people entering to meet or greet arriving or departing passengers.



ROLES AND RESPONSIBILITIES 21

TABLE 3-2 Aviation Industry Trade Associations

Trade Association

Description

International Air
Transport Association
(IATA)

Airports Council
International-North
America (ACI-NA)

Airports Council
International (ACI)

American Association of
Airport Executives
(AAAE)

Regional Airline
Association (RAA)

IATA isthe world trade organization of 250 scheduled airlines. Its members carry more than 95 percent of scheduled
international air traffic under the flags of 135 independent nations. IATA produced a security manual to provide airline
personnel with reference material, guidelines, and information to carry out their duties.

ACI-NA provides aforum for the exchange of ideas and information to promote cooperation between all elements of the
North American civil aviation industry. The primary goal of ACI-NA isthe development and improvement of safe, efficient,
and economical airport facilities and services and the enhancement of airport capacity. ACI-NA presents members’ views
and recommendations to governments, industry, and the general public.

ACI, afederation of six regions headquartered in Geneva, Switzerland, consists of some 460 international airports and airport
authorities operating 1,250 airports in more than 150 countries and territories. Global issues are addressed through the
integrated ACI structure; each region responds to the needs and concerns of airport operatorsin that region. ACI represents
the world' s airportsin interactions with ICAO, with which it has observer status, and other world bodies.

AAAE, the largest professional organization for airport executives in the world, was founded in 1928. The AAAE represents
thousands of airport management personnel at public-use airports, which enplane 99 percent of the airline passengersin the
United States.

RAA represents U.S. regional airlines, as well as suppliers of products and services that support the industry, before the U.S.
Congress, Federal Aviation Administration, U.S. Department of Transportation, and other federal and state agencies.
Founded in 1975 (as the Commuter Airline Association of America), RAA member airlines transport between 90 and 95
percent of al regional airline passengers.

INTERNATIONAL CIVIL AVIATION ORGANIZATION

In 1944, representatives of 52 nations gathered in Chicago
to create the framework for world civil aviation. On Decem-
ber 7, 1944, the Convention on International Civil Aviation
(the Chicago Convention) was signed. Its objective was to
ensurethe safe and orderly growth of international civil avia-
tion and to promote safety. Today, 183 nations have ratified
the Chicago Convention and have thus become contracting
states.

TheInternational Civil Aviation Organization (ICAQ) was
established by the Chicago Convention as avehicle for inter-
national cooperation in all aspects of aviation. In 1947, the
ICAO became a specialized United Nations agency,

headquartered in Montreal, Quebec, with regional officesin
Bangkok, Cairo, Dakar, Lima, Mexico City, Nairobi, and
Paris. The ICAO consists of an assembly, a council, and a
secretariat. The assembly, which is composed of representa-
tives of all contracting states, is the sovereign body of the
organization. It meets every three years, reviews the work of
the organization, sets policy, and votes on atriennia budget.
The council, composed of 33 contracting states elected by the
assembly for a three-year term, is ICAQ’s governing body.
The council adopts standards and recommended practices and
incorporates them as annexesto the Chicago Convention. The
secretariat, headed by a secretary general, consists of profes-
siona personnd recruited on a broad geographical basis to
conduct the technical work of the organization.



4

Baggage Handling

The objective of this panel is to assess technologies de-
ployed to improve aviation security, both to protect passen-
ger aircraft from explosives and to protect aircraft from dam-
age from an onboard explosion. Explosives can be placed
aboard an aircraft viaseveral vectors, including baggage. In
this chapter the typical processes for handling carry-on and
checked baggage in a secure environment are described, in-
cluding the use of unit-loading devices (ULDs) asabasisfor
the discussion of the operational issues for using HULDs
(hardened unit-loading devices) as part of an overall avia
tion security plan (e.g., TAAS).

The six typical vectors for introducing explosives are:
passengers (on person); passenger carry-on baggage; pas-
senger checked baggage; cargo originating from known, un-
known, or consolidated shippers; courier bags; and mail.
More subversive vectorsinclude: crew members (e.g., pilots
or flight attendants); an intentional or accidental security
bypass, food catering service or mea cart; duty-free items;
cleaning crew; and service crew (e.g., mechanics, fuelers,
baggage handlers). To prevent theintroduction of an explosive,

Items

Carry-on bags

all of these vectors must be secure. However, the focus of
this panel is on passenger carry-on and checked baggage.
The security devices used to prevent the introduction of ex-
plosives viathe typical vectors are shown in Figure 4-1.

MOVEMENT OF BAGGAGE AND CARGO

Approximately 50 percent of all passenger baggage is
carried onto airplanes as carry-on baggage; the other 50 per-
cent is checked at the curb, at the ticket counter, or at the
gate. The actual distribution of baggage varies by type of
aircraft (see Box 4-1). All carry-on baggage is screened at a
security checkpoint by an x-ray scanner prior to being
brought aboard an aircraft; in some cases, bags are further
investigated with a trace explosives-detection device or
searched physically (Figure 4-2). Once aboard an aircraft,
carry-on baggage is stowed by the passenger in an overhead
bin or under a seat.

Checked baggage is sent to a bag room where it is sorted
in a variety of ways, depending on the airline and airport.

Screening

® X-ray (radiographic imaging)

\ 4

® TEDD

Passenger baggage

Checked bags
(including courier bags)

® Physical search

® X-ray (radiographic imaging)

FIGURE 4-1 Vectors for introducing explosives and screening tools.
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® EDS (computed tomography)

\4

® K-9 team
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BOX 4-1
Baggage Distribution

All Aircraft

50 percent of all passenger baggage is checked
50 percent of all passenger baggage is carry-on

60 percent of baggage travels in narrow-body aircraft (e.g., Boeing 737, MD-80)
40 percent of baggage travels in wide-body aircraft (e.g., Boeing 747, 767, 777, MD-11)

80 percent of all passenger baggage travels as bulk (i.e., loose, noncontainerized)
20 percent of passenger baggage travels in containers (i.e., ULDS)

Narrow-Body Aircraft

» 50 percent of passenger baggage travels as bulk on the passenger deck in overhead bins and under seats
* 50 percent of passenger baggage travels as bulk in the cargo hold

Wide-Body Aircraft

» 45 percent of passenger baggage travels as bulk on the passenger deck in overhead bins and under seats
» 55 percent of passenger baggage travels in containers (ULDs) in the cargo hold

The panel observed the sorting and loading of baggage and
cargo by more than 10 airlines at Los Angeles International
Airport, San Francisco International Airport, and John F.
Kennedy International Airport for various types of aircraft
and for domestic and international destinations. The pur-
pose of these observations was to assess the synergy of the
baggage-handling system with planned screening procedures
and the feasibility of using HULDs.

Most of the time, checked baggage is sorted either manu-
ally or by automated card readers and routed to the bag
“make-up” area for the appropriate flight. In the make-up
area, the bags for a particular flight are gathered, sorted by
class of service and transshipment, and either loaded into a
ULD that is then loaded onto the aircraft (containerized
method) or loaded manually onto the aircraft one piece at a
time using a baggage cart and conveyer-belt system (bulk
method). The bulk method is mainly used for narrow-body
aircraft and the containerized method for wide-body aircraft.
However, both methods are sometimes used for both types
of aircraft. For example, ULDs are used for a few narrow-
body aircraft, such as some Airbus A320 and Boeing DC-8
aircraft.

Passenger with a Checked Bag on a Domestic Flight

A passenger for a domestic flight can check bags at the
curb, the ticket counter, or the gate. If the bag is checked at

theticket counter,! the passenger is asked three questions per-
taining to the contents and control of the bag (Figure 4-3).
The passenger is also subjected to CAPS (computer-assisted
passenger screening). |f the passenger isdetermined by CAPS
to be a selectee, he or sheis also subject to PPBM (positive
passenger-bag matching). The bag will then be loaded di-
rectly onto the planeif it isanarrow-body planeor placedina
ULD and loaded onto the planeif it is awide-body plane. If
the bag is checked at the gate, PPBM and CAPS are not used.
However, bags checked at the gate will have been screened by
x-ray radiography and, possibly, trace explosives-detection
equipment (Figure 4-4).

Passenger with a Checked Bag on an International Flight

A passenger for aninternational flight usually checksbags
at the ticket counter. The passenger is asked questions per-
taining to the contents and control of the bags and is sub-
jected to CAPS and PPBM (Figure 4-5). Checked bags are
then subject to examination by an explosives-detection de-
viceor acertified EDS or are physically searched.2 The bags

1 Passengers who check in at the curb or gate are also asked security
questions. If a passenger trying to check bags at the curb is determined to
be a selectee, he or she is asked to check the bags at the ticket counter.

2 Typically this is only applicable to the departure city (the city from
which the plane departs for a foreign country) and not for baggage that
originates on a domestic flight and is transferred to an international flight.
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Ticket Bag Gate
Lobby counter room Concourse check-in

Passenger | Metal detector }--> Passenger
Conventional x-ra
Carry-on bag } NG TEDD Y Hp| Carry-on bag

questions

Passenger

Carry-on bag

«

3888 "Er
[ T T T Je—ubs Cargodeck

FIGURE 4-2 Baggage flow and screening for a passenger with only carry-on baggage for a domestic flight.

Ticket Bag Concourse Gate

Lobby counter room check-in

Passenger 3 Metal detector Passenger
questions Conventional x-ra
Carry-on bag } TEDD Y B Carry-on bag
CAPS

\ 4

Checked bag } PPBM

Passenger

Carry-on bag

Checked bag

«

33558 Er
[ TY] | Je—uips Cargodeck

FIGURE 4-3 Baggage flow and security screening for a passenger with a carry-on bag and a checked bag for aticket counter check-in for
adomestic flight.
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FIGURE 4-4 Baggage flow and security screening for apassenger with acarry-on bag and a checked bag for agate check-in for adomestic

flight.

Ticket Bag Gate
HElE127 counter room Concourse check-in
Passenger } 3 Questions ILI Metal detector Passenger |-
Carry-on bag } CAPS Conve$téc|>3ngl x-ray Ly, | Carry-on bag |
PPBM
Checked bag }
\ 4
Explosives-
detection
equipment >
EDS
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Passenger
Physical
search Checked bag Carry-on bag
Iﬁlﬁ Iﬁlﬁ Passenger y
deck

FIGURE 4-5 Baggage flow and security screening for a passenger with a carry-on bag and a checked bag on an international flight.
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FIGURE 4-6 Typica LD-3 container.

are then loaded directly onto the planeif it is a narrow-body
plane or placed in a ULD and then onto the plane if it isa
wide-body plane.

UNIT-LOADING DEVICES

The containerized luggage systemisused mainly on wide-
body aircraft to facilitate the rapid movement and organiza-
tion of large quantities of baggage and cargo, minimize on-
loading and off-loading times, and facilitate transshipments.
The basic components of the containerized luggage system
are ULDs, also referred to as containers or cans (see Figure
4-6). ULDs are used to hold, separate, load, and unload
passenger baggage and cargo. They come in a variety of
sizes and materials, depending on the application (e.g., type
of load [baggage or cargo], type of aircraft, deck location,
and transshipment needs). ULD sizes are distinguished
mainly by thetype of aircraft and are designated by the“LD”
nomenclature. The construction material of these containers
varies from aluminum to polycarbonate to heavy-duty card-
board. In all, there are an estimated 200 or more combina-
tions of ULD sizes, materials, and manufacturers. The con-
tainerized luggage system al so includes specialized container
carts and aircraft loading devices.

Use of Hardened Unit-Loading Devices

During the panel’s airport visits, several procedures and
practices were observed that could affect the combined use
of security screening devices and HULDs within a defined
TAAS. The method of loading ULDs varies from airline to
airline, and even from airport to airport by the same airline.
Some airlines stand the bags up on the floor of the ULD
(Figure 4-6); others lay them flat. All airlines observed by
the panel tried to maximize the bag count in each container
(i.e, load al theway to thetop). However, the bag count can
vary from 30 to 50 bags per container, depending on the
destination of the flight and the average size of the bags (bag
size appears to be a function of the local passenger culture
and destination). Most airlines separate bags by transfer
destination, as well as by class (first class, business class,
and coach class). The first-class and business-class ULDs
areloaded last and unloaded first. Oneairline, however, used
a separate ULD for the bags of CAPS selectees, which was
loaded last.

All ULDs look and function in similar ways. The loca-
tion of the ULD doors and accessibility for loading are al'so
similar. If the airline route (e.g., Los Angeles to Sydney,
Australia) is extremely weight sensitive, only lightweight
(e.g., cardboard) ULDs are used. Airlinesarevery sensitive
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to the weight issue. For example, contractua requirements
withthe U.S. Postal Service dictate that any weight overload
will usually result in the removal of passengers rather than
the removal of mail.

Seventy-five percent of the commercial airline fleet is
narrow-body aircraft, which means that 80 percent of
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baggage travelsin bulk cargo holds or in the passenger cabin
and only 20 percent in ULD containers. Therefore, if HULDs
were used for 100 percent of the wide-body fleet, they would
still only account for approximately 20 percent of all passen-
ger luggage. The development and use of HULDs are dis-
cussed in Chapter 5.
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Blast-Resistant Containers

Commercia aviation can be protected from the threat of
explosivesintwo ways, either by preventing explosivesfrom
reaching the aircraft (e.g., by using explosives-detection
technologies) or by mitigating the effects of an explosive by
protecting the aircraft from an onboard explosion (e.g., via
aircraft hardening and hardened containers). A combination
of these two approaches may provide the best protection of
commercial aviation. In this chapter the panel discussesthe
development of aircraft-hardening concepts in general and
blast-resistant (hardened) containersin particular.

ONBOARD EXPLOSIONS

Despite more than 50 bombing incidents in the 25 years
prior to the 1988 terrorist bombing of Pan Am Flight 103,
the U.S. government and the commercial aircraft manufac-
turers of the time (i.e., Boeing, Lockheed, McDonnell
Douglas, and Airbus) had limited knowledge of the charac-
teristics of internal bomb blastsand therelated vulnerabilities
of commercia aircraft. All that was known was that blast
forces exceeded the design loads of the aircraft, which were
never designed to survive a bombing attack. Little, if any,
blast data were available, and few analysis techniques were
applicable to commercial aircraft. Furthermore, not much
was known about protection techniques.

As aresult of nearly 10 years of joint FAA, Department
of Defense, and industry research, several toolsand resources
have been identified and, in some cases, developed to char-
acterize internal blasts and to measure the response of air-
craft to certain types of bomb blasts. Dataare now available
defining the effects of “bare-charge” explosives in narrow-
body aircraft (via both testing and analysis) and suitcase-
contained explosivesin both narrow-body aircraft (viatest-
ing only) and ULDs in wide-body aircraft (viatesting only)
(Nationa Institute for Aerospace Studiesand Services, 1996;
McDonnell Douglas, 1997). The characteristics of bomb
blasts and fragmentation from suitcase-contained expl osives
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and suitcase-contained explosivesin fully loaded containers
have been defined through extensive testing. And the be-
havior of fuselage skin panels and joints under high-strain
rates (i.e., under bomb blast conditions) is now better under-
stood.

As the commercia aviation industry has become much
more aware of internal blast-damage mechanisms, it has be-
gun to identify methods for protecting aircraft. This new
information has already been a factor in design consider-
ationsfor reducing the vulnerabilities of aircraft systemsand
structures to an internal blast in the cargo hold areas of new
commercial aircraft. Despite this progress, viable near-term
solutions have yet to be demonstrated for protecting the cur-
rent commercial fleet through retrofitting. Current aircraft
designs are, however, already fairly resistant to internal ex-
plosions—as evidenced by the 57 percent survival rate of
aircraft for al in-flight bombing incidents (35 events) in the
past 25 years (Schwartz et al., 1995). Nevertheless, asingle
bombing event that results in the loss of life or property is
not acceptable to the airlines, the economy, or society as a
whole.

HARDENED CONTAINERS

Although the direct hardening of aircraft does not appear
to be feasible for the current fleet, hardened containers are
being investigated by the FAA and other international air-
worthiness authorities as an alternative near-term solution.
Using HUL Ds (hardened unit-loading devices) to protect air-
craft from explosive attacks is not a new concept. Airlines
that operate in high-risk areas of the world have been using
custom-built containers since well before the Pan Am 103
tragedy. However, because these containers are much too
heavy for general use, only one or two are used per aircraft
for carrying select items.

As aresult of the back-to-back bombings of two wide-
body aircraft—Pan Am 103 in 1988 and UTA Flight 772in
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1989—international accident investigation organizations,
congressiona committees, and other government authorities—
began to promote research into methods of hardening air-
craft and ULDs against explosives. Inthe United States, the
FAA began funding research on hardened containers, includ-
ing blast characterization analyses and the development of
blast-tolerant design concepts. The basic goal was to de-
velop operationally feasible HUL Dsthat could withstand the
blast and fragmentation forces of an explosion.

Initial operational conceptswere based ontheideathat an
aircraft could be protected by using blast-resistant HULDs
in place of all standard ULDs. However, for thisideato be
feasible, HUL Dswould require similar cost, weight, and op-
erational capabilities as standard ULDs.

Design Guidelines and Procurement

Following Pan Am 103, the British Air Accident Investi-
gations Branch recommended that “airworthiness authori-
ties and aircraft manufacturers undertake a systematic study
with aview to identify measures that might mitigate the ef-
fects of explosive devices’ (British Air Accident Investiga-
tion Branch, 1990). Magjor initiatives on hardened contain-
erswere begun in the early 1990s, when the FAA launched a
series of concept studies, including analyses, testing, and
development, with approximately 15 different contractors
and support organizations (similar efforts were undertaken
in Europe). Studies included government-funded research
and development by the U.S. Navy, U.S. Air Force, U.S.
Army, Boeing, Northrop, Jaycor, Galaxy Scientific Corpo-
ration, the Great Lakes Composites Consortium (GLCC),
and others. In addition, many companiesinitiated internally
funded independent efforts on the assumption that hardened
containers represented an emerging market area. Research
and development continued through the mid-1990s and pro-
duced data on blast characteristics, material properties, the
feasibility and effectiveness of HULD concepts, and model-
ing and simulation requirements.

After about five years, however, because of slow progress
on an effective, feasible design concept—and because of a
less than enthusiastic response from the airlines—no major
breakthroughs had been made. Although many concepts
were investigated, none was identified as a “silver bullet”
that would immediately replace current ULDs. Research did
not lead to a hardened container that looked, behaved, and
cost the same as a standard UL D, and airlines were not will-
ing to support concepts that would add weight, cost, or
operational constraints to their infrastructures.

Although the FAA has considered many approaches to
deploying HULDs, in the past few years the focus has been
on HULDs as an integral component of the entire security
system that would be deployed at the level of one or two per
aircraft in conjunction with passenger screening and CAPS
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(thisapproach is consistent with the TAA S approach recom-
mended in this report). Only a small percentage of passen-
ger bags carried in the HULD would be based on predeter-
mined selection criteria. The FAA hoped this approach
would be acceptable to the airline industry because it would
reduce the reguirements for the deployment of HULDs.

In 1996, the FAA announced thefirst of two procurement
solicitations for hardened containers that could contain an
explosion from a defined explosive threat size and could be
deployed into normal airline operations. Six proposalswere
submitted by various suppliers. However, after determining
that none of the proposed concepts would meet the design
blast criteria, the FAA decided not to award any contracts
(Hacker, 19984). After redefining the requirements, the FAA
released asecond solicitation in January 1997 (FAA, 1997d).
The requirementsfor the second solicitation are givenin Box
5-1. The FAA received eight proposals in response to the
second solicitation, and two proposals, by Jaycor and Gal-
axy, were selected for development and testing. Both were
required to demonstrate compliance with the standardslisted
in Box 5-2.

Testing

Under the terms of the FAA HULD contracts, Jaycor and
Galaxy were contracted to provide prototype HULDs that
could withstand the blast effects from a bomb of a certain
size and configuration (the blast-resistance criteria for
HULDs are classified [I1SO 6517]). Each company was re-
quired to demonstrate the survivability of its HULD design
either through a blast test or a simulation analysis. Both
companies decided to meet this requirement through blast
tests.

Prior to 1997, the FAA and industry had conducted numer-
ous blast tests on earlier designs and had developed test stan-
dards (1SO 6517) for the two candidate HULD designs. The
HULD test program, which was initiated in late 1997 in Tuc-
son, Arizona, was performed in a salvaged, unpressurized,
lower cargo-hold section from a Boeing 747 aircraft that in-
cluded the basic aircraft structure (e.g., airframe, stringers,
skin panels, shear clips, wall liners, cargo floor beams, and
passenger floor beams), as shown in Figure 5-1. Although
most of the mgjor aircraft systems had been removed, much of
thewiring, cables, and air ductswereintact. EachHULD was
placed separately into the cargo-hold area at a standard con-
tainer lock-down location. No other containers were in-
cluded in the tests. Test objectives included verification
(2) that the HULD could withstand the explosive blast with
no rupture or fragmentation; (2) that no fragments penetrated
the HULD or the aircraft structure; (3) that the HULD had
not moved or jumped causing structural damage to the air-
craft (i.e., airframe, cargo floor, or passenger floor); and
(4) that no fire had erupted after the blast.
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BOX 5-1
FAA 1997 Solicitation for Hardened Containers (DTFA03-97-R-00008)

The HULD must meet normal aircraft ULD interface standards.

repair.

The blast tests took place at a private facility adjacent to
Davis-Monthan Air Force Base in Tucson. Four different
HULD conceptswere tested: the Jaycor and Galaxy HULDs,
a third HULD concept developed by Contemporary Prod-
ucts (funded independently), and an FAA-sponsored “foam-
offset” protection method using a standard aluminum LD-3
container. Table 5-1 provides basic descriptions of the four
containers.

Thefirst container tested was the Galaxy HULD concept
in October 1997. The container failed the test when the floor
base separated from the wall, mainly along a manufacturing
joint. Galaxy reviewed the failure mode, modified the de-
sign, and performed a second test with the FAA in March
1998. Thistimethe HULD survived the blast test (see Fig-
ures 5-2 and 5-3). The blast caused some external deforma-
tion of the container and some minor deformation to one of
the 747 passenger floor beams but no serious structural dam-
agetotheaircraft. Thetemperatureinsidethe HULD peaked
at 400°F, after which fire-safety personnel applied water to
the HULD. The HULD contained the blast, fragments, and

BOX 5-2
Standard HULD Requirements

Conform to NAS-3610-2K2C certification (basic design and
load requirements).
e (Conform to TSO 90-C (flame test, heat vs. time).
e (Conform to draft ISO Standard 6517 (blast and fire require-
ments):
— test for blast (shockholing and fragmentation) and fire con-
tainment
— decompression requirements
— no collateral damage to aircraft
e Receive FAA letter for HULD engineering design approval.
e Maintain blast mitigation ability after airline “in-service” trial.

Prove the HULD will survive the threat, through either test or analysis.
Supply the FAA with up to 60 of the HULD containers for test deployment on a selected (volunteer) air carrier.
Provide design details, development concepts, prototype HULDs, testing support, operations/maintenance manuals, and deployment support and

Design and develop a blast-mitigating HULD that would contain the classified threat level.

also any potential fire. This Galaxy container meetsall of the
FAA design and blast criteria and has been certified. The
FAA Transport Airplane Directorate Certification Office
documented the certification on July 29, 1998 (FAA, 1998).
A second Galaxy Scientific design passed the FAA blast test
required for certification in January 1999.

The first prototype of the Jaycor HULD was tested in
March 1998. In thistest, the HULD failed because of sepa-
ration of the composite ceiling material and the failure of the
container door. Jaycor reviewed the failure mode and modi-
fied the prototype for a second test that was conducted in
January 1999. However, the HULD again failed the blast
test because of afailure around the door area.

Blast tests were a so conducted on a HUL D developed by
Contemporary Products. Thiscontainer, devel oped with fund-
ing from the state of Wisconsin, was made of an E-glass-based
composite and weighed 1,100 pounds (four times more than a
standard ULD). When the unit was tested, the HULD split at
a manufacturing line, and the door separated in an explosive
manner. Although the unit itself failed the test, there was
minimal damageto the airframe structure. Inflight, however,
damage could have been much more extensive because of the
presence of other containers and pressurization.

The foam-offset concept consisted of a standard alumi-
num LD-3 with a 12-inch-thick rigid-foam block on the
sloped panel of the ULD. This configuration prevents the
placement of luggage adjacent to the sloped wall of the LD-3,
thus ensuring standoff distance between an explosive device
and the aircraft skin panels to reduce shockholing and,
potentially, blast forces. The foam offset was originally
tested by the British in the Bruntingthorpe test and showed
very promising results (Morrocc, 1997). Theideawas espe-
cially attractive because it was low cost, added little weight,
and required little retrofitting.

For the FAA test, the expl osives-containing suitcase was
placed near the bottom of the container close to the sloping
panel. The explosive blast and attendant fragmentation
ripped through the foam offset, the LD-3 aluminum wall,
and the skin of the aircraft. It also caused some damage to
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FIGURE 5-1 Cargo hold for blast testing HULDs.

the floor beams. Thus, despite the positive results from
Bruntingthorpe, the test under the FAA blast criteriawas an
obvious failure. Table 5-2 summarizes the test results.

Deployment

Even though acertified HULD isnow available, the FAA
has not devel oped adeployment plan for airline service. The
idea of replacing all existing containers with HULDs has
been abandoned because of its impracticality in terms of
weight, cost, and operational factors. The alternative de-
ployment scenarios range from 100 percent utilization on
international flights to single-container usage on al flights
or on selected flights. Table 5-3 shows the estimated costs
of the single HULD per aircraft scenario. The cost to cover
the fleet for a single HULD per plane is estimated to be
$125 million in acquisition costs plus an unknown recurring
cost, which could be substantial. If all standard ULDswere

TABLE5-1 Characteristics of HULDs Tested

converted to HUL Ds, the acquisition costs al one could reach
$2.5 hillion.

If asingle HULD isused per flight or for selected flights,
the contents of the HULD would have to be carefully se-
lected. Contents could include the following items:

» selectees bags from CAPS

» selected bags from cleared EDS alarms
» unaccompanied luggage

» mail and other cargo

The FAA reports that an initial deployment plan will be
developed after theinitial purchase of several Galaxy HULD
units and atest deployment with an airline (Hacker, 1998b).
The test deployment will enable the FAA to assess opera-
tional implications, such as maintenance requirements,
repairability, and baggage flow. The FAA will also be able
to determine if a HULD maintains its blast strength after

Galaxy Jaycor Contemporary Foam Offset
Skin material GLARE
(aluminum/fiberglass composite) Composite E-glass composite Aluminum
Joints Aluminum frame/rivets Integral/molded Unknown Aluminum frame/rivets
Weight 3301b. 450+ Ib 1,200 Ib. 250 Ib.
Cost (1,000+ units) $20,000 Unknown Unknown $2,000
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FIGURE 5-3 Galaxy HULD &fter blast test.
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TABLE5-2 Summary of HULD Test Results
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Galaxy Jaycor
| I 11 | I Contemporary Products Foam Offset
Test date Oct 97 Mar 98 Jan 1999 Mar 98 Jan 99 Mar 98 Mar 98
Results Failed Passed Passed Failed Failed Failed Failed
Failure Floor — — Door Door Joint Blast
Mode separation failure failure separation hole

being subjected to the typical wear and tear of airline opera-
tions. Originally, the FAA planned to purchase and deploy
as many as 60 containers for this assessment. However, be-
cause of program changes and budget constraints, the num-
ber has been reduced to 10, which are currently being tested
by two air carriers.

Operational Issues

The concerns listed bel ow have been raised by the airline
industry through the International Air Transport Association
(IATA) and the ATA about the cost and operational aspects
of HULDs (Rork, 1994; IATA, 1995):

* HULDs weigh more than ULDs (weight affects air-
craft range and payload capacity).

* HULD procurement costs are higher than ULD costs.

 HULDs may require extra maintenance (e.g., non-
traditional materials, training, and testing).

e Certain HULDs could reduce cargo volume (which
could cause aloss of revenue).

 Airline costs could be higher because of extra weight
and maintenance.

* HULDs may not be available for every flight if main-
tenance problems arise.

In addition to these general concerns, the airlines have
also questioned the utility of the recently certified HULD
design, which some have called “inadequate” because of the
design and location of the door, which uses the entire in-
board (aircraft centerline) side of the container and swings
open as a single hinged unit that sweeps a large arc. This
rear-door design is not compatible with the design of airline
bag rooms, bag carts, and loading processes. Despite these
problems, some carriers say they may be amenable to using
HULDsiif they are limited to one per aircraft.

The FAA has procured 10 HUL Dsin the current configu-
ration (rear door) from Galaxy for airline deployment. Three
airlines volunteered to use these HUL Ds for a one-year tria
period. In addition, the FAA procured anew HULD proto-
type (from Galaxy) with aside door (the traditional location)
that passed the blast certification test in January 1999.

TABLE 5-3 Panel’s Estimated Costs for the Procurement and Operation of 12,500 HULDs

Annual Recurrent

Costs Nonrecurrent Costs ~ Notes

Acquisition costs 0 $125 million One HULD per airplane (roughly one of every 20 ULDs would be replaced
by aHULD) for atotal of 12,500 HULDs deployed. Assume each HULD
costs $10,000.

Operation, maintenance, and TBD 0

support

Increased aircraft fuel $6 million 0 HUL Ds weigh more than most ULDs.

consumption due to increased

weight

Lost revenue due to increase $5 million 0 20 percent of long-haul flights (annually) would lose revenue.

in operating empty weight

Lost volume 0 0 HULDs are not expected to have less storage volume.
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CONCLUSIONS AND RECOMMENDATIONS

Overdl, the FAA has conducted a reasonable effort in
sponsoring and driving the development of HULDs. Asa
result of FAA/industry efforts, a certified airworthy HULD
design is available for deployment. Nevertheless, the panel
believes that significant improvements could be made in
HULD designs, testing, and operations.

The panel’ sgreatest concernisthat research and devel op-
ment on HULDs have not been conducted on an SOS
(system-of-systems) approach. The HULD has largely been
developed and designed as a single stand-alone entity, and
limited research has been done on its role and integration
intoaTAAS (total architecture for aviation security). Coor-
dination with the airlines, airports, and aircraft manufactur-
ers has been mainly in the areas of specific design and utility
requirements. The FAA and airlines have not focused on the
interactions, boundary conditions, and trade-offs of using
HUL Ds along with other security measures, such as passen-
ger profiling and baggage screening. The panel believesthat
aternative, more practical, HULD designs could still be de-
veloped.

Recommendation. The FAA should not deploy hardened
unit load devices unless they are determined to be a neces-
sary security feature of the total architecture for aviation
security (TAAS), asdetermined by the FAA and other stake-
holders, on the basis of cost, operational, and deployment
studies.

Recommendation. The FAA should go forward with the
planned operational testing of hardened unit load devices.

HULD Design

The FAA'’s approach to HULD design has been focused
primarily on three areas: airworthiness, ground handling, and
blast resistance. Little attention has been given to operational
and support (O& S) issues or systems-integration issues. O& S
considerations, which, include inspection, certification, and
repair, should be addressed concurrently with HULD devel-
opment. These issues are very important, even in the early
development phase. A HULD that cannot be supported or
repaired would be essentially useless to the industry. There-
fore HUL Ds should be “designed for supportability.”

The research and devel opment of hardened containersfor
narrow-body aircraft arelagging far behind thework on con-
tainers for wide-body aircraft. This panel believes that a
HULD for narrow-body aircraft must be available before the
FAA recommends, mandates, or regulates the use of hard-
ened containers for airline operations. Both narrow-body
and wide-body aircraft are used on many internationa routes,
especially to Central and South America, and even on sev-
eral routes between the United States and Europe. Flying
narrow-body aircraft without hardened containers and

wide-body aircraft with hardened containers on the same
routes would be analogous to flying certain types of aircraft
over water without “lifevests.” Therisk isstill the same, but
the level of protection is lower.

Recommendation. The FAA should continue to support re-
search and development on hardened unit-loading devices.
In addition to performance, operational considerations (e.g.,
operability, supportability, inspection, and repair) should
also be addressed.

Recommendation. Beforethe FAA recommends, mandates,
or regulates the use of hardened containersfor airline opera-
tions, theissue of containing expl osions aboard narrow-body
aircraft must be resolved. The FAA should pursue the de-
velopment of hardened unit-loading devicesfor narrow-body
aircraft.

HULD Testing

The FAA has successfully tested two HULD prototypes
produced by Galaxy Scientific, in the cargo hold of a sal-
vaged aircraft. One had arear-door configuration, the other a
side-door configuration. Both HUL Ds survived the blast, and
no fire was observed. In the panel’s opinion, certifying a
HULD on the basis of one blast test is not credible for the
following reasons:

* TheFAA requires“salf-extinguishing” of any fireini-
tiated in aHULD, but fire safety (in the panel’s opin-
ion) cannot be verified by asingle test.

» A singlefull-scale blast test (in addition to component
and material tests) does not rigoroudly test the HULD.
Although there is a fairly good understanding of test
requirements and procedures, single-test certification
is questionable because of the variability in test
parameters, such as bomb placement in the HULD,
explosive charge performance, differencesin luggage,
and differences in luggage contents.

The FAA could remedy this situation in two ways. First,
amore rigorous test plan could involve a series of testsin a
pressurized aircraft (or representative test facility) over a
range of conditions (e.g., explosive configurations, baggage-
load scenarios). Second, Monte Carlo analyses (i.e., prob-
ability distributions to estimate the outcome of a statistical
event) could be used to test arange of conditions.

Recommendation. The FAA should implement amorerig-
orous test plan for certifying hardened unit-loading devices.
The plan should include a series of blast tests, as well as
modeling and simulation (e.g., Monte Carlo analyses). To
carry out this test plan, the FAA will probably have to im-
prove its modeling and simulation capability and construct
more robust testing facilities.
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HULD Deployment and Operation

Although the FAA hasrecently certified two HULD proto-
types and initiated a limited deployment, no comprehensive
plan for integrating HULDs into the container logistics sys-
tem of an airline has been developed. Issuesthat remain to be
addressed include type of aircraft, number of HULDs per air-
craft, and the type of baggage or cargo put into HULDs.

A deployment strategy to use HULDs to transport the
bags of CAPS selectees and bags cleared by an operator af-
ter an explosives-detection equipment alarm raises legal is-
sues. On the one hand, airlines have expressed concerns
about their liability if a container (i.e., a HULD) known to
contain bags considered more of athreat than other bags is
put aboard an aircraft. Ontheother hand, if therewereanin-
flight explosion resulting in hull loss, the airlines might be
held liable for not using available HULD technology.

The deployment strategy described above also raises
somelogistical issues. Introducing hardened containersinto
the airline system, especially in small numbers, would re-
duce aircraft loading flexibility. Airlines currently separate
baggage by class of service and destination to expedite han-
dling. This process begins in the baggage make-up area,
where specific containers are allocated to different destina-
tions and then separated by class of service. Selectee bags
that varied by destination and/or class of service would re-
quire either multiple hardened containers or changing the
baggage-handling and sorting process.

The hardened containers tested to date exceed the accept-
able weight criteria specified by the airlines through ATA
(Rork, 1994). Container weight has a significant impact both
on ground handling systems and aircraft loading systems. In
addition, for structural survivability, a“best location” isiden-
tified for HULD(s) aboard each aircraft type, which may
conflict with optimum weight and balance requirements.
Also, to accommodate late-check-in“ selectees,” the HUL D(s)
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would have to be one of the last containers loaded onto the
aircraft and might require that containers already onboard be
off-loaded to ensure proper loading arrangement by destina-
tion, weight, and cargo classification. Finally, a means of
tracking would have to be developed to ensure that HULDs
were available for each flight.

Container weight also has a significant impact on fuel and
revenuedisplacement. IATA’spreliminary cost estimatesfor
the procurement and support of HUL Dsincluded afleet-wide
annual recurrent cost of more than $5.0 billion! and a non-
recurrent cost of $600 million. However, in the panel’s opin-
ion, some of the assumptions underlying these calculations
are not accurate, and the costs are overestimated. Thepanel’s
estimatefor asingle HUL D per wide-body aircraft is substan-
tially lower. The recurring O& S costs (which could be very
substantial) cannot be estimated yet, but other recurrent costs
are estimated to be about $11 million for an inventory of one
HULD per aircraft. The panedl estimatesthat the nonrecurrent
cost would be $125 million.

Recommendation. The FAA should work closely with air-
lines on the development and deployment of hardened unit-
loading devices.

Recommendation. In consultation with the airlines, the
FAA should develop cost estimates for recurring and non-
recurring costs to the airlines for the deployment and opera-
tion of hardened unit-loading devices (HULDs) based on a
single HULD per flight for both wide-body and narrow-body
aircraft and for 100 percent deployment.

1 The $5 billion per year recurring cost projected by IATA reflects lost
commerce because of the weight of HULDs. For example, if HULDs in-
creasetheweight of an airplane, an equal amount of cargo cannot be shipped
on the plane. IATA categorized this loss of revenue as a recurring cost.
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Bulk Explosives Detection

In this chapter the FAA’s progress in deploying bulk
explosives-detection equipment and the operational perfor-
mance of this equipment are evaluated. Bulk explosives-
detection equipment includes any device or system that
remotely senses a physical or chemical property (or combi-
nation thereof) of an object in an attempt to detect
(semiquantitatively) the presence of an explosive concealed
in a container (e.g., passenger baggage). Arguably, bulk
explosives-detection equipment is the foundation of the
TAASinthecurrent environment. Thecritical performance
metricsfor explosives-detection equipment include probabil -
ity of detection (P), the probability of false alarm (P;,), and
throughput rate. At the sametime, this equipment must func-
tion without unreasonably interrupting passenger flow.

An FAA-certified EDS (explosives-detection system) is
a self-contained unit (composed of one or more integrated
devices) that has passed the FAA’ s certification test. To ob-
tain certification, equipment must meet the following stan-
dards:

» Thedetection rates against varioustypes of explosives
contained in baggage must have an overal P, of no
less than X!

» The Py, (as determined for airline-type baggage) must
not exceed V.

» The baggage throughput rate of the equipment must
meet or exceed 450 bags per hour.

A number of nuclear and x-ray-based techniques have been
investigated, but only three systems (all based on x-ray com-
puted tomography [CT]) have been certified.

1 The actual values of X and Y are classified and can be found in classi-
fied FAA reports (FAA, 1992).
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APPLICATION OF BULK EXPLOSIVES-DETECTION
EQUIPMENT TO POSSIBLE THREAT VECTORS

Passengers

Current passenger-screening requirements were devel oped
in1972inresponseto anincreasein hijackings (NRC, 1996b).
Current passenger-screening procedures involve metal-
detector portal sthat can detect only metallic weapons. Emerg-
ing imaging technol ogies, however, can detect the presence of
both metallic and nonmetallic weapons, aswell as explosives
concealed under multiple layers of clothing (NRC, 1996b).
These technologies, which include passive and active
millimeter-waveimaging and active x-ray imaging, al require
human operators to view and interpret the images. Because
the images are somewhat revealing of the human anatomy,
passengers are likely to object to the images being displayed
to an operator. Furthermore, activeimaging techniquesrequire
radiation, which raises some health concerns. Because of
these concerns about privacy and health, imaging technolo-
gieswill probably not be deployed for passenger screening at
the current threat level (NRC, 1996b).

Carry-on Baggage

At present, al carry-on baggage is screened by conven-
tional x-ray radiography. Manufacturers of explosives-
detection equipment are working on new technologies that
are just being evaluated by the FAA. Operator-assisted
x-ray, for example, highlights areasin aradiographic image
that could be a threat object (e.g., a weapon or bomb); the
highlighted imageisthen evaluated by the operator (Polillo,
1998). Because this technology isin itsinfancy and has not
been widely deployed, not enough data were available for
the panel to evaluate its performance. Nuclear quadrupole
resonanceisanother possible technology for thisapplication.
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However, to date, the range of explosives this technology
can detect is limited.

Checked Baggage

Because checked baggage is the threat vector that has re-
ceived the most attention from the FAA, bulk explosives-
detection equipment has become the most critical component
of the TAAS by default. To date, three explosives-detection
systems have been certified by the FAA, al x-ray CT-based
systems manufactured by InVision Technologies, Inc.
(CTX-5000, CTX-5000 SP, and CTX5500 DS). Other ven-
dors have developed bulk explosives-detection equipment,
but none of them has passed certification testing. Inaddition
to the FAA-certified InVision CTX series EDSs, some
noncertified expl osives-detection devices have been sel ected
for deployment, including Vivid, EG&G Z-Scan, and
Heimann devices. The discussion in this chapter focuses
predominantly on findings pertaining to the InVision CTX
series EDSs and the available data on the performance of
deployed units.

DEPLOYED BULK EXPLOSIVES-DETECTION
EQUIPMENT?

Based on the recommendations of the White House Com-
mission on Aviation Safety and Security (1996, 1997), Con-
gress mandated the deployment of bulk explosives-detection
equipment in U.S. airports. In late 1996, the FAA associate
administrator for civil aviation security instructed the SEIPT
to assess the availability of explosives-detection equipment
for deployment in commercial airports, develop a deploy-
ment strategy and plan, and executethe plan. The plan called
for the deployment of the FAA-certified InVision
CTX-5000° series systems, as well as deployment of so-
called advanced technology (AT) hardware, nhamely eight
Vivid devices, 10 EG&G Z-SCAN devices, two InVision/
Quantum Magnetics Q-Scan devices, and two Heimann
devices by December 1997. The first InVision CTX-5000
was deployed in January 1997, and two to 10 deployments
were planned for every month during 1997. The FAA/
SEIPT's progress as of January 1, 1999, is summarized in

2 Note that bulk explosives-detection equipment predominantly ad-
dresses the threat of an explosive device being brought aboard an airplane
via checked baggage. The current deployment of this equipment does not
address other threat vectors, such as a passenger carrying explosives on his
or her person, carry-on baggage, cargo, mail, or catered food.

3 This number includes one CTX-5000 already deployed at San Fran-
cisco International Airport and two CTX-5000s deployed at Atlanta’s
Hartsfield International Airport for previous operational testing.
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Table 6-1; thelocations of the equipment in airports are sum-
marized in Table 6-2.

Theinstallations are classified into two types, stand-alone
andintegrated. Stand-aloneinstallationsare divided into four
types based on their location: ticket counter, lobby, baggage
area, and security area. Integrated installations are divided
into two types, output and fully integrated installations.
Output installations are configured to run directly into the
baggage-handling system and can be located in the lobby, at
the ticket counter, or curbside. Fully integrated EDSs are
completely integrated (i.e., both input and output) into the
baggage-handling system.

Installation costs are dependent on the type of installation
and whether the installations require major modifications.
For example, the lobby installation of a stand-alone
CTX-5000 SP that does not require major airport modifica-
tions costs on the order of $10,000 to $30,000. However, a
stand-alone lobby installation that requires major modifica-
tions, such asreinforcing the floor, cement work, or moving
staircases or other structures, can raise the cost to $100,000
or $200,000. For more difficult integrated installations at
existing airport terminals, the costs can be even higher. In
the United Kingdom, fully integrated CTX-5000 installations
account for 25 to 50 percent of the cost of the whole baggage-
handling infrastructure. The British Airport Authority has
determined that, in general, every $2 million spent installing
CTX-5000 EDSs will require approximately $6 million to
complete the modifications to the baggage-handling infra-
structure. Note that this installation cost is not just relevant
to CTX-5000 EDSs. The cost of installation (due to modi-
ficationsto the baggage-handling infrastructure) of explosives-
detection equipment of similar sizeand weight (e.g., EG& G,
Vivid, and Heimann) would probably be comparable.

Most of the bulk explosives-detection equipment that has
been deployed, or is being considered for deployment, is
x-ray based—the exception being the InVision/Quantum
Magnetics Q-Scan, which is based on a nuclear quadrupole
resonance measurement technique. The x-ray-based tech-
nologies that have been deployed—or are scheduled to be
deployed—include transmission x-ray, dua energy x-ray,
and CT. Of these, only the CT-based technology has passed
the FAA bulk explosives-detection certification test. The
others were selected because they have large enough aper-
tures to handle oversized bags, and operational data would
be useful. The performance baseline for the noncertified
explosives-detection devices has been determined at the
FAA Technical Center. The sole electromagnetic instrument
scheduled for deployment, devel oped by Quantum Magnetics,
Inc. (recently Quantum Magnetics was bought out by
InVision, Inc.), isanonimaging technique based on nuclear
guadrupole resonance (NQR). The conditions specified by
the FAA for use of the deployed equipment are shown in
Box 6-1.



38 ASSESSMENT OF TECHNOLOGIES DEPLOYED TO IMPROVE AVIATION SECURITY

TABLE 6-1 Planned and Actua Deployments of Bulk Explosives-Detection Equipment

Initial Planned Revised SEIPT Plan

Manufacturer/Model Deployments (to be deployed by 2/28/99) Actual Deployments (1/1/99)
InVision CTX 5000 SP and 5500 DS 54 74 71
Vivid VIS-1 10 8 2
EG&G Z-Scan 7 10 10 3
Heimann HI Scan 0 2 1
InVision/Quantum Q-Scan 5 2 0

were selected for the project: San Francisco International
TEST DATA brol

To date, most of the performance data on deployed
explosives-detection equipment have been generated from
tests conducted at the FAA Technical Center. However, op-
erational test dataon Py, (false-alarm rates) are al so reviewed
in this section.

Test Data from the FAA Technical Center

Most performance datafor x-ray CT-based EDSsarefrom
certification testing and operational testing of the InVision
CTX-5000 SP. Data on the performance of the other FAA-
certified EDSs and from the recent certification testing of
InVision CTX-5500 DS and L 3 Communications 3DX-6000
were not available at the time this report was written. The
InVision CTX-5500 DS has been certified for two different
inspection modes: SURE98 mode and CERT98 mode. In
SURE98 mode, it hasalower P, but also alower throughput
rate than the CTX-5000 SP. In CERT98 mode, it hasa simi-
lar Py, to the CTX-5000 SP but a much higher throughput
rate. The panel’s analysis of performance data focuses on
the certified CTX-5000 SP and CTX-5500 DS, although
some dataon other deployed explosives-detection equipment
are also presented. Table 6-1 shows the performance factors
for deployed explosives-detection equipment, including the
P4 P, and the bag throughput rate. Because the actual Py
and P, numbers are classified,* P, is given as a percentage
of the overall P, required for certification (X), and Py, is
given as apercentage of the Py, required for certification ().
The InVision/Quantum Magnetics Q-Scan has not been
tested at the FAA Technical Center.

Operational Test Data

In 1995, the FAA initiated the Airport Operational Dem-
onstration Project to determine the operational performance
of the InVision CTX-5000 SP in thefield as compared to its
performancein certificationtesting (FAA, 1995). Threesites

4 The actual values required for certification are recorded in classified
FAA documents (FAA, 1992).

Airport (United Airlines); Atlanta' s Hartsfield International
Airport (Delta Airlines); and Manila International Airport
(Northwest Airlines). Thisoperational demonstration project
was not initially related to the congressionally mandated
deployment of explosives-detection equipment. Recently,
however, the FAA decided to include the CTX-5000s in-
stalled during the operational demonstration project in the
overall deployment.

Two InVision CTX-5000s were installed in Atlanta and
one each in San Francisco and Manila. The demonstration
project included four open testsand one blind (so-called “red
team”) test using improvised explosives devices (IEDs) to
determine P,. The P, was measured routinely throughout
the project on real passenger bags. Only the data from the
San Francisco and Atlanta deployments have been docu-
mented in final reports (FAA, 1997a, 1997b, 1997c). Some
of the performance data from San Francisco International
Airport are given in Table 6-3.

The automated explosives-detection capability of the
CTX-5000 SPinthefield (% X = 102) was about the same as
the capability measured during laboratory testing (% X = 106)
at the FAA Technical Center. However, operator interven-
tion to resolve alarms measurably reduced the overall P,
This tendency was al so observed during blind testing at San
Francisco and Atlanta. During the operational demonstra-
tion project at San Francisco, the automated P;, was 113 to
150 percent higher than the certification standard. For the
present study, supplementary datawere provided to the panel
by SEIPT with Py, from January 5, 1998, to April 20, 1998.
These data show that Py, varies between 125 and 250 percent
higher than the maximum rate allowed during certification.
Operational data reviewed by the inspector general of the
U.S. Department of Transportation suggested that the P;, was
as high as 169 percent higher than the certification standard
(DOT, 1998).

Datafrom the first of the four open tests show an average
of 50 secondsfor alarm-resol ution time using the CTX-5000
SP. Although the resolution time was lower during subse-
quent tests, the combination of a high P, and along alarm
resolution time can have a significant impact on the
throughput rate, and, in fact, was determined to be the limit-
ing factor for throughput rate.
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TABLE 6-2 Location of Deployed Bulk Explosives-Detection Equipment (April 1999)

Location InVision CTX VividVIS1 EG&GZ-scan7  Heimann HI-Scan InVision/QM Q-Scan  Total
Lobby stand-alone 40 1 41
Lobby/curbside integrated® 19 1 2 1 23
Bag room, stand-alone 3 3
Bag room, integrateda 12 4 16
FAA Technical Center 1 1
To be determined 6 6 1 13
Totals 75 8 10 2 2 97

a Screening device is either partially or fully integrated into airline baggage-handling system.

CONCLUSIONS AND RECOMMENDATIONS

Deployment

The deployment of bulk explosives-detection equipment
has not progressed as quickly as planned. Initialy, 54 certi-
fied bulk explosives-detection systems were scheduled to be
deployed by December 1997. The deployment plan wasthen
modified, and the EDSs, as well as 22 noncertified bulk ex-
plosives-detection devices, were to be deployed by March
1999. In the interim, the FAA developed a program to pur-
chase the equipment along with developed and implemented
factory and site-acceptance protocol s and testing procedures.
As of January 1999, more than 70 certified x-ray CT-based
EDSs had been deployed and seven other bulk explosives-
detection devices. Therefore, the deployment of more
expl osives-detection equipment based on other technologies
would yield useful operational data.

Recommendation. The FAA should first deploy and obtain
operational data on advanced technology (AT), including
EG&G Z-Scan, Vivid devices, Heimann devices, and
InVision/Quantum Mechanics QR devices. The FAA should
then deploy and obtain operational data on any warehoused
InVision CTX-5000 SPs or CTX-5500 DSs.

The location of a CTX-5000 in an airport is largely dic-
tated by physical constraints, which in turn can affect its
utility. In newly designed airports or airport terminals, the
placement of bulk explosives-detection equipment can be
incorporated into the design of the termina (e.g., Terminal
One at John F. Kennedy International Airport). After site
visits to three airports, the panel concluded that the data are
not sufficient to assess the operational installation configu-
ration of bulk explosives-detection equipment in airports.

Recommendation. The FAA should encourage airlinesand
airports to implement different explosives-detection equip-
ment installation configurations so that their effectiveness
can be assessed.

Recommendation. Because foreign airports often use dif-
ferent installation configurations for explosives-detection
equipment than U.S. airports, the FAA should collaborate
with foreign governments to collect data on the effective-
ness of various configurations to assist in establishing the
best practices.

Data Collection

The FAA has not developed a plan for collecting data on
the P;, and operator alarm resolutions (e.g., actions taken,
time to resolve, etc). During three separate site visits, the
panel found no evidence of measures being used to assess
the performance of deployed equipment or of an FAA-
specified data-collection protocol. InVision Technologies
has taken the initiative of collecting data on its deployed
systems. The panel concluded, however, that the available
data were insufficient to evaluate the operational effective-
ness of deployed equipment. Furthermore, the panel believes
that little data on the operational effectiveness of the
deployed equipment will be forthcoming unless the FAA
develops a plan with the airlines and explosives-detection
equipment manufacturers to obtain such data.

Recommendation. In cooperation with the airlines and
explosives-detection equipment manufacturers, the FAA
should develop and implement a plan to collect specific data
on false-alarm rates and operator dlarm resolutions. The FAA
should also develop aplan to collect operational data on de-
tection rates, with and without operator involvement. In
addition, the FAA should ensurethat the data-collection plan
is carried out and systematically documented.

The main conclusion in the final report of the FAA Op-
erational Demonstration Project at San Francisco Interna-
tional Airport was that the time required to resolve alarms
must be reduced to increase throughput. However, the panel
concluded that more data are necessary to evaluate the com-
bined performance capability of deployed equipment and
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BOX 6-1
FAA Conditions for the Use of Explosives-Detection Equipment

» The equipment shall be used continually during periods of passenger baggage acceptance.
e Air carriers are encouraged to allow bags from other air carriers to be screened with the equipment to maximize its use.
* The equipment shall be available on demand to aid in threat resolution for bags that may have been identified as suspi-

cious through other screening processes.

TABLE 6-3 Summary of Open Testing of CTX-5000 SP
at San Francisco International Airport

Test Sample size P4 (% X) P2 (% Y)
Machine (automated) 131 102 150
Machine + operator 131 89 5

2 False-alarm rate was for regular passenger baggage.

operators. Dataon thereliability, maintainability, and avail-
ability of the deployed equipment should be collected and
made available to the airlines.

Recommendation. Controlled testing, such as the testing
done during the Airport Demonstration Project, should be
conducted for a variety of equipment configurations. Data
should be collected and maintained on performance (e.g.,
probability of detection) and the test conditions. The reports
on the Manilaairport demonstration projects should be com-
pleted and reviewed for confirmation of or challengesto the
results of the San Francisco tests.

Testing

Certification tests only reflect the ability of the equip-
ment to identify abag that contains an explosive. The detec-
tion rateisbased on the alarm being set off for abag contain-
ing the explosive, even if the alarm was triggered by a
nonexplosive object in the bag. Certification testing does
not measure alarm resolution and does not include testing in
the operational environment of an airport. In the panel’s
opinion, some of the problems encountered with the
CTX-5000 SPinthefield can be reasonably attributed to the
limitations of certification testing. Furthermore, under

current certification guidelines, equipment certified in the
future may encounter similar problems.

Recommendation. During certification testing, the FAA
should, whenever possible, measure both true detection rates
(i.e., identification of the correct location of an explosive
when an alarm occurs) and false-detection rates (i.e., an
alarm set off by something in abag other than an explosive).

Recommendation. The FAA should assessthefeasibility of
including airport testing of an explosives-detection system
as part of the certification process.

Recommendation. The FAA should include the ability of
explosives-detection equipment to aid the operator in resolv-
ing alarmsaspart of certification testing. For example, alarm
resolution should be afactor in the determination of through-
put rate, detection rate, and false alarm rate.

The bag set used to determine the false-alarm rate during
certification testing does not contain many of the items nor-
mally found in passenger bags, such as foods and liquids.
This difference could account for the 50 percent increase in
false-alarm rates in the field over the certification standard.
Furthermore, the throughput rate measured during certifica-
tion testing is based on the continuous flow of bags and does
not include time for alarm resolution. Consequently, the
throughput rates measured during certification testing are not
representative of throughput rates in the field.

Recommendation. The bag sets used for estimating false-
alarm rates during certification testing should include all of
the items usually found in checked passenger bags (e.g.,
sand, books, food items, liquids, jewelry, toiletries, and
clothes).
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Trace Explosives Detection

Trace explosives-detection devices (TEDDs) represent a
significant portion of the current FAA/SEIPT deployment of
explosives-detection equipment. Configured first as vapor
detectors, and more recently as trace (e.g., minute particu-
lates) detectors, theserelatively low cost, portable, sensitive,
chemically specific devices are sometimes used for screen-
ing carry-on baggage. TEDDs are being used in the current
deployment for the resolution of alarms of checked baggage
from bulk explosives-detection equipment and for checking
suspicious carry-on hand baggage.

The detection of trace amounts of explosive does ot nec-
essarily reveal the presence of a bomb. An aarm from a
TEDD signifies the presence of vapors from or particles of
explosive material that can only be connected inferentially
to the presence of an explosive. Although TEDDs can be
used to determinethetype of explosive material, they cannot
be—and are not—used to determine the quantity of explo-
sive material. Furthermore, trace-detection techniques may
be vulnerable to unsophisticated countermeasures, and the
absence of trace amounts of an explosive does not guarantee
that no explosive is concealed in the bag.

The purchase and deployment of TEDDs in the United
States was mandated before a TEDDs-certification program
was developed on the assumption that their deployment
would improve aviation security. Since then, at least one
TEDD test and evaluation plan has been drafted by the FAA
that includes an evaluation of the detection of traces of ex-
plosive materials on carry-on passenger baggage by TEDDs
and associated procedures (DOT, 1997). The planisintended
to establish along-term method of collecting operational data
for the purpose of assessing thereliability, performance, and
costs associated with deployed TEDDs.

Unfortunately, standards and procedures for evaluating
the performance of TEDDs and TEDD operators were not
available at thetime of thiswriting. In this chapter, the panel
introduces the principles of trace detection, discusses the
current deployment of TEDDs, outlines a short-term test and
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TABLE 7-1 Most Effective Techniques for Sampling
Explosives for TEDDs

Explosive Technique
RDX Wiping

PETN Wiping

TNT Wiping

EGDN Vapor detection
OMNT Vapor detection
PMNT Vapor detection
DMNB Vapor detection
NG None known

evaluation program, and suggests a course of action for
developing a certification process for TEDDs and TEDD
operators.

PRINCIPLES OF TRACE DETECTION

The detection of trace amounts of explosives on suspect
articlesisdonein steps (Figure 7-1). First the suspect article
iswiped with asampler,® which is either a patch of material
or a vacuuming device that draws air through the material
for concentration of the sasmple (Table 7-1). For example, an
operator might wipe the handle of a suitcase, the outside of a
case, acomputer switch, or a suspected areawith asampler.
The sampler is then manually put into the TEDD where the
collected material isthermally desorbed from the wiping sub-
strate. The vapor isthen transferred to a detection systemin
the device for chemical and quantitative characterization.

1 Wiping is not the best method of sampling for al explosives. The

optimum sampling technique varies by explosive type.
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FIGURE 7-1 Operational steps of atrace explosives-detection device.

The detection system separates chemical speciesand creates
asignature characteristic of the chemicals present. The sig-
nature is then compared to the signature of actual explosive
materials, and if the combination meetsthetrace alarm threat
criteria, the operator is notified of an alarm.

Several types of physical and chemical techniques are
used in the TEDD to identify explosive materials (Box 7-1).
Therationalefor using TEDDsisonly validif it isassumed
that the bomb maker will contaminate his or her hands with
explosives and subsequently contaminate the bomb container
(e.g., aradio) during fabrication of the explosive device.

Research conducted on the fabrication of explosive de-
vices under controlled conditions has shown that it is very
difficult, but not impossible, to avoid contaminating the sur-
face of the primary container housing the explosive device.
Fingerprints with sufficient material to be detected by com-
mercial TEDDs are usually left. Plastic explosive materials
tend to be “sticky” and are transferred to anything that is
touched. Testsusing C4 explosivesasamodel material sug-
gest that, even with only 10 percent yield (i.e., the sampler
only collects 10 percent of the material available for sam-
pling), enough material is left from tenth-generation finger-
prints to be detected by current TEDDs (Greshem et al.,
1994). It should be noted, however, that the sampling yield
is afunction of the surface sampled (e.g., telephone, radio,
computer), the sampling technique, and the sampler mate-
rial. The ease of removing particles from a surface depends
on several factors, such as the amount of explosive present,

molecular and electrostatic attraction between the particle
and the surface, adsorbed surface films, particle size and
shape, degree of particle agglomeration, surface roughness,
and the duration of contact. For aTEDD to be effective, the
surface of interest must be adequately sampled, and the
TEDD must be operating within known limits of detection
and chemical selectivity.

DEPLOYMENT

As a part of the congressional mandate to deploy
explosives-detection equipment, the SEIPT has scheduled
the deployment of 631 TEDDs operated by 30 carriers at a
cost of approximately $100,000 per deployed device. As of
January 31, 1999, 366 TEDDs had been deployed in
39 airports, including al 19 Category X airports and one-
third of Category | airports. The TEDDs are being used to
resolve alarms of checked baggage screened by bulk
explosives-detection equipment and to screen electronic
devices and other carry-on items not cleared by x-ray at air-
port security checkpoints. The status of the current deploy-
ment is shown in Table 7-2.

The deployed TEDDs are being eval uated separately and
not as part of an overall system, such asthe TAAS. A study
of how TEDDs are being used in airports would provide a
much better picture of their utility as part of an overall secu-
rity system, but the operational performance of TEDDs can-
not be evaluated because the detection sensitivity and

BOX 7-1
Operating Principles of Chemical-Analysis Techniques Applied to Trace Explosives Detection

lon-mobility spectrometry. Separation of electronegative molecules where lower-mass molecules move faster than heavier
ones. Discrimination is based primarily on molecular weight. Detection is accomplished by negative-ion current collection.

Gas chromatography. Partitioning of molecules by solubility between a liquid phase and a gas phase in a long tube to
separate them in time. Total time indicates molecular characteristics. Detection is accomplished by a wide variety of
methods, including chemiluminescence and negative-ion current collection.

Chemiluminescence. Nitrogen-containing compounds are detected by measuring the light emitted from excited states.

Atmospheric pressure electron ionization. Explosive molecules are charged selectively for molecular analysis by ion-

mobility spectrometry.
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TABLE 7-2 Status of TEDD Deployment (as of January 31, 1999)

Number Number to Be Deployed

Manufacturer Model Deployed in FY 1999 Tota
Barringer lonscan 400 178 220 398
lon Track Itemizer 80 80
Thermedics Egis 3000 55 55

Egis2 — 5 5
IDS Qrion 53 53
To be determined 40 40
Total 366 265 631

chemical selectivity of the installed units were not previ-
ously determined inthe laboratory. Becausethe performance
capabilities of the TEDDs are not known, operator perfor-
mance cannot be measured either. Furthermore, no stan-
dards or proceduresfor testing and data collection have been
established. Thus, P, P;,, sampler efficiency, and operator
proficiency cannot be measured.

TESTING AND EVALUATION

Quantifying the improvement in aviation security by
explosives-detection equipment is difficult. The detection
and interception of an explosive before it is loaded onto or
carried aboard an aircraft would be a clear measure of effi-
cacy. However, to date, noincidents of thistype of detection
have been recorded in the United States. In fact, the only
statistics available on aircraft bombing attempts are on at-
tempts that actually resulted in onboard explosions.2 The
number of bombings and typical baggage-flow rates suggest
that there is less than one bombing attempt against U.S. air-
craft every 10 years. Thus, only one bag out of several bil-
lion contains an explosive. Therefore, itisalmost impossible
to measure directly the efficacy of TEDDsin preventing ac-
tual bombing attempts, and their effectiveness can only be
estimated through comprehensive testing and evaluation,
which should include the steps shown in Figure 7-2. Ulti-
mately, the improvement afforded to the overall system by
TEDDs can be evaluated by their impact on the SEF.

The most practical way to assess the contributions of
TEDDs to overall aviation security is to establish perfor-
mance requirements. Until a certification standard is estab-
lished, the FAA could initiate a short-term (e.g., six-month)
program to assess currently deployed TEDDs on the basis of
their operational effectiveness. The data from operational

2 No bombings of U.S. commercial aircraft have been confirmed since
the initiation of the congressionally mandated deployment of explosives-
detection equipment.

testing could then be used to assess their effect on overall
security (e.g., the proposed SEF).

Establishing the Trace Threat Amount

The amount of each threat material a TEDD must be able
to detect (the “trace threat amount”) must be established, not
as a range but as a specific amount for each explosive and
specified as a function of area because sampling is area
dependent. FAA studiesto establish trace threat amounts are
ongoing.

Testing Equipment

Testing aTEDD involvesintroducing aknown amount of
explosive material from asampler used by the manufacturer
(e.g., a cloth wipe). The amount on the surface of the
sampler—which is then introduced into the detector—must
be a known amount not a random amount from wiping an
area on a suitcase where explosive material may or may not
be present or that may be difficult to transfer to the wipe.
The amount used to test the TEDD could be determined
experimentally. For example, if the TEDD’s sampling of a
defined threat amount (e.g., 1 ng from a specific area of a
contaminated article) with the vendor's sampler is deter-
mined to be 10 percent efficient, the TEDD would have to
alarm on 100 picograms of explosive placed directly on the
sampler and into the detector to be considered effective. This
test would determine the ability of the TEDD to detect
explosives and the utility of the sasmpler for transferring the
explosiveto thedetector. Thisstandard could then be defined
as a TEDD cdlibration standard (TEDDCS) and could be
shared with the TEDD vendors.

The TEDDCS should consist of explosive materiad dis-
solved in avolatile solvent to produce a known concentration
prepared under the direction and control of the FAA, not the
vendor. Currently, TEDDs are tested on a daily basis by
vendor-supplied standards, some of which are not even
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FIGURE 7-2 A process for measuring the effectiveness of the operator/TEDD system.

quantitative. The panel wasinformed that the FAA is prepar-
ing standards, but it is not clear whether the standards are
dlurries or explosive materials dissolved in a volatile solvent
(suspension solutions) (Fox, 1998). Slurries or suspension
solutions pose significant difficulties for establishing known
quantities and should not be used for this purpose (INEL,
1998).

Testing the Sampling Mechanism

Testing the sampler will involve defining a standard sur-
face or surfaces (e.g., a suitcase handle) and standard
(known) contamination level (e.g., the amount left from a
tenth-generation fingerprint) and measuring how well a
sampler collects a sample from a known amount of explo-
sive material deposited on aknown area (e.g., of fingerprint
size). No test protocol has yet been developed to determine
the efficacy of a sampler.

Testing the Equipment Operator

Onceit can be shown that aTEDD sampler can collect an
adequate amount by “wiping” aknown areain an operationally
compatible mode, the operator can then betested. Unlikethe
automated EDS called for in the Aviation Security Improve-
ment Act of 1990 (PL 101-604), TEDDs will only work if
the operator samples a surface correctly. Given their depen-
dence on operator performance, it is incumbent upon the
FAA to ensure that TEDD operators sample baggage and
other objects properly. Thiswill probably require aprotocol
for certifying TEDD operators, as well as a protocol for
maintaining their performance at a certified level.

M easuring the performance of a TEDD operator can be
done using blind and double-blind tests, which require test
objects that will not be recognizable as test objects by the
operator. If, for example, an operator is handed vinyl lug-
gage handles, floppy discs, or zippers (the current test items
for experimental verification and validation of TEDDS),
the operator will probably recognize them as test objects.
Thus, this procedure will not serve asablind test. Further-
more, there is evidence that the current test suspension is
visible when deposited on test substrates (INEL, 1997). For
blind tests, normal hand-carried items on which the trace
threat has been deposited in a concealed manner must be
used. So far, no procedures have been developed for

placing a TEDDCS on redlistic bags, for performing blind
and double-blind tests with such objects, or for systemati-
cally evaluating TEDD operatorsin an airport environment.
Blind testing is essential to measuring the performance of
the operator-TEDD combination.

Evaluating False Positives

False positives and their impact on aviation security and
airline/airport operations were not evaluated in this report.
The Py, of deployed TEDDs has been reported to be on the
order of about 2 percent (INEL, 1997). Because the sensi-
tivity of TEDDs (i.e., the amount of explosive required to set
off an alarm) is not known, identifying the source of false
alarms is problematic. Once the devices are operating at a
known and specified detection level, the causes of false
alarms can be identified. That is, the cause of al cleared
(false) alarms should be documented so that a list of
interferants can be tabulated. These data would be invalu-
able for future development and deployments.

Evaluating False Negatives

False negatives are exceedingly difficult to measure and
assess. A false negative could be the result of aTEDD being
out of specification or an operator not following proper
sampling procedures, or it could be the result of avery care-
ful bomb maker. In other words, avery “clean” bomb maker
who uses avery good conceal ment technique could conceiv-
ably defeat a TEDD even if it is operating within specifica
tions and the operator is performing flawlessly. Thus, false
negatives are partly dependent on the terrorist and cannot be
completely eliminated by improvements in TEDD technol-
ogy or operational protocols.

CONCLUSIONS AND RECOMMENDATIONS

Trace expl osives-detection techni ques detect traces of ex-
plosive materials, which may or may not indicate the pres-
ence of a concealed explosive. The best way to ensure that
TEDDs are contributing to the security of commercial avia-
tionisto ensure that they meet yet-to-be-defined FAA certi-
fication requirements. However, because sampling is a
dominant factor in determining the effectiveness of the
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technique, separate certification and operational testing will
be necessary for measuring the performance of equipment
operators. The certification of TEDDs will be necessarily
independent of the certification of TEDD operators to en-
sure that both are working properly. In the panel’s opinion,
the FAA has not provided aviable quantitative primary stan-
dard, and the current method of deposition on test objects
does not mimic fingerprints.

Recommendation. The FAA should establish separate cer-
tification protocols for trace explosives-detection devices
(TEDDs) and TEDD operators.

Recommendation. The FAA should establish a specific
threat trace amount that trace explosives-detection devices
must be able to detect to be certified.

Recommendation. The FAA should develop a trace
explosives-detection device (TEDD) calibration standard
(TEDDCS)—based on an established threat trace amount—
for measuring the capability of a TEDD to detect explo-
sives introduced directly onto the sampler and into the in-
strument. This standard should be used for certification
testing, aswell asfor performance verification in the field.
The TEDDCS should also be made available to TEDD
manufacturers for developmental purposes.
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Recommendation. The trace explosives-detection device
calibration standard should be dissolved in avolatile solvent
to produce a known concentration. Slurries or suspension
solutions should not be used for this purpose.

Recommendation. The FAA should develop a test to
measure the trace explosives-detection devices sampling
mechanism (sampler). The test should measure how well a
sampler collectsaknown amount (trace explosives-detection
device sampling standard) of explosive material deposited
on a known area in a manner consistent with the trace
explosives-detection device's operational protocol.

Recommendation. The FAA should develop a certification
test for operators of trace explosives-detection devices that
measures their ability to screen baggage and other objects.
In addition, the FAA should periodically conduct blind and
double-blind tests to monitor the performance of certified
operators.

Recommendation. The panel recommends that the FAA
continue to monitor false alarms of deployed trace
explosives-detection devices (TEDDs). The false alarms
should be documented, including the causes, and a list of
interferants compiled to be used for the future devel opment
and deployment of TEDDs.
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Computer-Assisted Passenger Screening and Positive
Passenger-Bag Matching

Every year more than 600 million passengers travel by
U.S. air carriers. On average, each passenger checks 0.8 to
1.8 bags, depending on the characteristics of the passenger
(domestic, international, business, leisure). In addition, pas-
sengers have (on average) 1.0 (leisure) and 1.5 (business)
carry-on bags. One hillion passenger bags per annum is not
an unreasonable estimate. Assuming that the threat of an
onboard explosion destroying aU.S. commercial aircraft re-
mainsrelatively constant at one every 10 years, the detection
of explosive devices in checked or carry-on baggage is a
daunting task. Neither examining every bag physically nor
screening every checked bag with deployed EDS technol ogy
iscurrently feasible.

POSITIVE PASSENGER-BAG MATCHING

One security procedure adopted for international flights
is to match passengers with their checked baggage prior to
the departure of the flight, commonly referred to as PPBM
(positive passenger-bag matching). PPBM involves off-
loading a passenger’ s checked baggage from the airplane if
the passenger does not appear at the gate for departure. The
rationale for this procedure is that a passenger will not wit-
tingly fly on an aircraft that will be destroyed by a bomb
during flight. However, this security procedurewill not work
for a suicide bomber or for a passenger who is unaware that
heiscarrying an explosivedevicein hisbaggage (aso-called
“dupe”).

It has been suggested that PPBM be used on U.S. domestic
flights. Theflight and baggage statistics, however, aswell as
the current design of the U.S. domestic airline system—which
relies on major hubs for efficiency and economy—indicate
that 100 percent PPBM for domestic flightswoul d not be prac-
tical because it would probably reduce the efficiency and in-
crease the cost of commercia flights.

PPBM is now used effectively for passengers on single-
leg flights, but baggage matching is not maintained for
multileg flights. In other words, PPBM is not repeated after
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the first leg of a multileg flight, either for intraairline or
interairlineflights. Therefore, the security afforded by PPBM
iscompromised for any flight that receives checked baggage
from another flight. Furthermore, passengerswho check their
luggage at the gate may not be subject to PPBM.

COMPUTER-ASSISTED PASSENGER SCREENING

Thereport of the White House Commission on Aviation
Safety and Security (1997) indicated that profiling is just
one component of a comprehensive, layered security pro-
gram, and, like other security measures, profiling may
become less necessary as more efficient screening tech-
nologies are introduced. Based on readily available infor-
mation, passengers can be separated into a very large
majority of people about whom enough is known to
conclude that they present little or no risk and a small
minority who merit additional attention. The commission
report endorsed efforts by airlines and the FAA to develop
a profiling system.

For many years, law enforcement organizations in the
United States and el sewhere have used profiling systems to
identify individuals who might be involved in illegal activi-
ties. The U.S. Customs Service, for example, uses a profil-
ing system to separate known narcoticstraffickers (high-risk
individuals) from low-risk individuals who enter the United
States via airlines, ships, or other modes of entry. U.S. Cus-
toms agents only search the bags of passengersarriving from
foreign destinations who fit a known profile, thus focusing
available manpower on theindividuals most likely to be car-
rying drugs or other illegal itemsinto the United States. The
objectives of profiling are effectiveness, efficiency, practi-
cality, and economy of resources.

The system currently used by the FAA and the airlines,
called CAPS (computer-assisted passenger screening), isan
automated procedure that reviews data in airline passenger
records and matches those data to criteria developed by the
FAA Office of Civil Aviation Security Intelligence based on
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the characteristics of terrorists who have perpetrated attacks
against commercial aviation. CAPS separates airline passen-
gers into two groups, high risk and low risk. The carry-on
and checked bags of high-risk passengers (called selectees
in airline security parlance) are subjected to additional secu-
rity measures, including either PPBM or screening by an
FAA-certified EDS.

All U.S. air carriers were required to implement and use
CAPS by December 31, 1998. Airline representatives have
indicated that the implementation of CAPS has not created
unreasonable difficulties and that CAPS is superior to a
manual passenger profiling and tracking system, although
most airline officials also believe it is too soon to judge the
effectiveness of CAPS. The number of CAPS selecteesvar-
ies by airline, route, and location but averages from 3 to
8 percent of al passengers (Padgett, 1998). Although CAPS
appears to be an effective component of aviation security
and is anticipated to be an important part of a TAAS for the
foreseeabl e future, a quantitative means of evaluating its ef-
fectiveness has not been implemented.

Theissue of civil libertieswasraised in the White House
Commission Report, which concluded that fundamental civil
liberties should not, and need not, be compromised by a pro-
filing system. The commission established a Civil Liberties
Advisory Pandl to investigate theissue and recommend ways
to safeguard civil liberties (White House Commission on
Aviation Safety and Security, 1997). The U.S. Department
of Transportation also submitted the profiling elements of
CAPStothe Civil Rights Division of the U.S. Department of
Justice for review, which determined that CAPS did not vio-
late the constitutional prohibitions against unreasonable
searches and seizures and did not discriminate on the basis
of color, gender, religion, or ethnic origin. The Department
of Justice recommended, however, that the FAA periodically
review the CAPS program to ensure that it adheresto consti-
tutional requirements and civil rightslaws, that airlines seek
governmental approval prior to atering the program, and
that employees responsible for the operation of CAPS be
trained in civil liberties.

CONCLUSIONS AND RECOMMENDATIONS

The 1997 White House Commission on Aviation Safety
and Security recommended that the FAA implement full
PPBM. According to the FAA’sinterpretation of this recom-
mendation, full PPBM involves matching passengers, either
randomly selected or identified through CAPS with their bags
(GAO, 1998). The pand concluded that 100 percent baggage
matching for domestic flightsisnot practical and that the com-
bination of PPBM with CAPS—when fully implemented—
will improve aviation security further. However, itisnot clear
that PPBM is continued when a selectee changes planes at a
connecting airport or disembarksduring astopover. Thepanel
believes that selectees at originating airports should be con-
sidered selectees, and therefore subject to PPBM, on subse-
guent connections.

CAPS appearsto be effective for identifying selecteesfor
further security measures, such as bag matching or bag
screening. The panel concluded that CAPS effectively fo-
cuses personnel and equipment on high-risk passengers and
does not impede the efficiency or productivity of air travel.
Nevertheless, the panel believes a means of quantitatively
characterizing the effectiveness of CAPS should be devel-
oped to ensure its long-term viability.

Recommendation. The FAA and the airlines should extend
the computer-assisted passenger screening program to in-
clude interairline coordination (sharing of datafor connect-
ing passengers) and interfaces with other components of the
overall security system (e.g., explosives-detection systems,
positive passenger-bag matching).

Recommendation. The FAA should develop aquantitative
measure of the performance of computer-assisted passenger
screening.

Recommendation. Passengers designated as selectees at
theorigination of their flights should be considered sel ectees
for al connecting (or continuation) legs of their flights.
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Human Factors

Human factors should be an important consideration in
the deployment of EDSs, noncertified bulk explosives-
detection equipment, and TEDDs. The primary performance
measures for al of these systems are throughput and opera-
tional errors, which are often considered to be human errors.
Evenif the equipment itself fails, an analysisusually reveals
an underlying human error in management, installation, or
maintenance. For thisreason, the performance of equipment
in the laboratory should not be considered an estimate of
system performance but rather an upper bound. In congres-
sional testimony by the U.S. Department of Transportation
Inspector Genera’s Office, human factors were acknow!-
edged to be crucia to system effectiveness (DOT, 1998). A
telling example (detailed in Chapter 10) is the sensitivity of
overall system effectiveness to human performance in re-
solving alarms of the CTX-5000 SP. Human performance
can be improved by improving training or by changing the
equipment and design and operating procedures.

Human performance, as measured by P, and Py, varies
with the configuration and use of the EDS. For example, P
and P;, of the human/EDS system are sensitive to through-
put rate, which is highly dependent on how bags are selected
for screening. Thus, human factors should be explicitly con-
sidered throughout the design and deployment process rather
than treated as a late addition. Inherent deficienciesin a par-
ticular system cannot be remedied by post facto operator
training.

MODELS OF BULK AND TRACE SCREENING

Although both bulk and trace expl osives-detection equip-
ment are based on different technologies, have different
human interfaces, and are deployed in different branches of
the TAAS, they are both inspection systems intended to
detect threats with minimal false alarms and maximum
throughput. Currently, a common inspection model is used
to evaluate the deployment of both kinds of systems. This
model (Drury, 1989), which was derived from earlier models
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(Harris and Chaney, 1969; Sinclair and Drury, 1979), has
been used for some time for industrial inspections and avia-
tion structural inspections. In Figure 9-1, the functions are
defined in generic terms along the center column (i.e., with-
out reference to a specific hardware or application). Each
function can be assigned either to a human operator, to a
machine, or (occasionally) to parallel human and machine
systems. In the deployment of bulk and trace systems, the
allocation of function is part of the system development pro-
cess. Thus, deployment involves managing installation and
operation rather than reallocating functions. Operational
data may reveal, however, that functions were not allocated
optimally or that the implementation of particular functions
could be improved. The side columns of Figure 9-1 show
whether a generic function has been all ocated to a human or
a machine. Note the distinct differences between the bulk
and trace systems, which require different capabilities by the
human operators.

Figure 9-1 shows only one component in the overal
TAAS. This component is linked to other components by
how bags arrive for screening and by the alarm-resolution
procedures. For example, if a TAAS configuration has two
EDSsin series with alarms on the first EDS resolved by the
second, the human decisionin thefirst EDS may not be criti-
cal. If noncertified bulk explosives-detection equipment is
used that does not have image display capability but uses a
go/no-go indicator, the operator is not involved in determin-
ing if thereis an alarm but isinvolved in resolving it.

FACTORS THAT AFFECT HUMAN AND SYSTEM
PERFORMANCE

In Table 9-1, the factors that affect human and system
performance are broken down by task, operator, machine,
and environment. In bulk systems, the visual search func-
tionisallocated to machine hardware, areasonable first step
because the human visual search function is uniformly un-
reliable (Hou et a., 1994). In TEDDSs, however, the search
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Bulk Generic Trace
Function Function Function
Human operator Human operator
calibrates equipment. Setu calibrates equipment.
Human operator p Human operator
maintains equipment. maintains equipment.

l

Human operator loads
bag or machine moves
bag.

Machine locates

Presentation

Human operator
places bag
in correct position.

bag for scan. l

Machine scans bag.
Machine alarms on

Humar] operator moves
wand in correct pattern.

specific area. Search Machine alarms on
Machine may . specific chemical
indicate alarmed area profile.

visually.
Human operator Human operator decides
compares indication o how to respond to alarm.
to data in memory. Decision Human operator may
Human operator may collect more data.
collect more data. Human operator chooses
Human operator chooses alarm resolution.

alarm resolution.
Human operator Human operator
implements alarm- Response implements alarm-
resolution procedures. resolution procedures.
Human operator Human operator

receives feedback.

FIGURE 9-1 Role of the human operator in explosives detection.

function involves an operator wiping or passing awand over
the bags, a human function of uncertain reliability.

As Table 9-1 also shows, many management support is-
sues affect the operator and, hence, the performance of secu-
rity equipment. First, management must actively ensure that
procedures are followed (e.g., maintenance, alarm resolu-
tion) and that decisions are made (and actions taken) based
on security concerns. The clearance of an alarmed bag rep-
resents a potentially dangerous situation because explosives
are more likely to be present in alarmed bags than in
unalarmed bags. Therefore, clearing or not clearing a bag
can be aperceptually difficult and emotionally charged deci-
sion. The operator requires management backup in these
decisions and in the application of resolution procedures.
Second, management is responsible for system-wide condi-
tions that affect operator performance (e.g., number and se-
lection of bags reaching the operator, time pressures on the
operator, training, and feedback to the operator). Third,
management is responsible for job design, which can affect,
for example, operator turnover. A well designed job affords

receives feedback.

operators great latitude in making decisions (i.e., control of
their own work), low levels of psychological demand (i.e.,
workload and work difficulty), and high levels of support (i.e.,
from supervisors and peers) (Karasek and Theorel, 1990).
Traditional x-ray screening jobs have few of these desirable
characteristics and, in addition, have socially undesirable
hours and low pay. Therefore, high levels of turnover are to
be expected and have been noted in previous NRC reports
(1996a, 1997). Job design is important for bulk and trace
explosives-detection equipment. Because additional operator
training is reguired (particularly for bulk EDS), management
has both an incentive and an opportunity to rethink job de-
signs to reduce the turnover of trained operators.

Table 9-1 also shows operator/machine interfaces and
personnel issues, such as operator abilities (determined by
selection, retention, or job rotation) and operator training
(quality and timeliness). For bulk equipment, such as the
CTX-5000 SP, the human/machine interface is a manipu-
lable screen image, usually in false color, with the suspect
area highlighted. The operator may have to access other
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views of the highlighted area to determine its spatial sur-
roundings or even call for more data, such as additional
scans. Evenif operators can confidently classify the alarmed
area as a false aarm, they must perform a visual search
(which has potentially limited reliability) of the rest of the
image because aknown falsealarmin abag could beadiver-
sionary tactic to draw attention away from a smaller true
threat in the same bag.

The operator/machine interfaces in TEDDs, which are
capable of determining specific chemical species, are sim-
pler because chemical false alarms are less frequent. Thus,
theinterface can be assimple asatwo-stageindicator (alarm/
no alarm). In TEDDs, the interface is not specifically de-
signed to assist the operator in resolving alarms, and alarm
resolutions are typically procedura (e.g., eliciting informa-
tion from the passenger whose bag caused the alarm).

DEPLOYMENT ISSUES

Now that explosives-detection equipment has been (and
continuesto be) deployed, concerns have arisen about physi-
cal installation, the training of security personnel, and the
integration of the equipment into ongoing security and
baggage-handling operations. One particular concern isthat
the CTX-5000 systems in many locations are operating at a
fraction of their rated capacity (DOT, 1998). This under-
utilization may be attributable partly to alarm resolution
time, partly to location, and partly to the number of bags
being sent to them. Underutilization poses a potentia prob-
lem for the maintenance of operator skills, particularly the
skills required for resolving alarms, because underpracticed
skills often deteriorate. At some locations, the throughput
rate has been so low that operators could even lose their
skillsfor operating the equipment. Reliabledataonimprove-
ments or the deterioration of screening skillsasafunction of
experience are sparse, but in other disciplines skill mainte-
nance has been a problem.

In analogous military systems with rare threats, the
military’ s solution has been to increase training, particularly
embedded training (i.e., theintroduction of simulated threats
into the system during operations) (Walsh and Y ee, 1990).
Responses to these threats can be quickly analyzed and feed-
back provided to the operator. A technology that could be
used for embedded training in airport security screening
(called threat image projection system [TIPS]) has been de-
veloped but is not being used on all conventional x-ray scan-
ners or bulk explosives-detection systems. With an in-
service measurement system, such as TIPS, it should be
possible to establish a performance timeline, including an
initial learning curve, long-term fall-off in performance, and
the benefits of recurrent training.

The deployment of TEDDs has led to some integration
problems (e.g., calibration and maintenance) but fewer than
have been encountered for bulk explosives-detection equip-
ment. The FAA hasnot provided redlistic, precisely specified
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random challenges to TEDDs for testing and feedback, a-
though they have been developed for other equipment used
at security checkpoints and the checked-baggage stream
(e.q., FAA test objects, TIPS). Currently, performance mea-
surement for TEDDs is not well coordinated, and feedback
is dependent on the items presented by passengers and the
reliability of alarm resolutions.

One problem common to the development and deploy-
ment of both bulk and trace explosives-detection equipment
islack of human-factors support. Not many human-factors
engineers are familiar with security issues, and human-
factors engineers from other domains have not received
enough training to be helpful. Unfortunately, although the
FAA has expanded its efforts, its resources are limited.

A number of human-factorsissues discussed in this chap-
ter have become apparent only as explosives-detection
equipment has been deployed. Although none of these is-
suesis new, at least to human-factors professionals, the fact
that they are being raised as primary concerns now shows
that they were not addressed during the research and devel-
opment phase that proceeded this deployment (DOT, 1998).

The most serious issue is that the FAA certifies equip-
ment only and not the human/machine system. Thus, certifi-
cation provides only a bound on total system performance,
and when the system is deployed, the performance level of
the equipment/operator system is sometimes well below the
performance level of the equipment alone. The FAA should
continue to certify equipment but should al so certify that the
human/equipment system meets performance requirements.
Thus, if the operator must resolve each aarm, the operator
should have demonstrated that he or she can correctly iden-
tify threats and correctly clear nonthreats with defined prob-
abilities. If equipment manufacturersknow that systemswill
be tested as a whole, they will have to consider the human
role in the system and include design displays and proce-
dures to support it:

» Bulk explosives-detection equipment must provide
support for alarm resolution. The CTX-5000 produces
avisual display, but whether thisis the optimum way
to support alarm resolution has not been determined.

» Thetrace explosives-detection equipment must be easy
tomaintain and calibrate. The contribution of TEDDs
to overall system performance (i.e., TAAS) cannot be
assessed unless the equipment operates with known
detection parameters.

Management support is essential for many operator func-
tions. Responsive management practices (e.g., setting and
maintaining policiesthat emphasize effectivenessrather than
throughput), appropriate job aids (e.g., devices for calibrat-
ing and maintai ning trace equipment), and thetime and train-
ing to use them all affect operator performance. A job with
avery low ratio of job-tenure time to skill-acquisition time
raises questions about job design and management commit-
ment. The addition of new technology that is not well
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integrated into the overall security system only increasesthe
demands on equipment operators.

Timely, controlled feedback is essential to the develop-
ment and maintenance of high performance levelsand ises-
sential to embedded training. If the only feedback operators
receive is the outcome of imperfect alarm-resolution proce-
dures, managers will not have control. Effective feedback
requires systematically challenging the system with well
characterized simulated threats. Current simulated threatsare
FAA test objects and modular bomb test sets (MBTSs). For
the current x-ray CTX-5000 equipment, TIPS can be used,
although it may not work on all current x-ray systems.
Furthermore, an equivalent system to TIPS will have to be
developed for trace equipment. On alarger scale, challenges
can be provided by one-time evauations, such as double-
blind testing,? but these are more useful for audits than for
regular feedback because of their irregular use.

The FAA test objects are currently used to evaluate the
performance of airport security systems on aregular basis,
with specified proceduresfor dealing with detection failures.
These tests should be expanded and revised for both current
systems and newly deployed technologies. Overall perfor-
mance could be improved by testing with more realistic
threat objects.

Once a performance measurement system isin place, the
FAA should consider certifying individual equipment op-
erators. The FAA could issue performance standards and
conduct evaluations or examinations, as it does for other
occupationsin civil aviation, such as pilots or maintenance
technicians. However, the responsibility for training opera-
torsto FAA standards should rest with private industry, such
as airlines, security companies, and trade schools. Thein-
troduction of new equipment, which increases the complex-
ity of the job, could then provide for job progression,
which—coupled with redesigned jobs and operator licens-
ing—could increase job tenure and reduce turnover. The
annual turnover rate is more than 100 percent in many loca-
tions, and with longer training times (for CTX operators),
the personnel problem is becoming more acute. The mea-
sures suggested here could lower turnover rates by address-
ing underlying reasons for worker turnover.

Current evaluations of both older screening systems and
the newly deployed systems are based on direct performance
measures, including missed detections, false alarms, and re-
sponse times. However, measuring performance doesnot in
itself explain why that performance occurred or how it could
be improved. For example, if a bulk system aarm is re-
solved improperly by an operator and results in a missed
detection, the reason the error occurred must be determined.
Possible causes could include a poor display for the opera-
tor, the assumption that an alarm is triggered by a familiar

1 An example of double-blind testing is an FAA employee posing as a
terrorist trying to sneak a simulated bomb onto an airplane without the
knowledge of the security equipment operators.

“recognized” material, failureto obtain the correct additional
information, time pressure, and perceived customer/
management pressure. In any particular case, the causal
factors usually lead back to underlying latent failures, such
as inadequate training, poor management, or even improper
alocation of function in the design (Reason, 1990).

Detailed error analyses will increase the cost of data col-
lection and will require at least afunction-level model of the
screening process (Neiderman and Fobes, 1997). However,
the data would provide much needed guidance for raising
performance levels. The same analyses could be used to
determine the reasons for successful (or correct) decisions
by equipment operators.

CONCLUSIONS AND RECOMMENDATIONS

Human operators are integral to the performance of all
deployed explosives-detection equipment. Because fully
automated explosives-detection equipment is not likely to
be developed in the foreseeable future—particularly with
respect to alarm resol ution—human operators will continue
to be immensely important to realizing the potential of de-
ployed security hardware. Current certification testing of
explosives-detection equipment, however, only defines the
operational capability (or performance) of the equipment,
and human factors have resulted in alower operational per-
formance level than the certified detection capability of the
equipment. Thus, the human operator/equipment combina-
tion should also be required to meet performance require-
ments for FAA certification. Furthermore, standards of op-
erator performance for all systems should be raised and then
monitored and the results regularly provided to airlines.

Recommendation. In addition to certifying explosives-
detection systems, the FAA should ensure that these systems
can be operated (by a human operator) at a specified prob-
ability of detection, probability of false alarm, and through-
put rate.

Recommendation. The FAA should deploy more human-
factors expertsthroughout the system. Human-factorstrain-
ing should be provided for at least some system managers
and operators.

Recommendation. The FAA should initiate a program to
improve operator performance that includes the following
elements:

» measurements of the performance of the equipment/
operator combination

» valid and reliable challenges (tests) for system com-
ponents

» embedded training to improve and maintain operator
performance

» improved test and qualification procedures for operators
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Evaluation of Architectures

Keeping bombs off of aircraft is the primary measure of
the performance of a TAAS (total architecture for aviation
security). Improved security components recently deployed
to minimize the probability that a bomb can be placed on an
aircraft by a terrorist include CAPS (computer-assisted
passenger screening), PPBM (positive passenger-bag match-
ing), HUL Ds (hardened unit-loading devices), TEDDs (trace
explosives-detection devices), noncertified bulk explosives-
detection equipment, and EDSs (FAA-certified bulk
explosives-detection systems). Blind operational testing
using realistic simulated bombs will be necessary to evalu-
ate the effectiveness of the overall aviation security system.
At present the FAA hasonly limited blind-test dataon EDSs
and even less data on other components of the TAAS. Test
resultson all TAAS componentswill be necessary for asys-
tems analysis that can estimate the results of full-scale field
testing of the entire TAAS. A sensitive measure of effec-
tiveness, such as the SEF (security enhancement factor),
could be used to assessimprovementsto TAAS components
and reduce the complexity of evaluating the whole system.

SECURITY ENHANCEMENT

A good measure of the improvement from implementa-
tion of new security measuresisareduction in the number of
simulated explosives brought onboard aircraft compared to
the number brought onboard under a previous (or baseline)
TAAS. Redlistic operational testing can be used to assess
how well TAAS components prevent simulated bombs from
getting through security and onto aircraft. The current
MBTS has sufficient dynamic range to test the bulk
explosives-detection equipment components of the TAAS,
but similar test articles are not available for testing TEDDs.
Because TEDDs are used to resolve alarms by bulk
explosives-detection equipment, evaluating TEDD perfor-
mance in an airport setting is crucial. Because it may not be
practical to contaminate the test sets with trace amounts of
explosives, another test device must be devel oped.
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Security Enhancement Factor

The purpose of the SEF isto devel op ameasure of security
enhancement based on changes in the number of bombs that
defeat the TAAS and are brought aboard an aircraft. The ex-
amplesthat follow are not representative of the actual perfor-
mance of security equipment but suggest methods of analyz-
ing performance. The SEF is defined in terms of the ratio of
the number of bombs getting through a defined baseline
TAAS to the number of bombs getting through a modified or
upgraded TAAS. If there is no improvement in the perfor-
mance of the TAAS, the SEF = 1. If half as many bombs get
through the new TAAS, SEF = 2. If the upgraded TAAS pre-
vents al bombs from getting through, the SEF would be infi-
nite. For example, assumethat the FAA testsabasaine TAAS
with 400 simulated bombs and 100 of them defeat the TAAS
and make it onboard an aircraft. If the 400 MBTSs are then
put through the improved TAAS and only 50 get through, the
SEF would be 2 (because half as many bombs defeated the
improved TAAS). Thus, the SEF is a system-level measure-
ment of the performance of thetotal TAAS.

As was discussed in Chapter 2, the baseline system in an
SEF measurement will have to be redefined as new and im-
proved equipment becomes available and asthethreat evolves
with time. When new equipment is deployed (perhaps to ad-
dress a new threat), measuring its impact on the TAAS may
involve more than measuring the SEF with this equipment
“pluggedin” to theexisting baseline security architecture. The
sequencing of TAAS components could affect the number or
configuration of threats (explosives) that are screened by the
new component, thus influencing the impact of the new com-
ponent on the SEF. Several combinations of potential TAAS
elements may have to be assessed.

Eliminating False Negatives

The critical factor for improving the SEF (and therefore
aviation security) is reducing the number of false negatives
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Security enhancement factor (SEF)

The panel speculates that the terrorist's
TAAS deters attacks and further increases
the SEF. Although it is difficult to quantify the
effect, the panel believes it is significant

for a security system that incorporates

—il— Detection-first (DF) system
--@-+ Throughput-first (TF) system

FIGURE 10-1 Comparative contributions (notional) to the SEF of detection-first and throughput-first systems.

(i.e., missed detections). Becausereal events(i.e., bombing
attempts) are currently rare, the only way to ensure that the
security system worksis through realistic training and blind
testing. If the TAAS s credible, deterrence may reduce the
likelihood of areal attack. Thus, in principle, the more com-
petent the TAAS is perceived to be in defeating bombing
attempts through testing and training, the lesslikely aterror-
ist attack isto occur (see Figure 10-1).

When the P, is relatively high (e.g., higher than the air-
lines are willing to accept in daily operations), the large num-
ber of alarm resolutions will make it more difficult for opera-
torsto distinguish areal bomb from afalse darm. Operator
decisions are currently necessarily frequent, must be made
relatively quickly, and are biased toward clearing the alarm
because of the infrequency of test events and the even rarer
actual bomb threats. Thus, the probability of an operator miss-
ing a bomb during the alarm-resolution process is not insig-
nificant. Improving operator performance will require sub-
stantial regular training under airport operational conditions.

Relationship between the Certification of Security
Equipment and TAAS Performance

The FAA only certifies EDSsthat meet their requirement
for Py, P;,, and throughput rate, which are determined during
certification testing with the candidate EDS in an automatic
mode (i.e., without operators) at the FAA Technical Center.

Under operational conditions at an airport, however, opera-
tor intervention has lowered both the P, and P, of the FAA-
certified InVision CTX-5000 SP (see Table 6-3) (FAA,
19973, 1997b). The panel observed that operators resolve
more than 30 times as many alarmsfor the CTX-5000 SP by
using the display as they do by actually opening bags.
Although the capability of the operator to identify bombs on
the EDS display is not part of the current certification pro-
cess, it isone of the most important aspects of reducing false
alarms and false negatives. According to current certifica
tion standards, a future system with a lower spatial resolu-
tion (i.e., less capacity to resolve individual objects) could
conceivably be certified in an automatic mode and yet be
incapable of providing an image that could be used by an
operator for resolving alarms. Therefore, the panel believes
that the combined performance of the operator and equip-
ment should also be qualified or certified in an airport
environment.

ARCHITECTURES FOR AVIATION SECURITY

There are two basic philosophies for aviation security ar-
chitectures. The first, the detection-first (DF) philosophy,
mandates the detection of explosives at specified levels at
the expense of other factors. The second, the throughput-
first (TPF) philosophy, emphasizes the efficient throughput
of bags through the baggage-handling system and considers
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Detection-First (DF) System

CAPS to identify selectees ! . .
explosives-detection equipment
Identifies passengers for screening Does not identify passengers for
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Throughput-First (TPF) System

Screen all bags with fast-throughput

screening

CTX-5000 SP

A

.(.(

Y

A
! Operator alarm resolution } > +

| Law enforcement |

FIGURE 10-2 Schematic diagram of throughput-first and detection-first aviation security systems.

detection rates secondary. In DF security architectures, the
EDS with the highest P is usually the first piece of eguip-
ment to screen checked baggage. In TPF architectures, the
explosives-detection device with the highest throughput is
placed first, sometimes at the expense of P,. No analyses
were presented to the panel of the conditions under which
DF systems are more effective than TPF systems. Security
systems in Europe are generally TPF systems; security sys-
tems in the United States and Israel are DF systems. The
panel investigated deployed DF systems at airports in San
Francisco, Los Angeles, and New Y ork City. At JFK Termi-
nal One, a TPF system has recently begun operations serv-
ing European air carriers. The threat vectors addressed in
the two aviation security systems are shown in Figure 10-2.

The primary difference between a DF and a TPF system
istheway bags are sel ected for more thorough scrutiny. Fig-
ure 10-3, which represents a generic checked-baggage

Detection-First (DF) System

system, shows the similarities and differences between DF
and TPF systems. In the United States, the FAA has estab-
lished a system for screening passengers (CAPS) that sepa-
rates airline passengers into high-risk and low-risk groups.
High-risk passengers (selectees) are subjected to more thor-
ough screening. Most European airports use a TPF approach
because of the difficulties of interviewing (for CAPS) the
high volume of international passengers. Instead, all bags
are screened, resulting in increased volume of baggage pass-
ing through security equipment (e.g., EDS) and placing a
premium on throughput. Thus, as Figure 10-3 shows, in a
TPF system the first level of security is the screening of all
checked bags by a high-throughput explosives-detection
device (mostly high-throughput, noncertified, x-ray
explosives-detection devices) with a lower P, than a certi-
fied EDS; the first step in the DF approach is CAPS. For
both DF and TPF systems, the second step is the screening

Throughput-First (TPF) System

; : Screen all bags with fast-throughput

CAPS to identity selectees explosives-detection equipment

Identifies passengers for screening Does not identify passengers
o 95 80 for screening ”
Q —
E CTX-5000 SP 5 g
o " 3
o 6\"‘3\@ /eakers S

90 75
y
< 36 leakers { Operator alarm resolution } 30 leakers >
60%
46 Y Y 55

SEF =2.17 SEF =1.82

Law enforcement

FIGURE 10-3 Hypothetical performance of detection-first and throughput-first aviation security systems for 100 MBTSs.
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BOX 10-1
A Notional Example of the Impact of a Detection-First System on the Security Enhancement Factor

For the purposes of this example, a baseline TAAS is assumed to provide no security procedures or equipment at all
(P,=0). Thus, if 100 MBTSs were inserted into the passenger flow, all 100 of them would pass through the baggage-
handling system and be placed aboard aircraft.

Assume that the CAPS system can identify 90 percent of all passengers as very unlikely to be simulated terrorists
(STs). Then assume that the STs insert 100 MBTSs into the passenger flow for a blind test of the improved TAAS. Ten
percent of the total passengers will thus be declared selectees, and their bags will receive further scrutiny. Assume that as
many as 5 percent (5) of the STs have been misidentified by CAPS as nonthreat passengers and that their bags will not be
further inspected. If each ST is carrying one bag containing a simulated explosive, then five bags containing simulated
explosives will not be further inspected. Of the bags sent by CAPS for further inspection by an EDS, 95 will contain
simulated explosives.

Assume that the EDS fails to detect approximately 5 percent (5) of the MBTSs sent for inspection. Before the operator
resolves a single alarm, a total of 10 percent (10) of ST MBTS bags would have been missed (5 missed by CAPS and 5
missed by the EDS). Therefore, approximately 90 percent (~90) of the threat bags (i.e., bags containing simulated explo-
sives) would require alarm resolution by the EDS operator. Of the many bags that cause alarms, the operators must find 90
bags that contain simulated explosives. Assume that the operator (because he or she is rushed, and it is difficult to resolve
one bomb out of thousands of false alarms) detects only 60 percent of the 90 bags that triggered EDS alarms that actually
contain simulated explosives. This means that 36 bags containing simulated explosives are cleared. The security system
would have missed 36 + 5 + 5 = 46 MBTSs, for a P, of 54 percent. This is a significant improvement over the 100 missed

bombs of the baseline TAAS. Therefore, SEF =100/46 = 2.17 or a twofold improvement.

by acertified EDS (e.g., CTX-5000 SP) of bags not cleared
in step one. The alarm-resolution procedures are similar for
both approaches; and passenger screening for weapons and
the inspection of hand-carried baggage are also similar.

Detection-First Approach

Improvements in aviation security from the deployment
of new security components (e.g., TEDDs or EDSs) are not
directly related to their performance. All of the components
of the TAAS must be considered together, either in atotal-
system blind test or by systems analysis to determine the
SEF. The utilization rate of TAAS components, their reli-
ability, the regulatory guidance provided by the FAA for
their use, and human factors also figure into the SEF. A
terrorist’s perception of the effectiveness of the TAAS must
also be considered because, ultimately, the terrorist’s per-
ception of the TAAS, rather than the actual performance,
determines the level of deterrence. See Box 10-1 for a
notional example of how the SEF can be used to estimate the
performance of deployed equipment.

Hardened Unit-Loading Devices

A HULD for wide-body jets (e.g., the Boeing 747) is cur-
rently being operationally tested by three airlines. One
HULD is probably large enough to hold al of the selectee

bags for agiven flight (note that it isunlikely that more than
one selectee bag would contain a bomb, or bomb test set, on
agivenflight). A bomb at the minimum threat weight would
be contained in the HULD, which has a high probability of
saving the aircraft; thus, the HULD would improve the SEF.
In the notional example in Box 10-1, 46 out of 100 passen-
ger bags that contain MBTSs would be missed by the
baseline DF security system. Five of the 46 bagswere missed
by CAPS (i.e., five ssimulated terrorists were not identified
as selectees) and, therefore, the use of HULDs to hold
selectee bags would not address these five bags. However,
all 41 selectee bags not detected or improperly cleared by
explosives-detection equipment would be contained in a
HULD (athough probably not al in the sasme HULD). The
five bags containing MBTS devices that were not selected
would not be detected or put into the HULD. Thus, the SEF
in Box 10-1 would be 100/5 = 20.

The proper combination of technologiesin theright order
can dramatically improve the SEF. EDSs can more easily
detect larger bombs (i.e., the larger the bomb the higher the
P4, whereas the HUL D becomes less effective as the size of
the bomb increases. A combination of EDSs and HULDs
can, therefore, reduce the overall risk of aircraft loss. With
an EDS in place, aterrorist would be forced to use smaller
bombs; without an EDS, theterrorist might use alarger bomb
than the HULD could contain. Thus, EDSs and HULDs are
mutually dependent for improving aviation security.
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Substantial improvement of the TAAS might involve trade-
offs between some parameters of EDS performance under
operational conditions if the TAAS includes HULDs. The
optimum security system might trade off Py, P;,, and

throughput rate with the capability of the HULD to contain
explosives of a particular size.

Trace Explosives-Detection Devices

Most passengersin the western hemisphere fly on narrow-
body aircraft (e.g., Boeing 717, 727, 737, 757). At present, no
HULDs are available for use on narrow-body aircraft. There-
fore, improving the SEF for flights on narrow-body aircraft
would require asubstantial improvement inthe ability of EDS
operators to detect explosives in alarmed bags. The FAA has
deployed TEDDs with some EDSs to assist operators in re-
solving alarms. The TEDD can be used to sample el ectronic
devices (e.g., laptop computers, radios) that are hard to re-
solve when the bag is opened and manually inspected. If itis
assumed that 25 percent of the bags mistakenly cleared by an
operator contain bombs concealed in electronic devices, a
TEDD should reduce the number of bags mistakenly cleared.
In the example in Box 10-1, 36 of the 100 bags that contain a
test bomb (simulated explosive) are mistakenly cleared by the
operator. Therefore, if 25 percent of the 36 bags the operator
mistakenly cleared were opened and tested withaTEDD, nine
of them would be sampled withaTEDD. Inthisexample, the
electronic deviceisassumed to be contaminated with adetect-
able level of explosive material, and the P, of the TEDD is
about 80 percent. Thus, eight of the ninesimulated explosives
would be identified. Thus, using a TEDD with each EDS
would improve the SEF (SEF = 100/(5 [missed by CAPS] + 5
[missed by EDS] + 36 [mistakenly cleared by EDS operator] —
8[detected by TEDDS]) = 100/38 = 2.63) by about 20 percent.
If the protocol were altered so that every bag alarmed by the
EDS were screened with a TEDD, each of the 90 bags con-
taining test bombs that would normally be alarmed by the
EDS (in the example in Box 10-1) would be subsequently
subjected to aTEDD. For this example, it is assumed that the
operator still detects 60 percent of the MBTSs aarmed by the
EDS(i.e., 54 would be detected by the operator, and 36 would
be missed). The TEDD would detect 80 percent of the 36
missed by the EDS operator (i.e., 28 would be detected and 8
would be missed). Thus the SEF = 100/(5 [missed by CAPS]
+ 5 [missed by EDS] + 8 [missed by TEDD and EDS opera-
tor]) = 5.6.

Operator Training

In the notional example in Box 10-1, 46 out of 100 pas-
senger bags that contain test bombs would be missed by the
DF security system. Five of the 46 bags that were missed
were missed by CAPS (i.e., five simulated terrorists were
not identified as selectees), an additional five were missed
by the EDS, and 36 were mistakenly cleared by the EDS
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operator. If the FAA required operators to achieve an 80
percent detection level for MBTSsaarmed by an EDS, only
28 (i.e., 20 percent of 90 bags containing MBTS alarmed by
EDS[18] + 5 missed by CAPS + 5 missed by EDS) MBTSs
in the example in Box 10-1 would be missed. The SEF
would be 100/28 = 3.6.

Throughput-First Approach

If potential terrorists cannot be identified by passenger
screening,! it may be necessary to screen all bags. TPF sys-
tems rapidly screen all bags. Typically, a noncertified
explosives-detection deviceis used for the initial screening;
the P, is as high as possible while maintaining a high
throughput rate. The P of these devicesislower thanthe P,
of certified EDSs, but their throughput rate is much higher.
If a bag cannot be cleared, it is sent to a more sensitive
system, such as the FAA-certified CTX-5000 SP, where an
operator can take more time to resolve the alarm. An ex-
ample of the impact of a TPF system on SEF is shown in
Box 10-2. The effectsonthe TAAS of DF and TPF systems
are shown in Table 10-1 (based on the same assumptions
used in Boxes 10-1 and 10-2).

Comparison of Detection-First and Throughput-First
Approaches

The analysis presented in this chapter is based on the as-
sumption that the rate of initial detection using CAPS in a
DF system will be higher than with a bulk explosives-
detection device in a TPF system. Thus, the key parameter
in comparing DF and TPF approaches is how well the first
level (i.e., CAPS vs. ahigh-throughput explosives-detection
device) detects athreat. Aslong as CAPS is more effective,
the DF approach will have a higher SEF than the TPF
approach (see Figure 10-1). Note that no quantitative evi-
dence is available to indicate whether CAPS is more or less
effective than bulk explosives-detection eguipment.

CAPS is less costly than screening al bags and reduces
the complexity of the TAAS, but the capability of screening
passengers and not missing potential terrorists has not been
tested. The U.S. air transport system has a very large do-
mestic component and many ways to identify nonthreaten-
ing passengers (e.g., airline frequent-flyer programs). The
impact on the SEF of CAPS in combination with various
other security measures is shown in Figure 10-4.

CONCLUSIONS AND RECOMMENDATIONS

Preliminary analyses suggest that the deployment and uti-
lization of new security equipment could substantially

1Theairlineswith the highest potential terrorist threat believe that inter-
viewing is the best way to identify passengers with baggage that may con-
tain abomb.
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BOX 10-2
A Notional Example of the Impact of a Throughput-First System on Security Enhancement Factor

For the purpose of this example, it is assumed that a baseline TAAS provides no security procedures or equipment at all
(P,=0). Thus, if 100 MBTSs were inserted into the passenger flow, all 100 of them would pass through the baggage-

handling system and be placed onboard aircraft.

For a blind test of the TPF-based TAAS, simulated terrorists (STs) insert 100 MBTSs into the passenger flow. Assume
that the P, of the explosives-detection equipment used for initial screening of baggage in a TPF approach is 80 percent and
that the probability of missing an explosive is 20 percent. Thus, initially the TPF approach will miss 20 percent (20) of the
MBTS bags. Assume that the certified EDS misses 5 percent of the 80 bags that were sent on for further scrutiny (4 bags)
and that EDS operators miss another 40 percent of the 76 bags alarmed by the EDS (31 bags). The SEF would then be 100/
(20 + 4 + 31) = 100/55 = 1.82. Therefore, the TPF TAAS is an improvement over the baseline TAAS.

improve aviation security as measured by the SEF. Security
would be enhanced more where the threat is highest. The
performance of the TAAS can only be assessed with sys-
tems analysis techniques that account for the contribution
and sensitivities of each component. The certification and
optimization of a subsystem (e.g., EDS) do not necessarily
optimize the TAAS. The overall system must be tested fre-
quently in airport operations by blind testing procedures to
provide data for the system analyses and to train operators.

Analysis of the Total Architecture for Aviation Security

Most data on deployed aviation security systems are in-
complete. The TAAS performance used for the preliminary
systems analysis described in this chapter was based on very
limited quantitative data and some anecdotal information.
However, the examplesindicate the types of data necessary
for a more thorough TAAS-level analysis of aviation secu-
rity. The panel concluded that data should be collected over
a range of conditions to evaluate the impact of component
performance (e.g., EDSs, TEDDs) on TAAS performance.
Data collection should be continuous, professionally staffed,
and well funded.

Recommendation. The FAA should design and implement
amechanism for collecting datato ensure that sufficient data
are available for substantive analyses of the total architec-
ture for aviation security.

Recommendation. The FAA should collect comprehensive
total architecture for aviation security performance data
based on operational blind testing as a basis for measuring
improvementsin total architecture for aviation security per-
formance levels under airport operational conditions.

The discussion of TPF and DF approaches in this chap-
ter was based on the assumption that CAPS isamore effec-
tive way to identify threat passengers (i.e., passengers with
explosives concealed in their baggage) than a high-
throughput explosives-detection device was in finding
explosives concealed in baggage. However, a thorough
comparison of the TPF and DF approaches has not been
completed. The panel concluded that an analysis that
includes measures of the effectiveness of CAPS and high-
throughput expl osives-detection equipment should be done
to determine the relative impact of the two approaches on
overall aviation security.

TABLE 10-1 Potential Improvements in the SEF for Detection-First and Throughput-First Aviation

Security Systems

TAAS Configuration

Throughput-First System

Detection-First System

Notional system (depicted in Figure 10-2) 1.82
Notional system + TEDD 2.04
Improve operator training in identifying MBTSs 25
Operator training + TEDD 27

HULDs added to the deployed system 5.0

217

2.63

3.6

4.2
20
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FIGURE 10-4 Notional values of the SEF as a function of the efficiency of CAPS in combination with other security measures.

Recommendation. The FAA should conduct a thorough
analysis of the effectiveness of throughput-first and detec-
tion-first approaches. The security enhancement factor (or a
similar measure) should be used as a basis for comparison.

Recommendation. To increase the deterrent effect of the
overall security system, analysis, testing, and training should
bevisibleto the public. The detection of simulated terrorists
threats should be publicly acknowledged but with only
enough detail to create uncertainty about the performance of
the overall security system in the terrorist’s mind.

TAAS Components

Although the FAA has not defined how a HULD should
be used to increase security, the smple analysisin this chap-
ter suggests that using one HULD on each wide-body air-
craft would increase the SEF almost tenfold. The panel con-
cluded that the greatest benefit would be derived if the bags
of all CAPS selectees were placed in aHULD, even if their
bagswere subsequently cleared by other security procedures.

Recommendation. When hardened unit-loading devices
(HULDs) become more widely available and can be inte-
grated into air carrier systems without unreasonably disrupt-
ing operations, the FAA should require that all selectee bags
for wide-body aircraft be placed in HULDs. A similar re-
quirement should be established for narrow-body aircraft
when HULDs for them become available.

The operational performance data available to the panel
for TEDDs were anecdotal and, therefore, not sufficient to
establish the optimum use of TEDDs in the context of the
TAAS. However, even anecdotal and superficial data sug-
gest that TEDDs do improve the SEF.

Recommendation. The FAA should devel op proceduresand
test capabilities to assess the operational performance of
trace expl osives-detection devicesin an airport environment.

Security Enhancement Factor

The SEF described in this report is based on minimizing
false negatives for the TAAS as a whole. The SEF (or a
similar measure) can also be used as a tool to assess the
effectiveness of various components of the TAAS.

Recommendation. The FAA should develop a systems
analysisto evaluate the total architecture for aviation secu-
rity in terms of a security enhancement factor (SEF) or a
similar measure. As afirst step, the FAA should use the
datafrom blind testing. The SEF estimated by these results
could be used to assess the benefits of newly deployed
systems.

Recommendation. Decisionsto deploy new equipment and
implement new procedures should be based on a full analy-
sisof thetotal architecture of aviation security, including the
security enhancement factor or a similar measure.
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Response to Congress

In keeping with the Statement of Task for this study, the
panel reviewed the FAA’s deployment of technologies to
improve aviation security, including explosives-detection
equipment and HULDs. Given the complexity of the terror-
ist threat and the short response time mandated by Congress,
the deployment has been successful. Considering that hard-
ware had to be deployed immediately, the FAA did not have
sufficient time to follow a systems analysis and design
protocol to achieve an optimum systems architecture. There-
fore, at this stage, the lack of comprehensive data for evalu-
ating the effectiveness of the deployed equipment is not
surprising. However, the FAA must now address the issues
of collecting performance data and systems integration.

Explosives-detection equipment and HUL Ds are part of a
TAAS (total architecturefor aviation security), and the panel
strongly believes that they should be evaluated in that con-
text in this and in future NRC studies. Although both the
FAA and its contractors have adopted some aspects of this
systems approach, they have not characterized the optimal
deployment scenario. With the systems approach, improve-
ments in security can be characterized by an SEF.

Based on available data and current understanding of the
various elements of the system, the panel was able to repre-
sent anotional analytical summary of security enhancement
as a function of current and projected system performance
and concluded that substantial technical improvements in
security have already been made. Asmoredataare collected
and analyzed, Figure 10-1 can be refined and improved.

The SEF also includes the resolution of detected alarms,
which requires that operators make decisions based on the
full capability of the hardware. For this reason, operator
training could have a significant effect on the SEF. Based
onthe statistically significant probability that an alarmed bag
containing an explosive device might be “cleared” by an
operator, the panel determined that an order of magnitude
increase in the SEF could result if all alarmed bags cleared
by an operator (during the alarm-resolution process) were
placed in aHULD (see Chapter 10).
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The following overarching recommendations address the
four issues raised by Congress.

1. Assesstheweaponsand explosives-detection technolo-
giesavailable at thetime of the study that are capable
of being effectively deployed in commercial aviation.

This study focused on expl osives-detection technol ogies.
Whileit isconceivablethat some of these technologies could
also be used for weapons detection, this topic was not ad-
dressed in this report.

BULK EXPLOSIVES-DETECTION EQUIPMENT

Thevast mgjority of bulk explosives-detection equipment
deployed is the FAA-certified InVision CTX-series EDS.
Most of the performance data on this equipment was gener-
ated during laboratory testing—Ilargely certification test-
ing—at the FAA Technical Center. Certification tests, how-
ever, only reflect the ability of the equipment to detect a bag
that contains an explosive, and the detection rates are based
on bag-alarmrates. That is, an explosive is considered to be
detected if the alarm is set off for the bag containing the
explosive, even if the alarm is triggered by a nonexplosive
object in the bag. Certification testing does not measure
alarm resolution and does not include testing in the opera-
tional environment of an airport, making it difficult to evalu-
atethe operationa performance of explosives-detection tech-
nologies considered for deployment. In the panel’s opinion,
some of the unanticipated problems encountered with the
CTX-5000 SP in the field can be reasonably related to the
limitations of certification testing. Under current certifica-
tion guidelines, equipment certified in the future may
encounter similar problems.

Recommendation. During certification testing, the FAA
should, whenever possible, measure both true detection rates
(i.e., correctly identifying where the explosive is when an
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alarm occurs) and false-detection rates (i.e., an darm trig-
gered by something other than the explosive in a bag that
contains an explosive). The FAA should also include the
ability of explosives-detection equipment to assist operators
in resolving alarms (including in an airport) as part of certi-
fication testing. Alarm resolution should be included in the
measurement of throughput rate, detection rate, and false-
alarm rate.

TRACE EXPLOSIVES-DETECTION DEVICES

TEDDs are widely used in airports, but no comprehen-
sive methodology has been developed to evaluate their ef-
fectiveness, such as standard test articles or instrument and
operator requirements. Because no standard test articles for
TEDDs have been demonstrated—and because of the result-
ant inability to separate instrument and operator perfor-
mance—it is not possible to measure the performance of
TEDDs.

Recommendation. The FAA should develop and imple-
ment a program to evaluate the effectiveness of deployed
trace explosives-detection devices. This evaluation should
include measurements of instrument and operator perfor-
mance, including measurements in the deployed (i.e., air-
port) environment.

COMPUTER-ASSISTED PASSENGER SCREENING AND
POSITIVE PASSENGER-BAG MATCHING

CAPS appears to be an effective method of screening
passengersto identify selecteesfor further security measures,
such as bag matching or bag screening. The panel believes
that CAPSisan effective method of focusing resources (per-
sonnel and equipment) on high-risk passengers that does not
impede the operation of theair carriers. No quantitative mea-
sure of the effectiveness of CAPS has been demonstrated,
however. The panel believesthat testing the performance of
CAPS will be necessary for its long-term viability.

The 1997 White House Commission on Aviation Safety
and Security recommended that the FAA begin implemen-
tation of full passenger-bag matching. The FAA inter-
preted this recommendation to mean that passengers who
were either randomly selected or who were identified
through a profiling system (e.g., CAPS) should be subject
to bag matching. The panel anticipates that PPBM com-
bined with CAPS will be an effective tool for improving
aviation security. However, under the current deployment
scenario, when a selectee changes planes (or simply
deplanes during a stopover) at a connecting airport, PPBM
is not repeated.

Recommendation. Computer-assisted passenger screening
(CAPS) should continue to be used asameans of identifying
selectee passengers whose bags will be subject to positive
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passenger-bag matching (PPBM), screening by explosives-
detection equipment, or both. PPBM combined with CAPS
should be part of the five-year plan recommended below.
Passengers designated as selectees at the origination of their
flights should remain selecteeson all connecting legs of their
flights. Within six months, the FAA should develop and
implement a method of testing the effectiveness of CAPS.

2. Determine how the technologies referred to in para-
graph (1) could be used more effectively to promote
and improve security at airport and aviation facilities
and other secured areas.

PROGRESS IN THE DEPLOYMENT OF AVIATION
SECURITY EQUIPMENT

As directed by Congress in Section 305 of the FAA Re-
authorization Act of 1996 (PL 104-264) and recommended
by the White House Commission on Aviation Safety and
Security, the FAA has initiated the deployment of bulk and
trace explosives-detection equipment, as well as the imple-
mentation of CAPS and PPBM. These measures have sig-
nificantly improved aviation security. Nevertheless, the
FAA/SEIPT isbehind scheduleinits deployment of aviation
security equipment. Congress provided $144.2 millioninthe
Omnibus Consolidated Appropriations Act of 1997 for the
purchase of commercially available security screening
equipment, and the FAA/SEIPT planned to deploy 54 certi-
fied explosives-detection systems and 489 trace-detection
devices by December 1997. The FAA also planned to fully
implement CAPS by December 1997. Once it became
apparent that these goals could not be met, the FAA set a
new goal of deploying 54 certified EDSs, 22 noncertified
bulk explosives-detection devices, and 489 trace-detection
devices by December 31, 1998. The FAA aso planned to
implement CAPS fully by December 31, 1998. As of Janu-
ary 1, 1999, more than 70 certified EDSs, six noncertified
bulk expl osives-detection devices, and 366 TEDDs had been
installed in airports. In addition, 10 HULDs have been
deployed to three airlines for operational testing. Thus, the
FAA has made significant progress towards achieving its
updated goals. Nevertheless, there is not a sufficient amount
of deployed equipment to screen every passenger bag or, in
some cases, even every selectee bag without interrupting
passenger flow.

The panel concluded that the FAA/SEIPT, the airlines,
airports, and associated contractors have gained significant
experience from the initial deployment of security equip-
ment and procedures, and the current implementation of se-
curity equipment does not appear to have interfered unrea-
sonably with airline operations. Most importantly, in the
collective opinion of the panel, the deployment of security
equipment has improved aviation security. The panel
believesthat continued emphasison, funding of, and deploy-
ment of security equipment will further enhance aviation
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security. Future deployments should be more efficient if they
are based on the experience from the initial deployment.

Recommendation. The U.S. Congress should continue to
fund and mandate the depl oyment of commercially available
explosives-detection equipment through the FAA/SEIPT.
Continued deployments will increase the coverage of do-
mestic airports and eventually provide state-of-the-art secu-
rity equipment systemwide. Further deployments can im-
prove aviation security in the short term and provide the
infrastructure for mitigating potential threats in the long
term.

OPERATOR PERFORMANCE

Human operators are integral to the performance of all
deployed expl osives-detection equipment. Because fully au-
tomated explosives-detection equipment will not be devel-
oped in the foreseeable future, particularly with respect to
alarm resolution, human operators will continue to be im-
mensely important to realizing the full potential of deployed
security hardware. The TAAS analysis presented in this re-
port quantifies the impact of the operator on the SEF. Certi-
fication testing of explosives-detection equipment, however,
does not include testing of human operators. Current testing
only defines the operational capability (or performance) of
the equipment.

It has been demonstrated that the introduction of an op-
erator (who is needed to resolve alarms) decreases the effec-
tiveness of deployed explosives-detection systems. FAA test
resultsindicate that, even if explosives-detection equipment
correctly identifies a potential threat, the operator can make
an incorrect decision and “clear” a bag with a bomb in it.
The P, of the equipment/operator combination is, therefore,
lower than the P, of the equipment alone.

Recommendation. The FAA should ingtitute a program to
qualify security-equipment operators to ensure that the hu-
man operator/explosives-detection system (EDS) combina
tion meets the performance requirements of acertified EDS.
This program should include the definition of operator per-
formance standards and a means of monitoring operator per-
formance. The FAA should implement this program within
six months of receipt of this report.

MEASURING OPERATIONAL PERFORMANCE

Because of the paucity of operational data for deployed
explosives-detection equipment, the panel found it impracti-
cableto characterize the deployment status of security equip-
ment and processes quantitatively. The data are insufficient
both for the equipment and for operator performance, and no
guantitative measures of the effectiveness of the total secu-
rity system (e.g., TAAS) were provided to the panel. The

majority of data focused on subsystems, such as bulk
explosives-detection systems. A thorough assessment of
equipment and system performance requires well defined
performance metrics and the collection of data. The panel
concluded that the FAA has not defined adequate perfor-
mance metrics for security subsystems (e.g., TEDDS) or for
the TAAS.

Recommendation. The FAA should make a concerted ef-
fort to define operational performance metrics for security
subsystems and for the total architecture for aviation secu-
rity (TAAS). The FAA should also create an action team in
the next six monthsto systematically collect operational data,
which should be used to optimize the TAAS, as well asto
identify and correct substandard performance of equipment
and operators. The datacollected would al so provideinsights
into the deployment and use of equipment in the future.

MEASURING SECURITY ENHANCEMENT

Besidesthelack of operational dataand the apparent lack
of performance metricsfor the total system, no overall mea-
sure of security enhancement has been defined. Becausethe
primary performance measure for the TAAS is, of course,
protection against explosive threats, the critical factor for
assessing the performance of the TAAS is the leakage of
false negatives (i.e., bags that contain bombs). The panel
defined improvements in performance, or the SEF, as the
number of simulated bombs that defeat a baseline security
system divided by the number of simulated bombs that de-
feat the newly deployed system. The panel believes that the
SEF is essential to assessing the impact of security equip-
ment and procedures.

Recommendation. The FAA should formulate a security
enhancement factor (SEF) for the integrated total architec-
turefor aviation security systems. The SEF should be calcu-
lated from data collected during operational testing. Non-
classified SEF measures should be published and used as a
project-control and management-control tool. The SEF
would provide the FAA with a quantitative measure of the
impact of security equipment and procedures.

FIVE-YEAR DEPLOYMENT PLAN

TAAS-based decisions involve airport and airline-
specific management and costs. Airline and airport buy-in
are, therefore, necessary for effectivedeployment. The FAA
has not demonstrated to the panel a long-range (five-year)
TAAS deployment plan developed jointly and agreed to by
the stakeholders. Thus, to the knowledge of this panel, the
airlines have not agreed to along-term deployment plan that
addressesall of therelevant issues, such as operator training,
the optimal location of detection equipment, and the



RESPONSE TO CONGRESS

deployment of HULDs. The panel believesthat the develop-
ment of a long-term deployment plan is critical for contin-
ued improvements in aviation security.

Recommendation. Within oneyear, in cooperation with the
other stakeholders, the FAA should devel op afive-year joint-
deployment plan that includes cost, stakehol der responsibili-
ties, quality measures, and other important factors. Thisplan
should be a living document that is formally updated annu-
ally. Buy-in from all stakeholders will be necessary for the
plan to be effective.

3. Assessthecost and advisability of requiring har dened
cargo containers to enhance aviation security and
reduce the required sensitivity of bomb-detection
equipment.

Two HULDs (both LD-3 size) have passed the FAA blast
and shockholing tests and conform to the NAS-3610-2K2C
airworthiness criterion. However, U.S. airlines have resisted
the deployment of HULDs on the basis of operational
concerns. The effects of operational wear and tear on the
blast-containment characteristics of HULDs must be tested
operationally.

The HULDsthat passed the FAA blast test are the size of
an LD-3, a container size used on wide-body aircraft. No
HULD concepts for narrow-body aircraft have been
developed. More than 70 percent of bombing attempts have
been against narrow-body aircraft, and 75 percent of the air-
craft in service (as of 1994) are narrow-body aircraft.
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Therefore, before the FAA recommends, mandates, or regu-
lates the use of hardened containers for airline operations,
the feasibility of HULDs designed for narrow-body aircraft
or, perhaps, other protection conceptswill haveto be further
investigated.

Recommendation. The FAA should continue to support re-
search and development on hardened unit-loading devices
(HULDs), including ongoing operational testing. If the FAA
recommends, mandates, or regulates the use of HULDs,
explosion-containment strategies for narrow-body aircraft,
including the development of narrow-body HULDs and
cargo-hold hardening concepts, should be investigated.
However, the FAA should not deploy HULDs unless they
are part of the TAAS joint five-year deployment plan.

4. On the basis of the assessments and deter minations
made under paragraphs (1), (2), and (3), identify the
most promising technologies for improving the effi-
ciency and cost effectiveness of weapons and explo-
sives detection.

The data were not sufficient for a comprehensive assess-
ment of available technologies for improving aviation secu-
rity. Therefore, at this time, the panel is not able to identify
or recommend the most promising technologies for improv-
ing the efficiency and cost effectiveness of weapons and ex-
plosives detection. If the recommendationsin thisreport are
followed, these data will become available for subsequent
assessments.
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