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                    A New Approach and Perspective on FERPA          

 WHENEVER I CONDUCT training on the federal Family Educational Rights 
and Privacy Act (FERPA), I fi nd it especially benefi cial for participants to 
include the three basic components I identifi ed in  “ Managing the Privacy 
of Student Records, ”  my very fi rst FERPA workshop for UCLA.   

 First of all, since the goal of FERPA training is to educate ourselves on 
the federal regulations to ensure our policies and practices are in compli-
ance, we need to establish a common ground for our language and terms. 
Even the structure of the regulations themselves acknowledges this impor-
tant point, providing an extensive introductory section (34 CFR  § 99.3) to 
defi ne terms used within the regulatory text. Many of us in education are 
familiar with terms such as  student, attendance , and  academic record . Not all 
of our defi nitions agree, however, prompting the need to be specifi c about 
our terms before we can go on to talk about legal requirements that incor-
porate and depend upon the specifi c meanings of those terms. 

 The second portion of FERPA training is the exposition of the require-
ments and parameters of FERPA — what we, as education offi cials, are re-
quired to do to remain in compliance with the regulations. I used the word 

Preface

 ELEMENTS OF SUCCESSFUL  FERPA  TRAINING      

  Review of defi nitions and language  

  Understanding and application of FERPA  

  Developing FERPA decision - making abilities     

•

•

•
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 parameters  here because FERPA, like other regulations, is not composed 
exclusively of mandates — those unequivocal, binding requirements that 
dictate compliance. Recognizing the differences and traditions that exist
among institutions and educational communities, FERPA includes areas in 
which only general guidance on establishing policy and practice is given. 
These are the permissions within FERPA — those actions that are  permitted, 
but not required  of education offi cials. 

 While it is important to understand the language, intent, and require-
ments of the regulations, it is also important for education offi cials to 
 develop their own decision - making abilities. To be effective in carrying 
out their academic or student services functions, administrators need to 
develop an expertise in using FERPA to make decisions in their everyday 
transactions at the school, college, university, or other educational setting. 
The use of examples or scenarios for developing such expertise is extreme-
ly helpful in this regard. 

 Having provided FERPA training since 2000, I have become aware of 
yet another area that has become increasingly important and vital to in-
clude in our educational initiatives about FERPA: context. And by context, 
I mean that education offi cials — especially those who develop policy or 
make public relations decisions about student information — need to recog-
nize and maintain a big picture appreciation of the economic, political, and 
philosophical dialogue in which — and from which — FERPA arises. 

 For many of our frontline staff, it is probably suffi cient for them to be 
cognizant of the federal regulations and the institutional policies that im-
pact how they perform their work. With adequate training and ongoing 
professional development, our people become empowered to take initia-
tive in making decisions that ensure effi cient and effective student services. 
But for managers and policy makers, a broader and deeper understanding 
of FERPA and privacy is required. Managers may be confronted with situ-
ations for which there are no clear directions, either in offi ce policy or in 
FERPA. Policy makers, who essentially set the standards for institutional 
practice, cannot successfully create procedure or provide direction without 
some understanding and appreciation for the broader context of privacy 
from which FERPA emerges. 

 Participants in my FERPA workshops have included admissions and 
recruiting professionals, information technology technicians and program-
mers, fi nancial services accountants, and customer services staff. Some of 
these individuals do not have responsibilities that explicitly involve the 
disclosure of information from education records. Yet, the perception ex-
ists, and rightfully so, that FERPA touches all aspects of education records, 

xvi Preface
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and there is a hunger for knowledge and guidance on records management 
concerns such as records creation, access, disclosure, retention, and de-
struction. While FERPA may not address these issues directly, the privacy 
concerns and the political dialogue from which FERPA arose give consider-
able and reliable guidance on many of these areas. 

 In this book, I have endeavored to provide a new, more comprehen-
sive approach to FERPA for education offi cials throughout our colleges, 
universities, and other educational organizations. Education offi cials from 
the K – 12 environment will also fi nd much of the information in this book 
helpful, although the guidance offered in the application of the regulations 
is given with a focus on higher education. 

 With the incorporation of the extensive amendments proposed and in-
corporated into FERPA in December 2008, this book presents FERPA from 
the vantage point of a quote that has been a part of my own education and 
has often been ascribed to the great 13th - century thinker, St. Thomas Aqui-
nas:  “ Intelligence is the ability to see implication. ”  

 In the pages that follow, I have attempted to summarize the thrust of the 
dialogue on privacy for education offi cials, highlighting some of the primary 
concerns and events that led to the codifi cation of American legislation on 
privacy. This is not a legal history of privacy but rather an overview with a 
defi nite slant toward the concerns of privacy in education. Within that con-
text, and prompted by the same predisposition for identifying implications,
FERPA, infused by the extensive amendments of 2008, is explored in its lan-
guage and terms, as well as in its application and guidance. 

 This book is not necessarily intended to be read cover to cover,  although 
the chapters and unfolding of this presentation have been arranged with 
a defi nite intent and direction. For those readers interested in a specifi c 
aspect of FERPA or seeking guidance regarding the implications and 
 requirements of the regulations, there are suffi cient guideposts throughout 
the book for you to begin from any perspective or interest. 

 To assist in this exploration of FERPA, I will use three types of informa-
tion summaries throughout this text.   

  FERPA citations  
  Visual aids  
  Sidebars    

 The fi rst instructional aid is the FERPA citation, direct quotes from the 
regulations themselves, including the specifi c regulatory reference. The 
FERPA citations, enclosed with a dotted - line border (as illustrated below), 
are presented because  “ legalese, ”  or the language of the law, is often  subject 

•
•
•

 Preface xvii
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to interpretation. And interpretation may differ between individuals, at-
torneys, and even the courts. Providing you with the exact FERPA citation 
under discussion allows you to make your own assessment of the interpre-
tations and guidance provided in this volume.   

      The purpose of this part is to set out requirements for the protection 
of privacy of parents and students under section 444 of the General 
Education Provisions Act, as amended.  

  § 99.2   

 As an additional benefi t, the complete text of the FERPA legislation is 
provided in Appendix  I  of this book. 

 Visual aids are meant to organize information in such a way as to facili-
tate your understanding or grasp of the material. If this were an in - person 
presentation, most of the visual aids would be PowerPoint slides accompa-
nying the verbal presentation of this material. 

 In some cases, the visual aids are tables of information, organized for 
ease in understanding and contrast. But there are also other kinds of visual 
aids that are included throughout this volume, such as samples of disclo-
sure language, excerpts from forms, and sample procedures. For consis-
tency, visual aids are presented in boxes that are bound by a single, con-
tinuous line. An example of a visual aid is the one at the beginning of this 
Preface entitled  “ Elements of Successful FERPA Training. ”  

 The last type of instructional aid is the Sidebar. These summaries of-
fer additional information regarding initiatives, organizations, entities, 
or individuals that are mentioned in the text. While not critical to under-
standing the information in the primary fl ow of the text, the sidebars are 
intended to elaborate on content and so encourage a deeper exploration 
or appreciation of the subject, people, or events depicted in these short 
reports. Sidebars are bound with a double - border. An example of a sidebar 
is the one entitled  “ FERPA Legislation ”  below.   

 Now, some readers may think all of this information too overwhelm-
ing and perhaps ultimately irrelevant. After all, I have been confronted in 
some of my workshops with the attitude that invariably cries,  “ Just tell me 
what I have to know. That ’ s all! Just tell me what I have to know to get my 
job done and be in compliance. ”  Indeed, my goal is to accomplish this mis-
sion — but, it is also more. 

 One of my primary values as an educator or trainer is to help  participants 
develop the ability to make their own decisions, to become confi dent and 
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empowered in performing their daily job responsibilities. That is the reason 
for this broader, more multifaceted approach to training about FERPA. 

 When I was facilitating Franklin Covey workshops, one of the quotes 
we often referenced came from the ancient Chinese philosopher Lao Tzu. 
He said this:   

 Give a man a fi sh and you feed him for a day; 

 Teach him how to fi sh and you feed him for a lifetime.   

 My goal is not just to tell you what you need to know right now to do a 
job and be in compliance with FERPA. My goal is to help you develop your 
own expertise about FERPA, to empower you with the knowledge and 
confi dence to perform your academic and student services functions with 
assurance and confi dence. Aware of the implications of both our actions 
and our decisions, we ensure that how we comply with FERPA echoes the 
spirit and the unique values and missions of our individual institutions. 

 Therein lies the excitement and joy of education and continuing profes-
sional development! 

 Clifford A. Ramirez 
 Cliff Ramirez  &  Associates 

  Cliffordramirez@aol.com  
 (909) 208 – 1452                                              

  FERPA  Legislation    
 In the canon of U.S. Law, FERPA is codifi ed at 20 USC  § 1232g and assigned to 34 CFR  § 99. 

 The  “ USC ”  in the fi rst citation refers to the U.S. Code. FERPA is cataloged at Title 20, Chapter 31, 

Subchapter III, Part 4,  § 1232g of the U.S. Code. The U.S. Code establishes the policy from which the 

regulations fl ow in the CFR. 

 CFR refers to the Code of Federal Regulations, the catalog of legislative literature approved and 

passed into law by the federal government.  § 99, or Part 99, is the particular section of the 34th index 

or volume that is specifi cally FERPA. Whenever text in the regulatory language refers to FERPA as a 

whole, it means 34 CFR  § 99 and may use the phrase  “ this part. ”  

 References to paragraphs or regulatory citations from sections of the CFR are often prefaced 

with the legal section icon:  § . Once context within a particular CFR is established, as with 34 CFR  § 99, 

specifi c citations to language within the regulations may be indicated as simply  § 99 and the specifi c 

citation. Throughout this publication, direct quotes from the FERPA regulations are so listed.  

 Preface  xix
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Chapter 3

NUMEROUS AUTHORITIES AND resources were consulted for the composi-
tion and compilation of content for this book. Some are resources that I 
have used consistently in my training and in the writing of my previous 
books. Most are listed in the Bibliography and Resources section of this 
book. However, there are a few that have been my primary sources for in-
formation and for inspiration in the development of this book.

Offi cial legislative material from the U.S. National Archives and 
Records Administration, including the Federal Register, were the primary 
sources for the text of the regulations and of their amendments.

Other government websites, including those of the White House, Con-
gress, and the U.S. Senate, were consulted for information regarding legisla-
tion, enforcement, and the historical background of legislative sponsorship. 
For the chronology of privacy legislation and initiatives, the Electronic Privacy 
Information Center (EPIC) and the Privacy Rights Clearinghouse yielded a 
wealth of practical information and further additional resources.

The U.S. Department of Education, specifi cally its website and the train-
ing efforts of LeRoy Rooker, former director of the Family Policy Compli-
ance Offi ce (FPCO), have been the primary foundation for information and 
resources on FERPA. Notably, it is the Department of Education which has 
jurisdiction for the interpretation and enforcement of FERPA.

Publications and the website literature of the American Association of 
Collegiate Registrars and Admissions Offi cers (AACRAO) and the Council 
on Law in Higher Education (CLHE) were consulted in the interpretation 
and application of FERPA.

Lastly, the questions and comments of colleagues at my training pro-
grams and through other consultations contributed to the development and 
expansion of the practical tools and guides for the application of FERPA.

Acknowledgments
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Chapter 3

CLIFFORD A. RAMIREZ has worked in higher education for almost 20 years 
and is the founder and president of his own training and consulting com-
pany, Cliff Ramirez & Associates (www.pdrenterprises.net). The company, 
founded in 2004, offers higher education consulting in the areas of FERPA, 
registrar and student services, leadership and organizational development, 
and records management.

Working primarily in registrar operations, Cliff spent 14 years at UCLA. 
For two of his years at UCLA, Cliff assumed an additional part-time ap-
pointment as a staff welfare coordinator, becoming certifi ed as a Franklin 
Covey facilitator and laboring in the areas of professional development, 
organizational climate, and staff representation. Cliff has also worked in 
the registrar’s offi ces of both Pomona College and Antioch University Los 
Angeles. In addition, he was interim director of Admissions and Financial 
Aid at Antioch University Los Angeles.

Cliff has been active and visible in organizations such as the Pacifi c 
Association of Collegiate Registrars and Admissions Offi cers (PACRAO), 
the American Association of Collegiate Registrars and Admissions Offi c-
ers (AACRAO), the Council on Law in Higher Education (CLHE), and the 
UCLA Administrators and Supervisors Association (ASA). He served as 
the 2003 president of PACRAO and was elected to multiple terms as ASA 
president. Cliff has been a member of numerous committees and editorial 
boards, most recently for CLHE’s newsletter the Regulatory Advisor. Cliff 
has also served on the advisory board for LRP Publications’ The Success-
ful Registrar. Cliff is the founder of three prestigious institutes: the PAC-
RAO Emerging Professionals Institute (EPI) in 2003, the ASA Leadership 
Development Institute in 1997, and the UC Management and Leadership 
(UCML) Conference in 1995.
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In the year 2000, Cliff assumed the post of manager for Training and 
Communication Services in the Registrar’s Offi ce at UCLA. Charged with 
FERPA training responsibilities, Cliff created a four-hour workshop en-
titled “Managing the Privacy of Student Records” and went on to pub-
lish his textbook and the facilitator’s guide for this workshop through 
LRP Publications. He has written two other books—The FERPA Transition: 
Helping Parents Adjust to Higher Education Records Laws (2004) and Records 
Management in Higher Education (2006), the latter in collaboration with col-
league Linda Arquieta-Herrera. Most recently, he worked with attorney 
Aileen Gelpi on updates to The FERPA Answer Book for Higher Education 
Professionals.

Cliff is a regular presenter on FERPA at workshops, conferences, and other 
professional development events. Cliff has been featured in numerous nation-
al audio conferences, as well as in webinars and a training video.

A native of Southern California, Cliff attended the University of Notre 
Dame, from which he graduated cum laude with a B.A. in English. Cliff 
attended the Jesuit School of Theology at the Graduate Theological Union 
in Berkeley, California, while studying for the Roman Catholic priesthood. 
He worked in the banking industry for 12 years, in both Northern and 
Southern California, before coming to higher education.

Currently, Cliff is the FERPA expert for College Parents of America 
and on the advisory board for Docufi de, Inc. He is a member of the Reg-
istrars and Enrollment Services Consulting for Colleges and Universities
(RESCCU) team and is affi liated with Painted Dreams Ranch (PDR)
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Chapter 1

       FERPA and the Regulatory 
Universe of Privacy          

 WHEN THE FEDERAL Family Educational Rights and Privacy Act (FERPA) 
was germinating in the legislative consciousness of Washington, the  nation —
 and, indeed, the entire world — was immersed in an intense  dialogue and 
heated debate about how to manage the explosion of information and data 
in every facet of government, business, and industry.  

Who was keeping information about private individuals? How were they 
storing, maintaining, and releasing that information? What rights allowed 
them to do so? And what rights did private citizens have in this escalating 
inundation of unsupervised and unregulated data and information?

  No one shall be subject to arbitrary interference with his privacy, 

family, home, or correspondence, nor to attacks upon his honor and 

reputation. Everyone has the right to protection of the law against 

such interference or attacks. 

  — UNIVERSAL DECLARATION OF  HUMAN RIGHTS,

United Nations, 1948   

 From the global and national discourse on privacy, legislation emerged in 
the United States that, however different in format from its European coun-
terparts, sought to establish and ensure universal tenets for in formation and 
records management that would impact every sector of our society.  

For the higher education community, FERPA has had the dominant 
impact. But as American society and campus operations have become 
 increasingly complex, other legislation has affected institutional policy 
and procedure so that a thorough understanding and appreciation of the 
 privacy debate is necessary to ensure comprehensiveness and compliance 
in our daily practice and work responsibilities.

  Toward the Codifi cation of Privacy Rights 
The Constitution of the United States recognizes the privacy of United States 
citizens as an inalienable right, both explicitly and implicitly. The Fourth 
Amendment codifi es the right of individuals “to be secure in their persons, 
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2 FERPA Clear and Simple

houses, papers, and effects, against unreasonable searches and seizures” and 
goes on to set limits and specifi cations for such searches and  seizures.  Privacy 
advocates have also used the First Amendment right to free  assembly and 
provisions in both the Ninth and Fourteenth Amendments to  further base 
legal challenges supporting the privacy of individuals.

In 1890, attorneys Samuel Warren and Louis Brandeis, founders of 
the distinguished Boston law fi rm Nutter, McClennan, & Fish, published 
an article in the Harvard Law Review entitled “The Right to  Privacy.” In 
addition to coining the expression “the right to privacy,” the article is 
considered the fi rst publication to argue for individual privacy and 
to  advocate for legislation that would provide legal protections and 
 remedies against the invasion of privacy. Warren and Brandeis incorpo-
rated the phrase “the right to be let alone” in their text, quoting the 1834 
 Supreme Court case of Wheaton v. Peters and A Treatise on the Law of Torts, 
a 1888  textbook by T. M. Cooley. In these initial platforms on privacy, the 
contention was generally viewed as one between the private individual 
and government.

In fact, the dialogue on privacy has frequently focused on the relation-
ship between government and private citizens. Historians often summarize 
the immigration to the New World as an escape from a European system 
that was attempting to fetter the private citizen and deprive him of personal 
and public freedoms. Against the prospect of such tyranny and control, the 
American Revolution was waged and a new nation forged.

As American society evolved, the fl edging nation would experience 
and be forced to deal with many of the same challenges that have faced 
governments since the dawn of civilization. With advances in industry, 

Wheaton v. Peters
Wheaton v. Peters, in 1834, is considered the fi rst ruling by the U.S. Supreme Court on copyright. The 

case involved two reporters of the courts in Pennsylvania—Henry Wheaton and his successor, Richard 

Peters. Wheaton had compiled court rulings, arguments, and summations in a set of 24 volumes for 

use by attorneys. When Peters took over, he continued to provide the same service but streamlined 

the content of Wheaton’s earlier work. Reduced to just six volumes of materials, Peters’ less expensive 

work quickly became more popular than Wheaton’s.

After Wheaton sued Peters in the Pennsylvania courts and lost, he appealed his case to the 

Supreme Court. The Supreme Court, however, upheld the lower court’s ruling and, in essence, created 

legislation regarding copyright that set written work apart from patents for inventions and other 

 creations. The Court upheld the property of writers but also held that individuals could not hold 

 copyrights on the decisions and rulings of the court system.
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technology, and business practice, the privacy debate would arise again in 
a new context.

In the years following World War II, distrust and suspicion swelled 
across America in response to widespread government initiatives to 
 conduct national census activities. The compilation of a massive database 
about private citizens raised fear and anxiety about the potential misuse of 
such data. European immigrants, in the shadow of the Holocaust and the 
attempted extinction of the Jews, were wary of government interest in eth-
nicity and religious affi liation. In truth, memories were still all too recent 
regarding the branding, stamping, and tattooing practices infl icted upon 
prisoners in the Auschwitz concentration camp complex. The post-World 
War II population of the United States included many, citizen and refugee 
alike, who had witnessed or escaped the crimes of Nazi Germany.

The introduction and use of any type of national identifi cation system 
in the United States was an understandable cause for concern. After all, 
even in the United States, ethnic identifi cation efforts had already been 
used to locate Japanese immigrants for relocation and internment during 
the Pacifi c confl ict.

In the wake of World War II, Europe had quickly organized efforts to 
protect the privacy of citizens against big government. In 1970, the  German 
centralization of computer records regarding citizens spawned the fi rst 
 privacy laws. Sweden passed the fi rst national data protection law in 1973 
and initiated a process to issue national identity (ID) cards. A similar initia-
tive was launched in Great Britain as England centralized the issuance of 
national drivers’ licenses.

As country after country embarked upon its own privacy legislation, 
it became apparent to the Europeans that national initiatives would soon 
impact international economic trade. A British company that had  applied 
to produce magnetic stripes for Sweden’s ID cards was denied the  contract 
because in Sweden’s evaluation, British law did not provide suffi cient 
 protections for the privacy of information about Swedish citizens. To 
 facilitate trade and commerce among the European nations, an initiative 
was launched to establish international agreements on privacy, trade, and 
communication.

On January 28, 1981, the Council on European Convention for the 
 Protection of Individuals with Regard to the Automatic Processing of 
 Personal Data came together in Strasbourg, France, setting into motion the 
events that would lead to the fi rst international law on data protection. The 
Data Protection Act was ratifi ed and enacted on October 1, 1985, in France, 
Germany, Norway, Spain, and Sweden. Other Europeans countries would 
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subsequently follow. Then, in 1995, the European Union’s Data Protection 
Directive was adopted.

Despite the national and international legislative developments, 
 however, it soon became apparent, through assessments and surveys 
 conducted throughout Europe, that individual citizens remained unaware 
of their personal rights and protections. This was a tremendous concern 
for the Council of Europe, which had incorporated public education into 
its mission.

On January 28, 2007, the fi rst Data Protection Day was held throughout 
Europe. Organized by the Council of Europe, the intent of the celebration 
was to commemorate the beginning of dialogue on privacy and individual 
protections and to educate citizens throughout the continent about their 
rights. Individual member nations were encouraged to determine, budg-
et for, and sponsor educational and social events for their citizens. The 
council’s website was used as an organizational base to compile a listing 
of events throughout Europe and to promote unity for the multinational 
initiative.

The Adoption of Fair Information Practices
With the exception of some European infl uences, the story of privacy in 
America took a somewhat different course.

It was a long time before the work of Warren and Brandeis would sig-
nifi cantly impact legal thought in America. Despite foundations in the U.S. 
Constitution, privacy was essentially left to state and local courts, lead-
ing to inconsistencies across court jurisdictions. In many views, privacy 
was understood as a personal right, one that ends with the death of an 
individual and one that only generated legal action when an invasion of 
privacy was determined to have occurred. Because privacy was viewed as 

Council of Europe
The Council of Europe was founded in 1949 with the objective of promoting and facilitating unity 

among the nations of Europe. The council’s specifi c goal is developing throughout Europe “common 

and democratic principles based on the European Convention on Human Rights.”

Headquartered in Strasbourg, France, the council comprises 47 member countries. The council also 

claims fi ve observer countries: the Holy See, the United States, Canada, Japan, and Mexico.

The council’s website is www.coe.int.
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a personal right, corporations and partnerships were judged to possess no 
particular right to privacy.

These premises would be challenged over the years through cases that 
would be heard by courts at every level. It was not until Olmstead v. United 
States that Brandeis would once again incorporate the phrase “the right 
to be left alone” in his legal arguments. From those 1928 proceedings, the 
fi rst wiretapping case heard by the U.S. Supreme Court, concerns about 
privacy exploded, eventually expanding beyond mere protection against 
government inquiry.

In 1965, a Special Inquiry on Invasion of Privacy was convened by the 
U.S. House of Representatives. The House Committee on Government 
 Operations examined a diverse variety of activities where the privacy of 
 citizens could potentially be invaded and violated. The areas probed focused 
upon operations within the federal government, including the  psychological 
testing of employees and applicants, the use of data from farm census ques-
tionnaires, and the confi dentiality of federal investigations, employee fi les, 
and income tax returns. The committee’s scrutiny extended to an examina-
tion of surveillance practices at government facilities, including electronic 
eavesdropping, mail deceptions, prying into private trash, and even to the 
existence of strategic peepholes.

Underlying those discussions in the mid-1960s was the emerging re-
alization that, with the advent of computers and technology, the stage was 
being set for the formation of a national database on U.S. citizens. With 
personally identifi able information (PII) about individuals being system-
atically collected by a number of federal agencies, it would not be diffi cult 

Louis Dembitz Brandeis
Born in 1856 in Louisville, Kentucky, Louis Dembitz Brandeis was an attorney, Supreme Court Justice, 

and prominent advocate for free speech, privacy, women’s rights, trade unions, and the minimum wage.

Attending schools in Louisville and Dresden, Germany, Brandeis graduated from Harvard University. 

He practiced law in Boston before being appointed to the U.S. Supreme Court by President Woodrow 

Wilson in 1916. He was the fi rst Jewish Supreme Court Justice in U.S. history and was the leader of the 

American Zionist movement. In addition to infl uencing Wilson’s New Freedom economic doctrine, 

Brandeis published two important works in 1914: Other People’s Money and How the Bankers Use It and 

Business–A Profession.

Upon his death in 1941, Brandeis was cremated and his remains were transported to the Louis D. 

Brandeis Law School at the University of Louisville, where many of his personal fi les are archived. In 

1948, Brandeis University was founded in Waltham, Massachusetts, and named in his honor.
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or inconceivable to compile, collate, and index data to create extensive and 
comprehensive profi les about private citizens.

The real danger is the gradual erosion of individual liberties 

through automation, integration, and interconnection of many 

small, separate record-keeping systems, each of which alone may 

seem innocuous, even benevolent, and wholly justifi able.

—US PRIVACY STUDY COMMISSION (1977)

Agencies were already using social security numbers (SSN) as an  index. 
Establishing the SSN as a “standard universal identifi er” (SUI) would 
 facilitate the creation of a national database and its speedy population 

Social Security Numbers
The social security number (SSN) was established in 1936, when the New Deal Social Security Program 

was enacted through the Social Security Act (42 USC §405(c)(2)). Initially established as a means to 

track individual accounts within the Social Security Program, the number has since become a national 

identifi cation (ID) number, beginning with its usage by the U.S. Army and the Air Force in 1969.

Initially, individuals did not need an SSN until the age of 14 or when an individual could fi rst 

 participate in the work force and fi le federal income taxes. By 1986, the minimum age was lowered to 

5, since dependent children could be claimed on federal income tax forms. By 1990, age 1, or as soon 

as possible after birth, became the norm for procuring an SSN.

The nine-digit structure of the SSN is delineated AAA-GG-SSSS. The AAA, or area number, refers to 

a geographical region, not necessarily a state. By 1973, area numbers were based upon zip codes. The 

group number (GG) is used to provide natural breaks in blocks of allocated numbers. The SSSS is the 

serial number assigned to specifi c individuals. There are some number structures that are not used in 

the SSN. These include all zeroes in any one of the numbers groupings, numbers beginning with 666, 

and certain number sequences that have been set aside for advertisement purposes.

Social security accounts were established to provide for the economic welfare of citizens. The fi rst 

laws for public welfare date back to the English Poor Law of 1601, which the colonists brought with 

them to the New World. In his last pamphlet, Agrarian Justice, Thomas Paine, in 1795, argued for the 

establishment of a public system to provide economic security for citizens. But the fi rst systematic pro-

gram was not devised until 1862 when legislation established the Civil War Pension Program, designed 

to care for soldiers after the war and for the widows and children of disabled soldiers. Despite numer-

ous amendments through the early 1900s, the program was never extended to the general public.

As far back as 1862, company pension programs sought to address economic security for workers. The 

Alfred Dolge Company, a producer of pianos and organs, was one of the fi rst to establish such a program. 

As late as 1932, however, less than 15% of the work force was covered by any type of pension program.

The Social Security Program began making its fi rst payments in 1937, initially in single, lump sums 

to the benefi ciary. In 1939, an amendment to the Social Security Act established the monthly payment 

system, which has been in use since 1940.
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with vital and confi dential information. No one could be sure about how 
much data sharing was occurring between agencies of the federal govern-
ment. And given the fact that the government was comprised of numerous 
 agencies, who would challenge the appropriateness of such information 
sharing, especially since it was all supposed to be one government?

The availability of information, questions about the transmission and 
access of data, and the security of information were issues that cried out 
for answers and raised concerns for many citizens. But in the early and 
mid-1960s, an organized platform for dialogue and activism was essen-
tially nonexistent in the United States. A model would soon emerge from 
Europe, however, where international commerce would drive the discus-
sion and compel the fi rst privacy laws regarding personal information.

Concerns about privacy, databases, and information access continued 
into the next decade. As already mentioned, privacy became a global con-
cern that expressed itself in different ways and in a variety of arenas—in 
medical, fi nancial, commercial, and communications.

In Europe, Sweden took the lead with strategies and dialogue that 
evolved into the adoption of what became known as the Fair Information 
Practices. Privacy Commissioners were soon designated in a number of 
European countries, as well as in Canada, Australia, New Zealand, Japan, 
and Hong Kong.

The Fair Information Practices would strongly infl uence the 
 de vel o pment of privacy legislation in the United States. Among the 
 privacy discussions taking place in the early 1970s was one that focused 
on the  privacy of  medical records in the wake of mounting computeriza-
tion. A task force was  convened under the direction of the U.S. Department 
of Health,  Education, and Welfare (HEW) and, in 1973, it issued a report 
 entitled “Records,  Computers, and the Rights of Citizens.”

The HEW report is signifi cant in the development of and its infl uence 
on privacy legislation in the United States. Its achievements included the 
following.

Code of Fair Information Practices. The report established a Code of Fair In-
formation Practices, based upon practices developed and established in 
Europe. This code set the standards and defi ned benchmarks for best prac-
tices in privacy legislation and records and information management.

Privacy Legislation. The report recommended that Congress pass 
legislation to adopt the code for all organizations maintaining auto-
mated personal data systems. The recommendations included not 
only requirements for the documented specifi cation of protections 

•

•
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8 FERPA Clear and Simple

and safeguards but a mandate for annual disclosures of policy and 
 practice to the public.

Restrictions on Using the Social Security Number. Concerned with the poten-
tial of using the SSN to establish a standard universal identifi er (SUI), the 
report recommended that the SSN should be used only where absolutely 
necessary or where existing legislation already required the use of the 
SSN. Further, the report stipulated that no citizen should be  compelled 
to provide an SSN unless required by Congressional ruling.

All of these provisions directly infl uenced the passage of the Privacy Act 
of 1974, as well as the numerous privacy regulations that followed. Of prime 
importance was the codifi cation of the Fair Information  Practices, not only 
as a precursor to subsequent privacy legislation and records  management 
initiatives but as a qualifi cation of the United States’  participation in the 
global economy.

The U.S. Code of Fair Information Practices
The 1973 HEW task force identifi ed fi ve key components in its Code of 
Fair Information Practices. A generation after their adoption, these prac-
tices may seem logical and self-evident. However, one must remember that 
the political, economic, and technological climate of the early 1970s was a 
very different landscape from that of our 21st century. The code not only 
infl uenced subsequent privacy legislation but provided a solid foundation 
for best practice and for determining policy and procedure in records and 
information management in nearly every U.S. industry.

A brief examination of the Code of Fair Information Practices will 
 contribute to a deeper understanding of FERPA as well as provide some 
guidance for policy development strategies in all areas of college and 
 university administration.

The fi rst two Fair Information Practices are a prohibition against  secrecy 
and a mandate to disclose the existence of a database and its contents to 
the population about whom the database is compiling information. Any 
entity that collects and maintains personally identifi able information about 
individuals must disclose to its clients and to the public the fact that infor-
mation is being collected. Recordkeeping systems cannot remain secret or 
private. Individuals have a right to know that information is being kept 
about them—and, moreover, to know what information is being collected 
and how that information is being used.

The third tenet is designed to prevent secondary or “further disclo-
sure” of collected information. Further disclosure refers to the release of in-
formation beyond the recordkeeper, beyond those authorized to access the 

•

c01.indd   8c01.indd   8 7/29/09   9:54:40 AM7/29/09   9:54:40 AM
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data, including the individual identifi ed by the data. Entities that gather 
or receive data cannot use the information for anything other than for the 
purpose that was initially disclosed to the subjects of the data. In order 
to disclose information for any other purpose, the recordkeeper must fi rst 
 obtain the consent of the individual or individuals identifi ed by the data.

Because nothing is perfect, and because inaccurate or incorrect data 
can easily make its way into any information system, individuals have a 
right to seek to amend the information that is being kept about them. This 
fourth practice implies that individuals must have some access to inspect 
the information that is being collected about them. Otherwise, how would 
individuals become aware of inaccuracies? More to the point, the code ad-
vocates distinct processes that allow individuals to request amendments to 
the content of records that are being maintained.

Lastly, recordkeepers have a responsibility to provide security protec-
tions for the data they keep. They must ensure that the information col-
lected will only be used for the purposes disclosed. Further, they must take 
the necessary precautions to prevent the misuse, misappropriation, and 
unauthorized access of data. Initially, these security concerns focused on 
physical access. By the end of the 20th century, however, electronic access 
would create the need for technological and virtual protections as well.

All of these practices are represented in the Privacy Act of 1974 and 
are evident in subsequent U.S. privacy legislation, such as the Fair Credit 
Reporting Act and FERPA.

CODE OF FAIR INFORMATION PRACTICES

Database Existence. A recordkeeping system that compiles and stores personally identifi able 

information about individuals must not be kept secret.

Primary Usage. Individuals whose personally identifi able information is being collected and 

stored have a right to know what information is being kept and how it is being used.

Secondary Usage. Individuals must be able to prevent recordkeepers from disclosing 

 personally identifi able information about themselves without their consent.

Amendments. Individuals must be able to correct or amend personally identifi able 

 information that is being stored about them.

Security Protections. Organizations that collect and store personally identifi able information 

about individuals must ensure that data will only be available for internal use and must take 

precautions to prevent the misuse of that data.

•

•

•

•

•
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10 FERPA Clear and Simple

The Privacy Act of 1974
On the heels of the HEW report and the country’s adoption of the Code of 
Fair Information Practices, both the U.S. House of Representatives and the 
U.S. Senate entertained separate and distinct legislative debates on privacy. 
Both were narrowly focused on the privacy of information that was being 
collected and maintained by agencies of the federal government. And both 
produced two somewhat different proposals for privacy in America.

HR 16373 was the proposal initiated in the House of Representatives, 
while S 3418 represented the Senate’s effort. While the Senate bill was viewed 
as the more rigorous in its requirements, the House bill was criticized as harsh-
er in its application of consequences or penalties. The House bill  required 
that damages or penalties could only be assessed against the government if 
a violation was demonstrated as “willful, arbitrary, or capricious.” But the 
House bill also proposed the creation of a Privacy Protection Commission to 
oversee the implementation and enforcement of its legislation.

The privacy and dignity of our citizens [are] being whittled away 

by sometimes imperceptible steps. Taken individually, each step 

may be of little consequence. But when viewed as a whole, there 

begins to emerge a society quite unlike any we have seen—a 

society in which government may intrude into the secret regions of 

a [person’s] life.

—ASSOCIATE JUSTICE WILLIAM ORVILLE DOUGLAS

The bill that President Gerald Ford signed in December 1974, and which 
passed into law the following year, was a compromise between the propos-
als of the House and the Senate. The Senate passed the amended legisla-
tion, known as the Privacy Act of 1974, on December 17. It was ratifi ed the 
next day by the House of Representatives.

The Privacy Protection Commission, originally proposed by the House 
bill, was reduced to a Privacy Protection Study Commission, with only 
advisory responsibilities. It had neither oversight nor enforcement authori-
ties. In 1977, however, the commission published its “Personal Privacy in 
an Information Society” report, detailing its concerns regarding inadequa-
cies of the Privacy Act of 1974. Among these was the defi nition of “system 
of records,” which limited application of the act to systems in which data 
retrieval was accessed by name, SSN, or some other personal identifi er. 
Further, public disclosure in the act was tied to publication in the gov-
ernment’s Federal Register, which the commission judged too limited in its 
circulation and accessibility.
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Features of the Privacy Act of 1974 included the following.

Application. The act applied only to certain agencies of the federal gov-
ernment and had no impact on state and local governments. Curiously 
enough, although the Offi ce of the President was covered by the act, 
the act applied to neither the House nor the Senate.

Appeals for Amendment. Assuring individuals that they can seek to 
amend records, the act stipulated that if a request for amendment is 
refused, the recordkeeper must advise the individual of an appeal pro-
cess and allow 30 days for an appeal to be submitted. Individuals may 
also provide a statement to the recordkeeper detailing their objections 
to any record and that statement must be retained and disclosed by the 
recordkeeper whenever the disputed record is disclosed.

Disclosures without Consent. The act detailed exceptions to its require-
ment of prior consent for further disclosure of information beyond the 
purpose for which the data was initially collected. Among the excep-
tions is one for “routine use” by government agencies, which critics 
claim has been abused over the years.

Retention Requirements. To ensure an audit trail, records of disclosures 
must be retained for a period of fi ve years. With the exception of records 
detailing disclosures for law enforcement purposes, these records of 
disclosure must be made available for inspection whenever requested 
by the individual identifi ed in the records.

Data Minimization. Agencies must maintain only those records that are 
“relevant and necessary” to accomplish their purposes. The intent was 
to prohibit the collection and maintenance of information for which the 
agency had no right or privilege to maintain.

Data Sharing Limitations. Agencies that share data must do so by writ-
ten agreement, detailing purposes, legal authority, data matching prac-
tices, and other information relevant to the exchange of information. 
The agreement must be renewed every 18 months and must be made 
available to the public, the Committee on Government Affairs of the 
Senate, and the Committee on Government Operations in the House.

Right to Sue. Individuals can sue to have their records amended and can 
recover reasonable attorney fees and litigation costs from the United 
States government. Courts can also rule against agencies for any viola-
tion of other parts of the Privacy Act if the violation is determined to be 
“intentional or willful.” In addition to reasonable attorney fees and costs, 
the act specifi ed that individuals could recover no less than $1,000.
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Criminal Penalties. A number of criminal actions and penalties are 
 defi ned. Government employees who knowingly and willfully 
 disclose personally identifi able information may be found guilty of a 
 misdemeanor and be fi ned up to a maximum of $5,000. Agencies may 
be fi ned up to the same maximum amount for failure to disclose the 
existence of their systems of records. In addition, the act provided that 
anyone who requests records under false pretenses may be found guilty 
of a misdemeanor and fi ned a maximum of $5,000.

Use of the SSN. No federal, state, or local agency can require anyone to 
provide a social security number, unless such disclosure is required by 
federal statute. Agencies that require individuals to provide an SSN 
must disclose by what legal authority the requirement is being made.

Oversight. The director of the Offi ce of Management and Budget (OMB) 
was designated to have oversight authority for the implementation and 
enforcement of the Privacy Act of 1974.

Section 1983: Right to Sue
Section 1983 of  Title 42 of the U.S. Code has its beginnings in the Ku Klux Klan Act of 1871 and the 

Civil Rights Act of 1872. Requested of Congress by President Ulysses S. Grant, the legislation was en-

acted as an emergency measure against the growing racial violence and social unrest that struck the 

Southern states following the end of the Civil War.

More than a century later, Section 1983 continues to serve as the basis by which citizens enforce 

their Constitutional rights.

Every person who, under color of any statute, ordinance, regulation, custom, or usage of any State or 

Territory or the District of Columbia, subjects, or causes to be subjected, any citizen of the United States 

or other person within the jurisdiction thereof to the deprivation of any rights, privileges, or immuni-

ties secured by the Constitution and laws, shall be liable to the party injured in an action at law, suit in 

equity, or other proper proceeding for redress.

U.S. Offi ce of Management and Budget
The United States Offi ce of Management and Budget (OMB) is the largest offi ce within the Executive 

Offi ce of the President of the United States (EOP) and is a cabinet-level offi ce. It performs administrative 

responsibilities for the White House by overseeing the activities of the many federal agencies. The OMB 

gathers data for the President’s annual budget as well as communicates with the agencies.

The OMB is run by six managers, all of whom are appointed by the President and approved by the 

Senate. Among the directors are the administrators of the Offi ce of Information and Regulatory Affairs, 

the Offi ce of Federal Procurement Policy, and the Offi ce of Federal Financial Management.

The OMB’s website is www.whitehouse.gov/omb.
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Sector Approach to Privacy
Except for the adoption of the Code of Fair Information Practices, the 
United States embarked upon an approach to privacy that differed signifi -
cantly from the European approach. Whereas European strategy  consisted 
of comprehensive legislation and the national designation of privacy 
 secretaries or ministers, the U.S. undertook what has been called a sector 
approach to privacy. That is, the development and enforcement of privacy 
standards in the United States is achieved through a mixture of federal, 
state, and local legislation as well as through self-regulation within the 
various sectors of business and industry.

Examples of Privacy Initiatives in the United States

Year Legislation/Action Focus

1968 Wiretap Act Written, oral, and, later, electronic communications

1970 Fair Credit Reporting Act (FCRA) Accuracy, fairness, and privacy of consumer credit information

1974 Privacy Act of 1974 Personally identifi able information collected and maintained 

by government agencies

1974 Family Educational Rights and 

 Privacy Act (FERPA)

Privacy of student education records

1996 Health Insurance Portability and 

 Accountability Act (HIPAA)

Portability of health insurance coverage and standards for 

c ommunication of medical records

1996 Economic Espionage Act Protection of trade secrets

1999 Gramm-Leach-Bliley Act, or 

Financial Modernization Act

Protection of consumer information held by fi nancial

institutions

2000 Safe Harbor Program Framework of privacy standards for information exchange 

proposed to avoid interruptions in business between the U.S. 

and Europe

2001 Uniting and Strengthening America 

by Providing Appropriate Tools 

Required to Intercept and Obstruct 

Terrorism (USA PATRIOT) Act

Increased government authority to investigate and deter 

 terrorism

2002 Homeland Security 

Information  Sharing Act

Sharing of Homeland Security information with state and local 

entities

2002 Sarbanes-Oxley Act Corporate fi nancial reporting and accounting fraud

2003 Fair and Accurate Credit 

 Transactions (FACT) Act

Amendments and enhancements to Fair Credit Reporting Act

2004 Identity Theft Penalty 

 Enhancement Act

Aggravated identity theft established as a federal crime
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14 FERPA Clear and Simple

Each facet of American enterprise has developed its own legislation to 
address specifi c issues within its unique operations. Federal regulations 
were established where economic and informational transactions involved 
either government recordkeepers or national and international business 
endeavors. State and local governments developed geographically specifi c 
policies and rules that, while limited to a defi ned jurisdiction, have also 
contributed to broader debates and inspired adaptations in arenas beyond 
their original applicability.

California was the fi rst state to establish an Offi ce of Information Se-
curity and Privacy Protection, a state agency charged with promoting and 
protecting the privacy of individual consumers. In 2003, the California Sen-
ate passed Senate Bill 1386 (SB 1386), called the California Security Breach 
Information Act or California Information Practice Act. SB 1386 is directed 
at all individuals and businesses that conduct operations in the state of 
California and who collect and manage personally identifi able informa-
tion about consumers. The bill requires these entities to notify affected 
individuals whenever there is a breach of their information systems that 
compromises the personally identifi able information they maintain. Since 
the enactment of SB 1386 in California, other states have passed similar 
legislation protecting their own residents.

Another aspect of this sector approach to privacy regulation has been 
the development of professional associations and organizations to estab-
lish standards within their theater of operations and to provide collegial 
guidance for the promulgation of best practices and ongoing professional 
development. The American Medical Association (AMA), the American 
Dental Association (ADA), and the American Bar Association (ABA) are 
prominent examples of such profession-specifi c organizations. In some 

California Offi ce of Information Security 
and Privacy Protection

California Senate Bill (SB) 90 created the Offi ce of Information Security and Privacy Protection (www.oispp.

ca.gov/) in 2000. The offi ce opened for business in 2001, with two distinct offi ces, each with a specifi c purpose.

The Offi ce of Privacy Protection was created to focus on consumer protections and to monitor 

consumer privacy.

The Offi ce of Information Security, which existed as part of the State Department of Finance, 

 focuses on the privacy of data gathered and maintained by state government agencies.

Both divisions encourage adherence to fair information practices.

•

•
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fi elds, strategy-specifi c groups have arisen such as the American Society 
for Training and Development (ASTD) and the Association of Records 
Management Administrators (ARMA), now ARMA International. The list 
goes on and on.

Higher education has benefi ted from the work and contributions 
of such organizations as the National Education Association (NEA), the 
American Association of Collegiate Registrars and Admissions Offi cers 
(AACRAO) and its regional chapters, the National Association of College 
and University Business Offi cers (NACUBO), and the Council on Law in 
Higher Education (CLHE).

Common threads throughout the development of privacy legislation 
in the United States have evidenced the widespread impact and infl uence 
of the HEW’s adoption of the Code of Fair Information Practices and the 
implementation of standards established for government recordkeeping 
through the Privacy Act of 1974. In many cases, their infl uences are direct 
and immediately apparent, utilizing language and practice that merely 
translates the original guidance to industry-specifi c protocols.

It is legislation, records management strategies, and basics of student ser-
vices administration that fi nally come together in a national approach for the 
education sector in the Family Educational Rights and Privacy Act (FERPA).

American Association of Collegiate
Registrars and Admissions Offi cers

The American Association of Collegiate Registrars and Admissions Offi cers (AACRAO) is an internation-

al, nonprofi t organization representing professionals in higher education admissions and registration 

offi ces. Founded in 1910 as the American Association of Collegiate Registrars (AACR), the association 

has grown swiftly from its initial group of only 24 higher education professionals.

AACR changed its name to AACRAO in 1949. By 2008, the association boasted 10,000 members 

from some 2,500 institutions in 30 countries. Across the United States, state and regional associations 

focus efforts in specifi c geographical areas.

AACRAO serves its membership in a variety of ways, providing professional development programs, 

annual conferences, and other events. Business activities also include publications and newsletters, 

consulting, and legislative interpretation and guidance.

AACRAO has also become a respected source for information on foreign education and evaluations. 

What began as a cooperative agreement with the U.S. Agency for International Development in 1964 

eventually evolved into the creation of an AACRAO-AID Offi ce and fi nally the Offi ce of International 

Education Services.

AACRAO is headquartered in Washington DC. The Association’s website can be found at 

www.aacrao.org.
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16 FERPA Clear and Simple

Regulations for Student Records Privacy
In 1974, within the regular proceedings of the U.S. Senate, Senator James 
Buckley of New York proposed an amendment to the General Education 
Provisions Act (GEPA). The new section, sometimes referred to as the 
Buckley Amendment, was formally entitled “Protection of the Rights and 
Privacy of Parents and Students” and focused on safeguarding the privacy 
of education records. On August 21, 1974, President Gerald Ford signed 
into law the federal Family Educational Rights and Privacy Act (FERPA) or 
the Education Amendments of 1974.

In the canon of U.S. Law, FERPA is codifi ed at 20 USC §1232g and 
 assigned to 34 CFR §99.

The “USC” in the fi rst citation refers to the U.S. Code. FERPA is cataloged 
at Title 20, Chapter 31, Subchapter III, Part 4, §1232g of the U.S. Code. The 
U.S. Code establishes the policy from which the regulations fl ow in the CFR.

“CFR” refers to the Code of Federal Regulations, the catalog of legisla-
tive literature approved and passed into law by the federal government. 
§99, or Part 99, is the particular section of the 34th index or volume that 

Council on Law in Higher Education
The Council on Law in Higher Education (CLHE) is a nonprofi t organization that provides a variety 

of resources to higher education leaders in the areas of government legislation, interpretation, and 

guidance. Founded in 1998 by attorney Daren Bakst, CLHE has published newsletters such as The 

Regulatory Advisor and, in 2004, a collaborative compendium entitled Privacy in the 21st Century.

CLHE’s website can be found at www.clhe.org. The website includes links to various government 

branches and legislative bodies as well as extensive search tools for both federal and state govern-

ment agencies and legislation.

James Lane Buckley
A one-time hopeful for the Republican presidential nomination, James Lane Buckley hails from New 

York City, where he was born in 1923. A Yale graduate, Buckley served in the Navy and later worked as 

a corporate director and vice president. In 1971, as a candidate of the Conservative Party of New York, 

he was elected senator and served until 1977. Senator Jesse Helms led a group of Republicans who 

encouraged Buckley to run for president, but the nomination that year went to Gerald Ford.

In 1982, Buckley was named President of Radio Free Europe and held the post until 1985, when 

President Ronald Reagan appointed him to the U.S. Court of Appeals for the District of Columbia. 

Buckley served as a federal judge until 2000.

In 1975, Buckley published If Men Were Angels: A View from the Senate.
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is specifi cally FERPA. Whenever text in the regulatory language refers to 
FERPA as a whole, it means 34 CFR §99 and may use the phrase “this part” 
when referring to itself in its legislative entirety.

References to paragraphs or regulatory citations in sections of the CFR 
are often prefaced with the legal icon for paragraph or section: §. Once 
context within a particular CFR is established, as with 34 CFR §99, specifi c 
citations to language within the regulations may be indicated as simply 
§99 and the specifi c paragraph or line. For example, §99.2 was the citation 
quoted in the Preface. Throughout this publication, direct quotes from the 
FERPA regulations are so listed.

Once it was signed by President Ford, FERPA was set to go into effect 
on November 19, 1974. The new act, however, contained so many ambi-
guities that numerous questions and concerns about its implications and 
enforcement were raised—not only by the education community but by 
the bill’s sponsors as well. Taking into account issues raised by institu-
tions, students, and parents, Senator Buckley and his colleague, Senator 
Claiborne Pell, collaborated on and presented a “Joint Statement in Expla-
nation of the Buckley/Pell Amendment.” Passed on December 13, 1974, 
the Joint Statement amended the original Buckley Amendment and was 
made retroactive to FERPA’s effective date.

As a privacy regulation, FERPA was designed to apply to both K–12 
and postsecondary education. The language of the regulations refl ects this 
applicability. But discussion continued about the application of privacy to 
the K–12 environment, identifying a need for even greater protections since 
the subjects of K–12 schools were minors. In 1978, the Protection of Pupil 
Rights Amendment (PPRA), or the Hatch Amendment, was proposed and 

Claiborne de Borda Pell
Senator Claiborne Pell is best known to the education community for his efforts in the creation of the 

Basic Educational Opportunity Grants, or Pell Grants, which he proposed in 1973. A native of New York, 

where he was born in 1918, he served as its Democratic senator between 1961 and 1997.

A graduate of Princeton and Columbia, Pell went on to serve in the U.S. Coast Guard and the Coast 

Guard Reserve. For a time, he worked in the U.S. Department of State, serving in Czechoslovakia, Italy, and 

Washington, D.C. Upon retiring from the Senate, he was appointed as a delegate to the United Nations.

Pell was a strong supporter of education and was the primary force behind the bills that created the 

National Endowment for the Arts and the National Endowment for the Humanities. He was also an advo-

cate of mass transportation, recognized by the renaming of Newport Bridge to the Claiborne Pell Bridge.

The Pell Center of International Relations at Salve Regina University is named in Senator Pell’s 

honor. He passed away on New Year’s Day, 2009.
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18 FERPA Clear and Simple

passed to address the additional concerns in the primary and secondary 
school environment.

At the same time, the Family Policy Compliance Offi ce (FPCO) was 
established in the U.S. Department of Education and given responsibility 
for the administration, interpretation, and enforcement of both FERPA and 
the PPRA.

Since its passage, FERPA has needed clarifi cations, amendments, and 
updates to stay current with the national education scene. For a number 
of years, little change was made to the FERPA regulations. But then in the 
1990s, a series of ameliorations addressed issues of the decade and FERPA 
concerns in a changing business and social landscape. Some of these changes 
were focused on specifi c incidents that drew national attention and affected 
both FERPA and higher education—such as the dorm hall murder of co-ed 

Protection of Pupil Rights Amendment
The Protection of Pupil Rights Amendment (PPRA) is the privacy legislation at 34 CFR §98 and applies to 

the K–12 segment of education that receives funding from the federal government. Passed in 1978 and 

amended in 2002, the statute is, like FERPA, administered by the Family Policy Compliance Offi ce (FPCO).

PPRA guarantees parental rights to involvement in the decision and policy-making process where 

surveys and nonemergency physical examinations of students are concerned. Local educational agencies 

(LEA) are required to notify parents of their policies on an annual basis at the beginning of the school year, 

disclosing their policies in regard to surveys, educational materials, and physical examinations. Notifi cation 

within a reasonable time period must also be made whenever there are any changes in policies.

Parents are guaranteed rights under PPRA, including the right to inspect and review educational 

materials and surveys as well as the right to opt out of or remove their children from participation in 

any survey. The No Child Left Behind (NCLB) legislation amended PPRA to require parental consent 

before the administration of surveys that include questions about the student or the student’s family 

in eight specifi c areas:

Political affi liations and beliefs

Religious practices or beliefs

Mental and psychological problems

Sexual behavior and attitudes

Behavior that is illegal, antisocial, self-incriminating, or demeaning

Critical appraisals of individuals with whom there are close familial relationships

Privileged relationships—ministers, physicians, lawyers, etc.

Income

The PPRA is sometimes referred to as the Hatch Amendment.

•

•

•

•

•

•

•

•
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Jeanne Clery, the escalation of alcohol and drug usage on campus, 9/11, and 
increased incidents of violence in the schools. In addition, other changes 
arose as legislation in other sectors of American society imposed their own 
amendments on FERPA and on how institutions conduct the business of 
education.

1974 December 31 Buckley/Pell Amendment

1979 August 6 Education Amendments of 1978

1979 October 17 Department of Education established

1990 November 8 Campus Security Act

1992 July 23 Higher Education Amendments of 1992

1994 October 20 Improving America’s Schools Act

1998 October 7 Higher Education Amendments of 1998

2000 October 28 Campus Sex Crimes Prevention Act

2001 October 26 USA PATRIOT Act of 2001

2008 December 9 Amendments of 2008

Amendments to FERPA over the Years

The most recent set of amendments was proposed in the March 24, 
2008, edition of the Federal Register. The amendments were surprisingly 
from the perspective of the sheer volume of changes proposed. In many 
ways, however, these extensive amendments held little that was new. The 
majority of the amendments signifi ed an incorporation of interpretation 
and guidance made by the Department of Education (ED) over the years. 
Some of the amendments incorporated much-needed updates; after all, 
records management practice in 2008 had evolved and experienced vast 
changes in application and policy since FERPA was fi rst proposed in 1974. 
And still other changes were incorporations of the impact of recent federal 
legislation to amend FERPA.

In the December 9, 2008, edition of the Federal Register, the fi nal FERPA 
regulations were issued. In essence, all of the proposed amendments were 
adopted, with relatively few changes made to the fi nal text of the proposed 
changes. Throughout this book, references to the March 24 and December 
9 editions of the Federal Register are quoted, with citations to the applicable 
page numbers in each of the publications.

FERPA continues to be amended as needed, as the changing cultural 
 environment and operational needs of our educational institutions warrant.

c01.indd   19c01.indd   19 7/29/09   9:54:45 AM7/29/09   9:54:45 AM
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Enforcement of FERPA
When it was passed in 1974, the enforcement of FERPA was initially  assigned 
to the Department of Health, Education, and Welfare (HEW). But in 1979, the 
HEW was reorganized. The Department of Education (ED) was born in 1980. 
Jurisdiction for the interpretation, adjudication, and enforcement of FERPA 
became the responsibility of the Family Policy Compliance Offi ce (FPCO).

Part of the ED in Washington, D.C., the FPCO is responsible for 
 administering both FERPA and the PPRA. LeRoy Rooker, the offi ce’s 
 longest-serving director, managed the FPCO from 1988 until early 2009.

Evolution of the U.S. Department of Education
Originally proposed by President Warren Harding in 1923, the Department of Health, Education, and 

Welfare (HEW) did not come into existence until 30 years later in 1953. President Dwight D. Eisenhower, 

using his reorganizational authority, created the department as a cabinet-level department, under a 

Secretary of Health, Education, and Welfare. HEW was the only such department to ever be created by 

presidential authority.

In 1979, the HEW was reorganized by the Department of Education Organization Act, signed by 

President Jimmy Carter. The act separated the department into two distinct entities—the Department 

of Education (ED) and the Department of Health and Human Services (HHS).

The ED opened its doors on May 4, 1980. It is the smallest of the cabinet departments, employing 

less than 5,000 people.

CONTACTING THE FAMILY POLICY
COMPLIANCE OFFICE (FPCO)

The Family Policy Compliance Offi ce (FPCO) may be contacted directly by school administrators, 

students, parents, and the general public by writing to:

Family Policy Compliance Offi ce

U.S. Department of Education

400 Maryland Avenue SW

Washington DC 20202–5920

(202) 260–3887 or FAX (202) 260–9001

Education offi cials only may send electronic inquiries to FERPA@ed.gov.

www.ed.gov/policy/gen/guid/fpco/index.html
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The FPCO regularly works with a myriad of constituencies— institutions, 
students, parents, state and local departments of education, government 
agencies, public and private organizations, and other citizens. Its scope of 
responsibility covers kindergarten, along with elementary, middle, junior, 
and high school (K–12), as well as higher education and other postsecond-
ary institutions. Since FERPA applies to education agencies, the offi ce also 
deals with providers of different services related to educational research and 
records management for the education community.

Inquiries to the FPCO are welcome; however, since the offi ce services 
the entire nation and deals with legislative interpretation and guidance, 
questions are best submitted in writing. Parents, students, and other citi-
zens should submit written correspondence by U.S. mail or fax. Education 
offi cials should check with the registrar of their individual institutions re-
garding local policy and practice prior to inquiring with the FPCO.

All communications, regardless of the delivery method, should include 
a few basic information items that affect the FPCO’s response. These items 
include the following:

Composer’s name and contact information (address, telephone number)

Full name of the school in question

Location of the school in question—complete address, city and state, 
and school district (if applicable)

It is important to provide location information since state and local law 
may sometimes have critical or intervening implications in regard to how 
an institution administers the federal regulations.

The FPCO maintains extensive information on the Department of Edu-
cation website and posts valuable and timely communications for parents, 
students, and institutional administrators. In addition to news and legis-
lative updates, the website houses a library of reference information on 
FERPA and other legislation affecting education in general. A collection 
of “Dear Colleague” letters share offi cial responses to inquiries and com-
plaints that provide offi cial interpretation, guidance, and instruction on is-
sues arising from the administration of FERPA.

As the primary interpreter, adjudicator, and enforcer of FERPA, the 
FPCO has the responsibility and authority to respond to complaints about 
alleged violations of FERPA. This is, in fact, one of the four guarantees that 
the regulations make: the right to fi le a complaint when FERPA rights are 
violated or thought to have been violated by institutions or educational 
agencies. The FPCO investigates, thoroughly examining the issue of the 
complainant, reviewing the processes and practices of the institution, and 
mediating a response that ensures compliance with FERPA.

•

•

•

c01.indd   21c01.indd   21 7/29/09   9:54:46 AM7/29/09   9:54:46 AM



22 FERPA Clear and Simple

Further discussion regarding the submission of complaints is provided 
in Chapter Three.

Applicability of FERPA and Penalties for Noncompliance
FERPA is referred to as a spending clause or spending statute, a defi nition 
that focuses the applicability of the regulations and identifi es the area of 
potential penalty. Indeed, both application and penalties are fi nancial, or 
fi nancially based.

Except as otherwise noted, in Section 99.10, this part applies to an 
educational agency or instituti nds have been made available under 
any program administered by the Secretary. . .

§99.1(a)

If an educational agency or institution receives funds under one 
or more of the programs covered by this section, the regulations 
in this part apply to the recipient as a whole, including each of its 
components (such as a department within a university).

§99.1(d)

The fi rst section of the regulations addresses the issue of their applica-
bility, noting specifi cally that if an institution receives monies or funding 
from the federal government, that institution is required to comply with 
FERPA. Funding includes fi nancial aid programs, and the regulations go 
on to mention specifi cally Pell Grants and the Guaranteed Student Loan 
Program. But funding can also include other government or agency grants, 
cooperative agreements, contracts, subgrants, and subcontracts with the 
federal government.

In its statement of applicability, the regulations go on, in §99.1(d), to 
clarify that not only is the institution as a whole required to comply with 
the regulations but that compliance is also expected from each and every 
component of the institution. In other words, the regulations do not merely 
govern operations in the records unit but apply to every department and 
offi ce throughout the institution.
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If the statement of applicability is to institutions that receive funding 
from the federal government, then the penalty for noncompliance is a loss 
of that federal funding. Noncompliance can be identifi ed in any area of an 
institution, but the consequence—a loss of federal funding—would impact 
the entire institution. It is a daunting realization that an institution could 
lose its eligibility to participate in federal funding based upon a violation 
that could occur in any one segment of its operational areas!

According to §99.66, when an investigation is undertaken and a determi-
nation of a violation has been made, the FPCO issues a formal notice of its 
fi ndings. It then allows the institution a reasonable amount of time to rectify 
the situation that created the violation. The “reasonable amount of time” is de-
termined by the nature of the complaint and the seriousness of the violation.

During this period, the FPCO works with the institution to bring the 
institution back into compliance with FERPA.

a.  The Offi ce reviews a complaint, if any, information submitted by 
the educational agency or institution, and any other relevant in-
formation. The Offi ce may permit the parties to submit further 
written or oral arguments or information.

b.  Following the investigation, the Offi ce provides to the complain-
ant, if any, and the educational agency or institution a written 
notice of its fi ndings and the basis for its fi ndings.

§99.66

If the Offi ce fi nds that an educational agency or institution has not 
complied with a provision of the Act or this part, it may also fi nd 
that the failure to comply was based on a policy or practice of the 
agency or institution. A notice of the fi ndings issued under para-
graph (b) of this section to an educational agency or institution that 
has not complied with a provision of the Act or this part—

1.  Includes a statement of the specifi c steps that the agency or insti-
tution must take to comply; and

2.  Provides a reasonable period of time, given all the circumstances 
of the case, during which the educational agency or institution 
may comply voluntarily.

§99.66(c)
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The situation that initiated the complaint may have been a misguided 
 policy or procedure or a departmental practice developed under errone-
ous information. It might also involve misunderstanding on the part of an 
 employee with regard to an institutional policy or procedure. Whatever the 
cause, once identifi ed, the institution must make the appropriate changes 
to bring itself into compliance with FERPA. If it does not, then the FPCO 
can utilize any number of actions—including the withholding of federal 
funding—to bring the institution into compliance.

If an educational agency or institution does not comply during the 
period of time set under §99.66(c), the Secretary may take any legal-
ly available enforcement action, including, but not limited to, the 
following enforcement actions available in accordance with part E 
of the General Education Provisions Act—

§99.67(a)

In the more than 35 years since its enactment, no institution has lost its 
federal funding. In investigating complaints of alleged violations of FERPA 
rights, the FPCO has always worked with institutions to bring their policy 
and practice into compliance. This is not to say, however, that the threat 
may not become justifi ed by some future infraction.

One of the questions often voiced by staff in discussions about the 
 penalties under FERPA focuses upon whether a student has the right to 
sue under these regulations—and especially whether an individual re-
cordkeeper at an institution can be sued under FERPA. Although the Pri-
vacy Act of 1974 included a Section 1983 right to sue, that right was never 
 carried over into the fi nal language of the FERPA regulations. This does 
not mean that individuals and institutions cannot be sued under other 
privacy and ethics regulations and statutes. Depending upon the circum-
stances and upon the applicability of other state and local laws, legal suits 
may still be possible.

The issue of Section 1983 rights—the right to sue—has been raised nu-
merous times over the years and evidenced quite dramatically in the case of 
Gonzaga University v. Doe. In this case, John Doe sued Gonzaga University 
not only on the basis of a violation of his privacy rights but also for defama-
tion of character, a breach of his educational contract, and other complaints. 
In 1997, the Spokane County Superior Court ruled in the student’s favor, 
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awarding a sizeable monetary settlement. But the university appealed and 
the case was eventually heard by the U.S. Supreme Court. While most of 
the student’s award was preserved, the Supreme Court ruled that FERPA 
did not provide a basis for an individual’s right to sue. The Supreme Court 
 reversed the portion of the previous court’s award that had been based 
upon FERPA.

Although the Supreme Court ruling on Gonzaga University v. Doe ex-
plicitly determined that individuals have no right to sue under FERPA, the 
issue continues to be raised from time to time.

Moreover, the bases for the monetary awards in Gonzaga University v. 
Doe serve to illustrate the kinds of complaints that can be used as a basis for 
legal action against an institution. In other words, FERPA does not cover 
everything in regards to the wider implications of privacy and educational 

Gonzaga University v. Doe
In 1993, John Doe was an undergraduate student enrolled in the School of Education at Gonzaga 

University in Spokane, Washington. John planned to work in a Washington elementary school but 

would fi rst have to graduate and obtain an affi davit of good moral character from his school. Roberta 

League was the teacher certifi cation specialist at Gonzaga, working with Dr. Susan Kyle, director of 

Field Experience, Janet Burcalow, chair of the Education Department, and Dr. Corrine McGuigan, dean 

of the school.

In October 1993, League overheard a conversation between students accusing John of date rape 

and other aberrant sexual behavior. League took the news to Kyle, and the two began an investigation 

that included interviewing the alleged victim, Jane Doe. Despite confl icting reports and Jane’s request 

to Burcalow not to pursue the matter, McGuigan concluded that there was suffi cient evidence to pre-

clude her issuing an affi davit of good moral character on John’s behalf. John learned of this decision 

on March 4, 1994, after having submitted his fi nal tuition payment.

John fi led a suit against Gonzaga and League. Jane was initially included in the suit and she coun-

tersued. Later, however, John and Jane dropped their charges against each other, and Jane testifi ed via 

videotape and deposition that John had not sexually assaulted her.

In 1997, the Spokane County Superior Court decided in John’s favor, awarding damages that to-

taled $1.15 million. The damages included $100,000 for invasion of privacy, $500,000 for defamation, 

$55,000 for breach of educational contract, $50,000 for negligence, and $450,000 in punitive damages 

and for violation of FERPA rights.

The case went to the Washington Court of Appeals and then to the U.S. Supreme Court, which, in 

2002, endorsed the award on John Doe’s behalf except for the damages claimed under FERPA. In its 

decision, the Supreme Court concluded that FERPA’s nondisclosure provisions did not confer a private 

or individual right to sue. The only penalties defi ned in the FERPA regulations are the withholding of 

federal funds from institutions, which is an action administered solely by the Department of Education.
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rights. FERPA cannot be used as a basis for legal redress, but other legisla-
tion may very well provide those platforms.

Further, the case of Gonzaga University v. Doe illustrates quite clearly 
that education offi cials—not just their institutions—can be cited for com-
plaints and violations that escalate privacy rights beyond FERPA. FERPA 
trainers would do well to include ethics and moral responsibility as addi-
tional topics in their FERPA training curriculum.
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Chapter 2

                                 Understanding FERPA Basics          

 WHETHER OR NOT an institution has ever lost its federal funding as a result 
of a FERPA violation is essentially irrelevant. With the potential of losing 
government funding and grants as an ever - present, operational threat, it 
behooves institutions and their administrators to become intimately famil-
iar with FERPA — its defi nitions, its provisions, and its scope of liability for 
making determinations in both extenuating and day - to - day circumstances. 

 In an increasingly litigious world, it is important to understand the  intent 
and spirit of FERPA to fully understand the regulations. Chapter  One  of this 
book dealt with the regulatory environment out of which FERPA arises. As 
one of the many articulations of regulation and legislation that make up the 
exhausting body of legal literature for the United States, FERPA is not an iso-
lated expression. It must function in concert with other federal regulations and 
take into account where state and local jurisdiction may have implications. 

 While FERPA has application to the elementary through secondary school 
environment — what we call  “ K through 12 ”  (K – 12) — as well as to the post-
secondary environment, this publication focuses on the latter. And it is here 
where the tension with other laws and regulations is often most heartily felt. 

 In the college and university setting, FERPA assigns its privacy rights to 
students, nearly all of whom are 18 years or older. If these individuals were not 
in school, they would most likely be part of the working world, responsible 
for complying with the same laws and regulations that apply to other adult 
citizens. Hence, the FERPA regulations must co - exist and take into account the 
provisions of other national legislation, such as the Privacy Act of 1974, the Fair 
Credit Reporting Act, and the Code of the  Internal Revenue Service (IRS). 

 Understanding all of the intricacies and implications of regulatory  language 
is daunting to many individuals who are not accustomed to such stringent 
rhetoric. However, as familiar as college and university administrators may 
be with extensive policy and procedure, it is often a s urprise — and sometimes 
a befuddlement — to learn that while FERPA compels certain requirements, it 
also permits institutions to make individual determinations in other instances. 
The regulations are not without their own consideration and appreciation for 
educational practice, unique pedagogy, and institutional history. 
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 As it declares in  § 99.2, the purpose of FERPA is to protect the  privacy 
of education records. Recognizing that these education records relate to 
individuals, FERPA assigns rights consistent with other regulations and 
in the spirit of the Code of Fair Information Practices.  Finally, FERPA 
seeks to defi ne, interpret, and make decisions about the application and 
implications of those privacy rights in the education environment.   

Minors
The defi nition of a minor comes from civil law. It specifi es that a minor is an infant or a person who is 

under the age of legal competence. Generally, an individual ceases to be a minor when he reaches the 

age of either 18 or 21. The demarcation between a minor and an adult is that the adult is not prohib-

ited from certain acts and behaviors, such as drinking or purchasing liquor. Further, minors require an 

adult custodian, who becomes responsible not only for the nurturing but for the behavior—and the 

consequences of behavior—of the minor child.

The purpose of this part is to set out requirements for the protection 
of privacy of parents and student…

§99.2

 Terms such as student, record, attendance, and alumni are familiar to 
postsecondary administrators. While these terms vary slightly in inter-
pretation from institution to institution, they are universally understood 
terminology. Into this mix of nomenclature, however, FERPA introduces 
expressions such as eligible student, personally identifi able information, 
directory and nondirectory information, sole possession records, edu cation 
offi cial, prior written consent, further disclosure, and third party. 

 To understand what the regulations mean, it is important to begin 
with an agreement about defi nitions. In the regulations, most of these 
 defi nitions are contained in an introductory section,  § 99.3.  

  Student and Eligible Student 
 Since FERPA applies to both K – 12 and the postsecondary environment, the 
phrase  “ parents and eligible students ”  appears throughout the regulations. 
In the K – 12 environment, of course, students are minors and, therefore, 
privacy rights are assigned to parents and guardians. This is not the case 
in postsecondary education. Most, if not all, students in the postsecondary 
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environment are 18 years or older. And in higher education, the applicabil-
ity of privacy rights is strictly to the eligible student.   

 FERPA defi nes a  student  as an individual who meets the following 
characteristics.   

  One who is or who has been in attendance at an institution  
  One about whom the institution maintains education records          

•
•

Student, except as otherwise specifi cally provided in this part, 
means an individual who is or has been in attendance at an edu-
cational agency or institution and regarding whom the agency or 
institution maintains education records.

§99.3

 There are two important parts to this defi nition that need elaboration. 
 First of all, the term  in attendance  is not given a comprehensive defi ni-

tion in  § 99.3. In attendance generally means participating in the educational 
programs of the educational agency or institution. Immediately, classes or 
classroom activity come to mind. The regulations specifi cally mention partici-
pation in work - study programs and attendance by correspondence, but there 
are an increasing number of new pedagogical methods that have become 
popular in the early 21st century. The 2008 Amendments to FERPA expand 
the defi nition of attendance to include other types of participation, such as 
videoconferencing or education in other electronic format delivery systems.   

Attendance includes, but is not limited to—

a.  Attendance in person, or by paper correspondence, videoconfer-
ence, satellite, Internet, or other electronic information and telecom-
munications technologies for students who are not  physically 
present in the classroom; and

b.  The period during which a person is working under a  work-study 
program.

§99.3

 The question not answered by the regulations is the temporal one 
about  when  student status begins. Is an individual a student from the fi rst 
day of classes, from the point that a favorable admissions letter is issued 

c02.indd   29c02.indd   29 7/29/09   9:55:40 AM7/29/09   9:55:40 AM



30 FERPA Clear and Simple

or  acknowledged, or when the individual fi rst shows up on campus for 
 orientation or other new student activities? 

 Determination of the response to this important question is left to 
the  institution — and it is one that should be made and incorporated into 
 institutional policy and procedure. FERPA assigns privacy rights to eligible 
 students, but institutions determine when those rights begin for their new 
and incoming students. Furthermore, from a records management perspec-
tive, the answer to the question of student status establishes a foundation 
for enacting policy and practice regarding records maintenance and, more 
importantly, access to records. 

 The only guideline evident from the defi nition of student is that 
 student status cannot begin any later than the fi rst day of classes. Because 
the  academic record is the single most important record maintained by an 
educational agency or institution, recordkeeping begins at the moment that 
classes begin and a student begins to participate in classes. 

 Thereupon, the regulations go on to defi ne a more specifi c term — and, 
indeed, the more critical one for higher education. It is, after all, to the 
 eligible student that privacy rights in FERPA are guaranteed.   

Eligible student means a student who has reached 18 years of age 
or is attending a postsecondary institution.

§99.3

 The defi nition of eligible student is made up of two parts, each exclu-
sive of the other. An eligible student is a student who meets one of the 
 following conditions.   

  An individual who has reached the age of 18  
  An individual who attends a postsecondary institution    

 This means that for a student to be an eligible student, only one portion 
of this defi nition need apply. Reference to the age of 18 is made because most 
laws and regulations defi ne 18 as the age at which an individual ceases to 
be a minor. This is the voting age and, in some states, the legal drinking age. 
For all intents and purposes, once an individual reaches the age of 18, he is 
an adult and responsible for conducting himself as a  responsible citizen. 

 The second part of the defi nition, however, is the more important and 
 relevant one for colleges and universities because it identifi es  all  post-
secondary students as eligible students, regardless of age. If an individual 
is in  attendance at a postsecondary institution, she is an eligible student 
and, therefore, guaranteed all rights under FERPA. Operationally, higher 

•
•
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edu cation faculty and administrators do not need to determine the age of 
a  student to ascertain whether the individual has rights under FERPA. As 
long as the  individual is in attendance at the postsecondary institution, 
those FERPA rights are guaranteed. 

 The regulations go on to underscore the rights of eligible students 
and state specifi cally and unequivocally that when a student becomes an 
 eligible student, privacy rights transfer from the parent to the student.   

When a student becomes an eligible student, the rights accorded to, 
and consent required of, parents under this part transfer from the 
parents to the students.

§99.5

 Acknowledging this transference of rights is critical because it stream-
lines for education administrators the task of determining the applicability
of FERPA rights. In the postsecondary arena, one does not need to be  concerned 
about whether a student is 18 or not in order to ensure that rights are guar-
anteed the student. FERPA unequivocally declares that the student attending 
a postsecondary agency or institution is an eligible student and, therefore, 
assured of all rights under the regulations. The implication, of course, is that 
even if a student is under the age of 18, as long as that student is attending a 
postsecondary institution, that student is guaranteed rights under FERPA. 

 Included in this set of eligible students are those students who are not 
yet 18 but who are attending advanced classes or other educational pro-
grams at the college or university. To encourage students to pursue higher 
education degrees, many institutions conduct classes and programs that 
welcome the participation of high school students. Regardless of their 
ages, these students attending programs at the postsecondary institution 
are eligible students under FERPA. Privacy rights belong to the student. 

 The concern, of course, arises regarding what kind of access parents 
have to information about their minor children who are attending courses 
at a postsecondary institution. 

 Generally, postsecondary institutions have already established ar-
rangements and agreements with the local high schools from which the 
 students come. These agreements usually include some reciprocal report-
ing functions, based upon legitimate educational interest, between educa-
tion  offi cials at the college or university and the high school. Information 
from the college or university would certainly be helpful to high school 
teachers and counselors in guiding the students toward a postsecondary 
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education. So, the postsecondary institution can share information with the 
high school, based upon legitimate educational interest, but it may not do 
so with the parents of the high school students enrolled at the college or 
university. Where does that leave the parent? 

 Because the parent has privacy rights at the high school, the parent can 
still approach high school teachers and counselors about their students ’  
progress in postsecondary education courses. And the high school would be 
the appropriate venue in which this kind of information disclosure would 
take place. College and university staff who are approached by parents of 
high school students should refer the parents back to the high school for any 
and all information.  

  Records and Education Records 
 It is impossible to conduct business and industry without records and some 
system of recordkeeping. And just about everything we work with, react 
to, fi le, or issue is a record.   

    Records—In Many Forms 

       Paper or print  

  Computer media  

  Video  

Audiotape

  Film, microfi lm, and microfi che     

     Biometric records  

   DNA  

   Fingerprints or thumb prints  

   Ocular identifi cation  

   Voice print recognition       

Records means any information recorded in any way, including, 
but not limited to, handwriting, print, computer media, video or 
audio tape, fi lm, microfi lm, and microfi che.

§99.3

 Records exist in many forms, created by any number of recordkeepers 
and service providers. Where once records were thought of solely as paper 
fi les stored in offi ce cabinets or locked away in vaults, records now exist in an 
endless array of manifestations. Records include information in databases and 
data that is visible on computer monitors. Various media recordings in im-
age, sound, graphic representation, or other computer language are records as 
well. In fact, the word  recording  includes and is derived from the word  record . 
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  Personally Identifi able Information 
 Privacy becomes important when records point to or document information 
about individual private citizens. The term  personally identifi able  information  
(PII) refers to the kind of information or data from which the identity of a 
specifi c person can be determined. 

 There is no way to realistically list every single item of data that can 
be personally identifi able information. But FERPA does provide some ex-
amples of personally identifi able information in  § 99.3, including the name 
of a student, the name of a student ’ s parent(s), addresses, and personal 
identifi ers such as the social security number (SSN) and student ID (SID) 
number. Essentially, any record that contains information from which you 
can deduce the identity of a particular student is said to contain personally 
identifi able information.   

Personally identifi able information.
The term includes, but is not limited to—

a. The student’s name;

b. The name of the student’s parent or other family members;

c. The address of the student or student’s family;

d.  A personal identifi er, such as the student’s social security number, 
student number, or biometric record;

e.  Other indirect identifi ers, such as the student’s date of birth, 
place of birth, and mother’s maiden name;

f.  Other information that, alone or in combination, is linked or link-
able to a specifi c student that would allow a reasonable person in 
the school community, who does not have personal knowledge 
of the relevant circumstances, to identify the student with rea-
sonable certainty; or

g.  Information requested by a person who the educational agency 
or institution reasonably believes has direct, personal knowl-
edge of the identity of the student to whom the education record 
 directly relates.

§99.3
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 Records that contain personally identifi able information have been the 
reason for privacy laws and legislation. Recall that it was the concern about 
personally identifi able information in government and private business 
records that provided the genesis for the dialogue that led to establishing 
the Code of Fair Information Practices and the subsequent passage of the 
Privacy Act of 1974. 

 Personally identifi able information in FERPA also includes indirect 
identifi ers and information that may be the subject of  “ targeted ”  inquiries. 

 Indirect identifi ers are more general than personally identifi able infor-
mation but can, in certain situations, be used to identify an individual. A 
student ’ s date of birth, birthplace, or mother ’ s maiden name can certainly 
be used for identifi cation purposes, particularly when the information is 
known within a community. Descriptions, either physical or the result of 
situational involvement, may be indirect identifi ers if the identity of specif-
ic individuals can be deciphered from the descriptions or data provided. 

 Lastly, the 2008 Amendments added provisions to assist and prevent 
institutions from releasing information that may be the subject of a  “ tar-
geted ”  request. These are expressed in subparagraphs (f) and (g) of this 
defi nition of personally identifi able information. Institutions know that 
personally identifi able information can be released if the information has 

 The 2008 Amendments added biometric records to FERPA ’ s list of 
 examples of personally identifi able information. The addition was  ignited 
by the post - 9/11 environment and the federal investigations that were 
 initiated following the national tragedy. Among the educational facilities 
of interest to investigators were research laboratories, many of which use 
high - tech identifi cation methods that employ biometric records of indi-
vidual human beings. FERPA includes a defi nition of  biometric records in 
 § 99.3 that focuses on  “ measurable biological or behavioral characteristics ”  
of an individual and provides some examples.   

Biometric record, as used in the defi nition of personally identifi able 
information, means a record of one or more measurable biological 
or behavioral characteristics that can be used for automated recog-
nition of an individual. Examples include fi ngerprints; retina and 
iris patterns; voiceprints; DNA sequence; facial characteristics; and 
handwriting.

§99.3
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been  de - identifi ed . That is, if you strip a record of personally identifi able 
information, if you  redact  the record, you can usually release that record 
without any type of prior authorization. 

 A problem arises, however, when that redacted information is so 
unique to a particular student or group of students that, even if redacted, 
the record can directly identify a student or several students. Inquiries 
for this kind of information are  targeted , because they seek private in-
formation that would not ordinarily be released in response to a direct 
request. By asking for de - identifi ed or redacted records, the requesting 
party is attempting to utilize and subvert a process that normally protects 
 personal identifi cation. Most likely, the inquiring party already knows the 
identity of the student involved when requesting de - identifi ed records. 
 Ultimately, the request is an attempt to dupe the recordkeeper into  making 
an  unwitting, albeit otherwise authorized, disclosure. 

 Under FERPA, recordkeepers in higher education are not required to 
disclose information to anyone but the individual whom the education 
record concerns. Targeted requests should most defi nitely be denied.  

  Education Records 
 Campuses create all kinds of records, many of which include personally 
identifi able information about students. The focus of concern for FERPA is 
the education record.   

Education records. (a) The term means those records that are:

1. Directly related to a student; and

2.  Maintained by an educational agency or institution or by a  party 
acting for the agency or institution.

§99.3

 In FERPA, the term  education record  refers to those records that are 
 directly related to a student  and  that are maintained by the educational insti-
tution. Both parts of this defi nition are essential to classifying a record as an 
 education record. 

 Records that contain personally identifi able information about a  student 
are  “ directly related ”  to the student. Enrollment records, transcripts, 
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 declarations and petitions, and other items related to the individual  student ’ s 
matriculation at the institution are directly related to the student and main-
tained by the institution. This last part of the defi nition includes not only the 
institution but all education offi cials and representatives of the institution. 
Faculty, staff, and administrators who create and keep documentation relat-
ed to particular students are maintaining education records. And whenever 
we refer to education records, we mean records that are governed by the 
privacy rights in FERPA. 

 But not all records with personally identifi able information about 
 students, maintained in the custody of a postsecondary institution or its rep-
resentatives, are education records. A number of exclusions, or exceptions, 
are delineated in  § 99.3 of the regulations. In fact, there are six.   

  Sole Possession Records 
 The fi rst exception to the defi nition of education records is the one for sole 
possession records, or records that are kept in someone ’ s sole possession. 
Sole possession means that an individual creates and uses these records for 
his own purpose and never reveals or shares those records with anyone 
else. Student services administrators may create records when tracking or 
attending to specifi c issues for a particular student. These records may be 
temporary, but the distinguishing characteristic about these records is that 
they are not shared. They remain in an individual ’ s sole possession. 

 The most evident example of a sole possession record is that of the fac-
ulty member who creates records about her students so that she can assign 
a grade or make an evaluation at the end of the term. If she never shows 
those records to anyone, they remain sole possession records and a student 
would not have rights under FERPA to inspect and review those records.   

EXCEPTIONS TO EDUCATION RECORDS

Sole possession records

Law enforcement records

Employment records

Medical records

Alumni records

Grades on peer-graded papers before they are collected and recorded

•

•

•

•

•

•
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Records that are kept in the sole possession of the maker, are used 
only as a personal memory aid, and are not accessible or revealed 
to any other person except a temporary substitute for the maker of 
the record.

§99.3

 FERPA has made some allowances in the matter of the faculty 
 member ’ s sole possession records. These provisions have to do with the 
sharing of those records with alternate faculty, substitute teachers, and 
teaching  assistants. These records remain sole possession records as long as 
they  “ are not accessible or revealed to any other person except as a tempo-
rary substitute for the maker of the record ”  ( § 99.3). In other words, FERPA 
considers the temporary substitute teacher or the teaching assistant as an 
extension of the faculty member. With that understanding, these sole pos-
session records remain sole possession because they have not been shared 
beyond the individual faculty function. 

 Obviously, the critical distinction here is in the availability of records to 
other education offi cials and, therefore, to the student. The faculty member 
who submits sole possession records for consideration to a committee in a 
disciplinary hearing surrenders the sole possession status of those records. 
At that point, the records become education records, and rights are now 
assigned as provided under FERPA. 

 A similar situation arises when faculty in a department store their sole 
possession records in a common fi le so that other faculty members can ac-
cess their assessments and evaluations of students. In creating a fi le that 
is available to other education offi cials, the department creates education 
records, and these records are subject to the provisions under FERPA. 

 In determining whether or not records qualify as sole possession records, 
recordkeepers need to identify the availability of the record to other educa-
tion offi cials and may also need to assess the intent of the record ’ s creation. 
The 1991 case of the  Parents Against Abuse in Schools v. Williamsport Area School 
District  raises issues that focus on the intent for which records are made and 
the extent to which that intent or purpose has been evident to others.    

  Law Enforcement, Employment, and Medical Records 
 Law enforcement, employment, and medical records are records that are 
 created by specifi c individuals in a professional capacity and used only for 
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the purpose of that professional activity. These records become education 
records under FERPA only when they are introduced into an education record 
or student fi le — such as when a psychological assessment is introduced into 
a s tudent record by the dean of students to make a determination about 
 impediments to academic progress in a particular term. 

 Obviously, the directive is to prevent such records from becoming a 
permanent part of an education record. A medical record can be verifi ed 
and a notation made within a student fi le, but recordkeepers should not 
retain the original record in the education record. If retained in that educa-
tion fi le, the student has a right to inspect and review those records because 
they are now education records. 

 For security reasons, some schools maintain videotapes from surveil-
lance cameras in dormitories, libraries, and student centers. These records, 
if created and maintained by a law enforcement unit, such as a campus 
police or security department, are law enforcement records. These records 
would not be subject to FERPA. But the same tapes kept in a dean of 
 students offi ce or a campus facilities offi ce are education records and are, 
therefore, subject to FERPA. 

 An exception is made in the case of employment records. If a 
 contingency of employment is that the individual be a student at the insti-
tution, then the employment records would be education records subject 

Parents Against Abuse in Schools
v. Williamsport  Area School District

The Commonwealth Court of Pennsylvania heard the case of Parents Against Abuse in Schools v 

Williamsport Area School District (594 A 2nd 796) in 1991. The case involved fourth-grade students who 

had been emotionally and physically abused by a fourth-grade teacher.  The school district retained a 

psychologist to interview the affected students as part of the investigation. Parental consent was given 

on condition that the psychologist’s evaluations would be released to the parents in the event that later 

treatment for the children might be warranted.

The interviews of the children were conducted, but no formal report was ever made to the school 

district. The psychologist remained in possession of the interview notes. Although demanded by the 

children’s parents, the psychologist claimed that the interview records were sole possession records 

that he kept in a personal fi le at his home. On that basis, he claimed that the records were not education 

records and, therefore, not subject to FERPA.

The court ruled in favor of the parents, determining that, based upon the earlier agreement with 

the school district and the parents, the psychologist’s notes were, from the beginning, intended to 

be shared. Even though kept in a personal fi le at home, the psychologist had no right to claim sole 

possession.
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to FERPA. Such contingencies exist in the case of work - study students, 
 tutors, teaching and research assistants, and for other student employ-
ment opportunities. The qualifi er in this case is that the position  requires  
that the employee be a student in attendance at the institution. If the posi-
tion specifi es no such qualifi cation, then the employment record would 
not be a student record, even if the person fi lling the position is also a 
student at the institution.   

i.  Records relating to an individual who is employed by an educa-
tional agency or institution that:

 A.  Are made and maintained in the normal course of business;

 B.  Relate exclusively to the individual in the individual’s 
 capacity as an employee; and

 C.  Are not available for use for any other purpose.

ii.  Records relating to an individual in attendance at the agency 
or institution who is employed as a result of his or her status 
as a student are education records and not excepted under 
 paragraph (b)(3)(i) of this defi nition.

§99.3

 In the case of medical records, there is often confusion about
whether FERPA or the Health Insurance Portability and Accountability 
Act (HIPAA) governs with respect to privacy and disclosures of student 
health records. In November 2008, the Family Policy Compliance Offi ce 
(FPCO) and the Department of Health and Human Services released an
11 - page  Joint Guidance on the Application of FERPA and HIPAA to Student 
Health Records . HIPAA, of course, administers privacy for  “ protected health 
information ”  that is maintained by a covered entity. Covered entities in-
clude health plans, health care clearinghouses, and health care providers 
who transmit health information in an electronic format.   

 According to the  Joint Guidance , the health information records main-
tained by educational institutions are education records covered by 
FERPA. Even though these records may relate to the medical or psycho-
logical health of a student, the records are not maintained by a covered 
entity that would otherwise be guided by HIPAA. Therefore, FERPA 
 supersedes. 
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 The issue of treatment records is addressed in the  Joint Guidance  as 
 follows:   

 At postsecondary institutions, medical and psychological treatment 
records of eligible students are excluded from the defi nition of  “ education 
records ”  if they are made, maintained, and used only in connection with 
treatment of the student and disclosed only to individuals providing the 
treatment …  These records are commonly called  “ treatment records. ”  An 
eligible student ’ s treatment records may be disclosed for purposes other 
than the student ’ s treatment, provided the records are disclosed under one 
of the exceptions to written consent under 34 CFR  § 99.31(a) or with the 
student ’ s written consent under 34 CFR  § 99.30. If a school discloses an 
eligible student ’ s treatment records for purposes other than treatment, the 
records are no longer excluded from the defi nition of  “ education records ”  
and are subject to all other FERPA requirements. [ Joint Guidance , p. 2.]   

 Treatment records are the kind of medical and psychological records 
that are typically excluded from education records under FERPA. These 
records may be maintained by a university psychologist or student health 
center. If treatment records are disclosed by the institution to any party for 
any purpose other than treatment, these records become education records 
and, consequently, are subject to provisions in FERPA. 

 Treatment records might be disclosed, for example, to a school in which 
an individual seeks to enroll ( § 99.31(a)(2)), if there is  “ an articulable and 
signifi cant threat ”  ( § 99.36) to the safety of the student or others in the edu-
cation community. Once disclosed, those records become education records 
and all of the FERPA provisions and protections now apply. 

Health Insurance Portability and Accountability Act
Passed in 1996 and codifi ed at 45 CFR §160, §162, and §164, the Health Insurance Portability and 

Accountability Act (HIPAA) sets standards on electronic health care information to protect the privacy 

of personally identifi able health information. HIPAA, also known as the Administrative Simplifi cation 

Provisions, applies to covered entities, defi ned as health plans, health care clearinghouses, and health 

care providers who electronically transmit health care information. The administration of HIPAA is the 

domain of the Department of Health and Human Services.

Like FERPA, HIPAA has been amended since its enactment. The Privacy and Security Rules were 

added in 2003. These recent rules address the communication of protected health information (PHI), 

detailing compliance provisions in three areas—administrative, physical, and technical.

In 2006, an Enforcement Rule was added to specify civil money penalties for HIPAA violations. The 

amendment also established procedures for investigations and hearings regarding HIPAA violations.
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 There is one exception to this conversion of treatment records into 
 education records. When the treatments records are disclosed to a HIPAA -
  covered entity, they are covered by HIPAA because that entity — a hospital, 
clinic, or otherwise — would be required to comply with HIPAA but not be 
required to comply with FERPA. The  Joint Guidance  document states this 
provision as follows.     

  … if the treatment records are disclosed to a third - party health care provid-
er that is a HIPAA - covered entity, the records would become subject to the 
HIPAA Privacy Rule. The records at the educational institution continue 
to be treatment records under FERPA …  [ Joint Guidance , p. 8.]   

 There are some instances where HIPAA may apply to records main-
tained by a component of the institution. The  Joint Guidance  document gives 
the example of a clinic which offers psychological services to students as 
well as to other, nonstudent members of the local community. In such a sit-
uation, the records of those patients who are eligible students are covered 
by FERPA. The records of the nonstudents are covered by HIPAA.  

  Alumni Records     

Records created or received by an educational agency or institution 
after an individual is no longer a student in attendance and that are 
not directly related to the individual’s attendance as a student.

§99.3

 Alumni records are records that are created and maintained about 
 students after they are no longer students. These kinds of records are  usually 
maintained by alumni associations, development offi ces, and other such 
public relations offi ces. Typically, alumni records include current contact 
 information, graduation information, employment information, salary 
data, and celebrity status, public service commitments, or other high -  profi le 
 information. The purpose of maintaining such records involves public 
 relations, donations and institutional advancement, and the generation of 
other development income. 

 The 2008 Amendments further clarifi ed the creation of alumni records to 
exclude those records that may be created  after  the individual is no longer a 
student but that relate to the individual when he  was  a student. Records that 
relate to the individual while he was in attendance, even if created after he 
has ceased to be a student, are education records and covered by FERPA. 
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 It should be noted that, for the institution, education records are  always 
education records. Even after the individual has left the institution, those 
records created while the individual was in attendance will always be 
 education records and subject to FERPA.  

  Peer - Graded Papers 
 The 2008 Amendments added a sixth exception to education records, 
 although this exception rarely, if ever, applies to higher education. Grades on 
peer - graded papers are not considered education records. Grades  become 
education records when they have been recorded by the teacher and are 
 being maintained by the education institution. 

 Peer grading is a practice commonly used in the K – 12 environment, 
wherein students exchange papers to correct the content during class. 
Teachers use this process as a pedagogical tool to immediately review 
 material with students and to more fully engage them in the test process. 
Once the papers are scored or graded, teachers typically run down their 
class rosters, calling out the individual names of students. In response, the 
individual who corrected that student ’ s paper would call out the grade or 
score achieved. Because this is done in class, all of the students present hear 
each other ’ s grades.   

Grades on peer-graded papers before they are collected and 
 recorded by a teacher.

§99.3

 On the surface, the practice of publicly attaching student names to 
grades seems a FERPA violation, however instructive the pedagogical 
method may be. The inclusion of this exception is a direct result of the 
2002 U.S. Supreme Court decision in the case of  Owasso Independent School 
District v. Falvo . 

 In that suit, the mother of an elementary school student claimed that 
her child ’ s privacy rights were being violated because the child ’ s grades on 
tests were being announced in class whenever students exchanged papers to 
correct or grade them. The case, which had a number of extenuating circum-
stances, was heard in the Oklahoma courts and was eventually  appealed to 
the U.S. Supreme Court. 

 In its deliberations, the Supreme Court had to determine at what point 
a record becomes an education record and so, subject to the protections 
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of  FERPA. The Supreme Court ruled that peer - graded scores were not 
edu cation records because they were not, at the time of disclosure, being 
maintained by the education institution. Since the grades were not  education 
records at the time the students were vocalizing them in class, there was no 
violation under FERPA.      

  Directory and Non - Directory Information 
 The FERPA regulations distinguish and classify the information in educa-
tion records as being either directory or non - directory information.   

Owasso Independent School District v. Falvo
Elementary schools commonly employ a practice known as “peer grading” to quickly correct and score 

student papers. Students exchange papers in class and are directed on how to score answers. At the 

end of the process, the teacher asks for scores on each student, with the grades being called aloud by 

the individual who corrected that student’s paper.

In 1997, Kristja J. Falvo objected to the practice when one of her children, who suffers from a mild 

learning disability, was ridiculed when a failing score was called out in class. The child was called 

“dummy” by classmates when the grade was announced.

Ms. Falvo fought with the Owasso Independent School District in Oklahoma, pleading with the 

district to abandon or change its practice. Unsuccessful, she fi led suit and the case made its way to the 

U.S. Supreme Court.

In 2002, the Court handed down a unanimous decision, affi rming that peer grades were not 

 education records because they had not yet been recorded by a teacher and were not yet maintained 

by the education institution.

Directory information means information contained in an  edu cation 
record that would not generally be considered harmful or an 
 invasion of privacy if disclosed.

§99.3

 The fi rst category is directory, or public, information — although the 
term  “ public information ”  is no longer used, to avoid confusion with 
 public and open records laws. 

 Directory information is information that is not generally considered 
harmful or an invasion of privacy if it is released. This is not to say that 
such information might not be used with harmful intent, but it is generally 
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not considered harmful for an institution to make this kind of informa-
tion available. In our local communities, after all, certain information is 
determined necessary to be made public in order for a community to exist 
and operate. Phone directories are published with names, addresses, and 
telephone numbers. Education institutions are given the same option of 
determining what information should be made publicly available in order 
for the campus community to thrive. 

 Whatever an institution determines to be directory information should 
be published in its annual notifi cation (see Chapter  Three ). This is because 
directory information, by defi nition, does not require the prior consent of 
the student for release. And the institution should notify students what 
information it is making available to the public. 

 

What Directory Information May Include

Name Enrollment status

Address Dates of attendance

Telephone listing Degrees, honors, and awards received

Electronic mail address Most recent educational agency or institution attended

Student user ID that alone cannot be used to gain 

access to education records

Participation in offi cially recognized activities and 

sports

Photograph Weight and height of members of athletic teams

Date and place of birth

Major fi eld of study

Grade level

 While institutions determine what they will designate as directory 
information for their individual campuses, the regulations do identify a 
number of data elements that can be designated directory information. 
These are listed in the Directory Information table. Some clarifi cation is 
required in defi ning these terms.   

  Grade level refers to the classifi cation level of the student: fi rst - year 
(formerly, freshman), sophomore, junior, or senior.  
  Enrollment status refers to undergraduate or graduate, as well as to 
full - time, half - time, or part - time. The specifi c number of units or cred-
its in which the student is enrolled is not included in this defi nition.  
  Dates of attendance refer to term listings or the offi cial, published 
dates assigned to those terms. For instance, you can disclose that a 
student was enrolled during the Fall 2009 term (quarter or semester), 

•

•

•
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or you can provide the offi cial beginning and ending dates of that 
term. If the student ceased to attend during the term, however, you 
cannot disclose the exact date that the student stopped attending. 
Daily attendance records would not be considered directory informa-
tion, as challenged in the case of  F.A.T v. the State of Florida .    

Dates of attendance.

a.  The term means the period of time during which a student at-
tends or attended an educational agency or institution. Examples 
of dates of attendance include an academic year, a spring semes-
ter, or a fi rst quarter.

b.  The term does not include specifi c daily records of a student’s 
attendance at an educational agency or institution.

§99.3

  Most recent educational agency or institution attended is limited to 
the previous school in which the student was enrolled.  
  Participation in offi cially recognized activities and sports refers to ac-
tivities recognized as offi cial by the educational agency or institution.  
  Weight and height of athletic team members refers to these two items of 
information that are typically published about athletes.    

 There are some categories here that can be broken down further, such 
as address and telephone. Campuses have raised questions about includ-
ing cell phone numbers, dorm room telephone numbers, mailing address, 
permanent address, and campus (dormitory or residence hall) addresses 
in directory information. FERPA does not make any further clarifi cation 
in regard to these items, once again leaving a fi nal determination to the 
individual institution. 

 When making a determination of what constitutes directory infor-
mation, an institution should be cognizant of the kinds of information
that are necessary to facilitate offi cial and campus activities. While
disclosures to the campus may not easily be withheld from the outside 
public, the general guide is to ensure the safe and smooth functioning of 
campus life.   

 One item that is often overlooked in designating directory in-
formation is photographs. Schools that publish student annuals or 

•

•

•
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yearbooks and regularly include images of student activities in  catalogs 
and  campus newspapers should include photographs as a directory 
information item. Without that inclusion, the prior written consent 
of the individual students whose identities can be determined from 
 photographs and images that may be published or released should be 
obtained prior to publication. 

 Because students can initiate restrictions on directory and non - direc-
tory information at any time, it is a good practice for institutions to obtain 
individual student consent whenever major publications or publicity that 
involves student names and images are released. Such instances include 
not only annuals and student directories but also websites in which indi-
vidual students and student work is featured. A simple disclosure could 
be added to the authorization protocol and a signature required from stu-
dents participating in the particular venture.   

 Over the years, the FERPA regulators have entertained the addition of 
other data elements to the list of potential directory information items. At 
one time, there was strong support for including class schedule in this list. 
Most institutions, however, felt that releasing such information provided too 
much location information and created a serious potential for disruptions to 
class meetings. 

F.A.T. v. State of Florida
Just how “dates of attendance” is interpreted was the subject of F.A.T. v. the State of Florida (690 So. 2d 

1347), a Florida District Court case in which a group of students, determined to be delinquent students, 

took issue with their school’s disclosure to offi cials about their truancy.

The students in this case had been assigned to Florida’s Truancy Arbitration Program, which required 

the students to attend school on a regular basis. When the students failed to do so, the school reported 

their lack of attendance, basing its disclosure on the protection of disclosing directory information. But 

the students contested the disclosure after being charged with criminal contempt for not complying 

with the agreements of the Truancy Arbitration Program.

In the adjudication of the case, the court looked at how other directory information elements are 

used in FERPA. Recognizing a broad characterization of elements such as “fi eld of study,” the court 

determined that “dates of attendance” should refer to time periods defi ned in offi cial publications such 

as class directories, school yearbooks, and academic calendars. Focusing on such an annual or yearly 

account, the court could fi nd no basis for including day-to-day attendance records in the defi nition of 

“dates of attendance.”

In fact, the court determined that daily attendance records were similar to other “reports and 

records” in a student’s education record. As such, daily attendance records could not be considered or 

treated as directory information. Disclosure of these kinds of reports would, as with other non- directory 

information, require the prior written consent of the parent or eligible student.
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 The 2008 Amendments included a new addition to the items that can 
potentially be designated as directory information.  “ Student user ID ”  was 
proposed as the latest addition to the list, along with certain caveats.   

SAMPLE AUTHORIZATION LANGUAGE

I certify that the information provided above is correct and agree to be included in [the project]. 

I understand that by agreeing to inclusion in [this project], my name, photograph, and other 

student information will be published in [name] and available to the public [and/or recipients of 

this project].

Signature and Date

 By student user ID, the regulators meant an identifi er used by the stu-
dent to access or to communicate within the institution ’ s computer systems. 
Campuses may assign logon IDs or user IDs as part of an e - mail account or 
for access to the school ’ s computer system. The ID may even be a student 
ID number. Often these identifi ers are not easily kept confi dential, appear-
ing in an e - mail address or other type of student directory disclosure. 

 The caveats on use of the student user ID as directory information are 
these: 

  The student user ID cannot be used alone to access non - directory 
 information.  
  The student user ID cannot be used alone to authorize transactions that 
would otherwise require a signature or signed, written consent.    

•

•

Directory information includes a student ID number, user ID, or 
other unique personal identifi er used by the student for purposes 
of accessing or communicating in electronic systems, but only if the 
identifi er cannot be used to gain access to education records except 
when used in conjunction with one or more factors that authenti-
cate the user’s identity, such as a personal identifi cation number 
(PIN), password, or other factor known or possessed only by the 
authorized user.

§99.3
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 If the student user ID is used to access personally identifi able informa-
tion or to provide signatory authorization, a  “ two - factor authentication ”  
protocol should be used. That is, an additional authentication device, such 
as a password or personal identifi cation number (PIN), must be required 
in addition to the user ID or logon ID in order to access non - directory in-
formation. If the student user ID can be used alone to access non - directory 
information or to provide an electronic signature, then it cannot be desig-
nated directory information. 

 Discussion about designating the student user ID as directory infor-
mation is often confused, particularly when the  “ student user ID ”  is also 
the  “ student ID. ”  The FPCO advises against designating a student ID as 
directory information, so what is the distinction that the regulations are 
attempting to make with this amendment and the singling out of student 
user ID or, simply, user ID?   

 The problem is illustrated by the experience of the University of 
 Wisconsin - River Falls. At this institution, prospective applicants are issued 
a  “ student account ID, ”  an identifi er that follows the individual into direc-
tory listings after the applicant is admitted to the institution. Because of 

Student User or Account ID
In May 2004, the University of Wisconsin-River Falls wrote to the Family Policy Compliance Offi ce 

(FPCO), requesting guidance on whether it could designate “student account ID” as directory 

information.

At the time of admission, incoming students at UW-River Falls are issued an account ID number to 

access the university’s electronic student information system (eSIS). The account number consists of 

the letter W and a seven-digit, randomly assigned, computer-generated number. The number has no 

relationship to the student’s social security number (SSN), which is not used as a student ID number. 

When fi rst accessing the system, students use their birth date and the last four digits of their SSN, after 

which they are prompted to select another password and to establish a security question.

The problem arose in that eSIS uses the student’s account ID in order to provide information about 

the student. While non-directory information is protected through use of the password, directory 

information, if not suppressed by the student, appears in the student electronic directory with the 

 account ID number. The university could fi nd no way to suppress display of that account ID number.

In his “Dear Colleague Letter” of November 5, 2004, FPCO Director LeRoy Rooker found 
no violation where the disclosure of the account ID was involved, as long as the information 
would not be disclosed if the student requests that the university not disclose it. Like e-mail 
address, account ID, user ID, logon ID, or any other personal identifi er could be designated 
directory information because these identifi ers cannot be used alone to access non-directory 
information and could not be used as an electronic signature, the requirements for which are set 
forth in §99.30(d).
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the way the university ’ s system operates, the student account ID cannot be 
concealed and is easily and readily made available on screens that display 
that student ’ s information. 

 Responding to the concerns of the UW - River Falls, the FPCO decided 
that the revelation of the student account ID does not violate FERPA  because 
the ID alone cannot be used to access personally identifi able information 
about the student from education records. Further, the ID alone cannot be 
used as an electronic signature to authorize transactions. For students to 
obtain information such as grades and class schedules from the UW com-
puter system, a unique password, individually created by the student, must 
also be entered. Because non - directory information and personal identity 
is protected in this manner, the FPCO saw no problem with the release or 
designation of the student account ID as directory information. 

 

What Directory information May Not Include

Student ID number Race

Social security number Ethnicity

Nationality

Gender

 Again, it is the prerogative of the institution to determine what, if any-
thing, it will consider directory information. And some institutions neither 
designate nor release any directory information about their students. There 
is no requirement to do so. 

 If the institution does designate directory information, however, the 
Department of Education has cautioned against designating certain items 
as directory information. The prohibition on two of these items — student ID 
number and social security number (SSN) — was codifi ed with the changes 
proposed by the 2008 Amendments.   

Directory information does not include a student’s—

1.  Social security number; or

2.  Student identifi cation (ID) number, except as provided in 
 paragraph (c) of this section.

§99.3
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 The restriction on student ID takes into account the earlier discussion
regarding the student user ID. What the regulations are attempting to  prevent 
is the disclosure of data that may provide unprotected access to personally 
identifi able information about a student. If the student user ID allows such 
access, it cannot be designated as directory information. But if a secondary 
key, such as a PIN or password, is required to access non -  directory informa-
tion, then the student ID can be designated directory  information. (See the 
discussion of disclosures and the SSN in Chapter  Three .) 

Dispositions on Directory and Non-Directory Information

DATA ELEMENT DIRECTORY INFO NON-DIRECTORY INFO

Social security number (SSN) Never Always

Student ID number (SID) Permitted, if used as a student user ID Recommended

Student user ID Permitted if alone, the data element does not 

provide access to non-directory information

Recommended

 

 Over the years, the FPCO has advised against designating certain  other 
items as directory information, primarily due to changing social condi-
tions in the United States. Among such data elements are race, ethnicity, 
 nationality, and gender, which have been used as the basis for prejudice, 
discrimination, violence, and hate crimes. 

 Religious affi liation, although neither mentioned in the regulations 
nor in the 2008 Amendments, is another category that is often included 
in  nondiscrimination statements and which the FPCO advises should not 
be included in the designation of directory information. Certainly, the 
 potential for discrimination, violence, and hate crimes continues to be high 
where religious affi liation and practice are concerned. 

 Information that is not directory information is non - directory informa-
tion. And non - directory information is comprised of everything else that 
is contained in student records, including grades, transcripts, declarations, 
correspondence, reports, and other documentation. 

 Disclosure of non - directory information almost always requires the 
prior written consent of the student.  

  Prior Written Consent  
  When in doubt, think prior written consent. 

  — LEROY ROOKER,  former director of the 

Family Policy Compliance Offi ce   
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 If ever there is doubt about whether or not to disclose  any  information 
about a student, obtain a prior written consent. The prior written consent 
is the student ’ s authorization for the recordkeeper — the institution or the 
education offi cial — to disclose personally identifi able information from 
education records. 

 In  § 99.30(b), the regulations detail the three required components of the 
prior written consent.   

a.  The parent or eligible student shall provide a signed and dat-
ed written consent before an educational agency or institution 
 discloses personally identifi able information from the student’s 
education records, except as provided in §99.31.

b. The written consent must:

 1. Specify the records that may be disclosed;

 2. State the purpose of the disclosure; and

 3.  Identify the party or class of parties to whom the disclosure 
may be made.

§99.30

 First, the consent must specifi cally identify what records are to be 
 released. In response to requests for  “ all records, ”  recordkeepers have a 
right to ask the requesting party to specify the particular record or records 
 being sought. Even subpoenas detail specifi c records demanded by a court 
or attempt to refi ne the focus of the kind of information under investiga-
tion. The prior written consent must state the purpose of the disclosure and 
identify the entities to whom disclosure is to be made. The receiving party 
may only use the records for the purpose stated herein; further disclosure is 
not permitted. When the receiving party no longer has a need of the records, 
the records should be destroyed or returned to the institution that disclosed 
the records in the fi rst place. From a records management perspective, insti-
tutions would do well to advise the receiving party to destroy the records 
when the purpose for which they were requested has concluded. Institu-
tions will not want to get into the practice of requesting that records be 
returned because of the tracking and additional monitoring that may be 
involved. While these provisions are not recorded here specifi cally, the reg-
ulations do outline extensive requirements in  § 99.31(a)(6), when discussing 
the disclosure of information for the purposes of educational studies. 

 The prior written consent must identify the entities to whom disclo-
sure is to be made. And institutions are only authorized to release such 
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information to the entities identifi ed therein. It is this party or class of 
parties that will be held accountable for preventing further disclosure of 
the records being released.   

 Finally, the prior written consent must be dated and must include a signa-
ture of the eligible student whose records are to be released. For a long time, 
only the handwritten signature of the student could be accepted and was 
 required in disclosures of non - directory information to third parties. Advance-
ments in technology, however, have had their impact on the acceptance and 
legality of contractual signatures that are provided in an electronic format. 

 Business and industry were quick to implement the use of electronic 
and digital signatures at the end of the 20th century. On the commercial 
and fi nancial front, wide acceptance of automated teller machines (ATM) 
and electronic data interchange (EDI), including electronic funds transfers 
(EFT), revolutionized global strategies for business transactions in banking 
and fi nance, health care, and government. Then in 2000, the United States 
ESign Act adopted standards for electronic commerce. 

 In higher education, EDI was immediately attractive as a communi-
cation protocol between institutions that could effectively eliminate the 
 potential for fraudulent transcripts. As envisioned in the late 1990s, how-
ever, EDI proved a diffi cult and massive undertaking that would require 
the development of extensive datasets for participating institutions — not 
only for the transmission of data but for the interpretation of data received. 
A well -  organized effort required buy - in and voluntary transformation of 
records into datasets defi ned from a common lexicon. As a national ini-
tiative, EDI never really gained steam. But states such as Arizona, North 
Carolina, and Texas have successfully adopted strategies and statewide 
policies that have facilitated the implementation of EDI within the state. 

 EDI protocols included several important elements: 

  The formal establishment of agreements to communicate between and 
among institutions in a common language or dataset  

•

ELEMENTS OF THE PRIOR WRITTEN CONSENT

Specify the records to be disclosed

State the purpose for the disclosure

Identify to whom records are to be disclosed

Date

Authorized signature

•

•

•

•

•
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  Protocols for the tracking of origination requests and of exchange 
acknowledgments  
  Utilization of a secure network for the transmission of all data exchanges    

 Security was enhanced through the incorporation of public key infra-
structure (PKI) systems that utilized encryption and digital signatures. 
These EDI protocols, founded upon strategies in American business and 
industry, set the standards for what would eventually develop into web -
 based, information access systems or portals for students, faculty, and  other 
education administrators. 

 Utilizing a closed or secure system that incorporates authentication and 
validation procedures, institutions can be relatively sure — at least for the 
purposes of transacting internal business — of the identity of individuals 
 requesting information and the disclosure of personally identifi able informa-
tion. Login IDs, accompanied by personal identifi cation numbers (PIN) or 
passwords, provide the assurance of authentication and validated rights of 
access and transaction.   

 Recognizing the rapidly developing technology surrounding elec-
tronic signatures and their acceptance in fi nancial and in other govern-
ment  applications, Volume 68, Number 44, of the  Federal Register , in July 
2003, proposed to amend FERPA and allow institutions to accept electronic 
 signatures for student - initiated transactions. 

 Stressing that FERPA was essentially  “ technology neutral, ”  the 
 proposed amendment to the regulations focused on setting standards for 

•

•

Electronic Signatures
The history of the use and acceptance of electronic signatures can be traced back to before the 

American Civil War, with the implementation of Morse Code as a method of communication and ac-

cepted performance contracts. Then, the 1980s witnessed a rise in the utilization of fax as a speedy 

method of communicating facsimile documentation.

In 1999, the National Conference of Commissioners on Uniform State Laws (NCCUSL) released a 

defi nition of electronic signatures that was adopted by the Uniform Electronic Transactions Act. The 

conference defi ned an electronic signature as “an electronic sound, symbol, or process attached to 

or logically associated with a record and executed or adopted by a person with the intent to sign the 

record.” One year later, the process was adopted at the federal level through the Electronic Signatures 

in Global and National Commerce Act, or the U.S. ESign Act.

Electronic signature is often confused with the term “digital signature.” Although the terms have 

been used interchangeably, digital signature more appropriately refers to a signature protocol that 

uses cryptographic techniques. Electronic signatures utilize digital signature technology to detect 

alterations. Further, electronic signatures incorporate authentication tools, such as the use of digital 

certifi cates, smart cards, biometric identifi cation, and other measures.
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the implementation of the acceptance of electronic signatures, rather than 
designation of a technology product to accomplish the task. 

 Initially, four qualifi cations were identifi ed in the standards specifi ed 
in  § 99.30(d), beginning with the requirement of establishing the identity of 
the individual submitting the request for records and adequately determin-
ing the authenticity of that identifi cation. Electronic and digital signatures 
 provide their own authentication protocol, but institutions needed a method 
that could be implemented easily and still stand up to verifi cation scrutiny.   

 The language of what was proposed as the amendment to  § 99.30(d) 
seemed to take its inspiration from the EDI protocols. But institutions 
 objected to the requirements as too specifi c and restrictive. The fi nal regu-
lation that was adopted in 2004 simplifi ed the requirements, essentially 
leaving the authentication protocols to the institution adopting the use of 
electronic signatures.   

“Signed and dated written consent” under this part may include a 
record and signature in electronic form provided the educational 
agency or institution follows a process to—

1.  Identify the individual and authenticate the identity of the 
 individual requesting disclosure of education records;

2. Attribute the signature to the consent;

3.  Secure and verify the integrity of the consent in transmission and 
upon receipt; and

4.  Document and record the signed message.

Proposed §99.30(d)

“Signed and dated written consent” under this part may include a 
record and signature in electronic form that—

1.  Identifi es and authenticates a particular person as the source of 
the electronic consent; and

2.  Indicates such person’s approval of the information contained in 
the electronic consent.

§99.30(d)
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 On this basis, many institutions now accept electronic requests for the 
disclosure of information from student records as long as the electronic 
request originates within the institution ’ s secure network or student access 
system (SAS). Requests that originate via external e - mail systems or by 
 telephone are still not accepted and are not authorized under FERPA. 

 Once a secured network or SAS is established, the institution must 
 disclose to users the purpose of the network, indicating that use of that 
network by any user constitutes acknowledgment and consent to the 
 implications of transactions within the system. Verifi cation protocols for 
 requests, acknowledgment of completed transactions, and recordkeep-
ing of the particulars of each transaction follow from records manage-
ment practices and standards already in place in banking and the fi nancial 
 industry and commerce.   

 Institutions may use other terms for the SAS, but the SAS should not 
be confused with the student information system (SIS) that is often the 

Student Access Systems
Many government agencies along with fi nancial and medical institutions make information available 

to their constituents over the Internet. In higher education, these systems go by various names but 

are most commonly known as student portals or student access systems (SAS). These kinds of systems 

facilitate two important processes for institutions—the authentication of user identity and the accept-

ance of authorizations for customer service transactions.

SAS transactions began with web registration for many colleges and universities, but the un-

limited aptitude, fl exibility, and reliability of the Internet has resulted in an explosion of possibilities 

for student transactions. In addition to electronic enrollment, students can pay fees, verify progress 

toward their degrees, change majors, declare nonattendance for a term, and complete fi nancial aid 

processes. Ordering verifi cations and transcripts, changing addresses, electing privacy options, and 

updating emergency contact information are also possible. Many systems even give students one-

stop-shop access to health care information and appointment-making abilities at student health 

centers. In addition, access to employment databases at the campus career center often provides 

another valuable link.

Because many student transactions would otherwise require proper identifi cation of the student or 

former student if performed in person, the authentication ability of an SAS is particularly attractive for 

institutional business. The SAS requires a logon or user ID along with a personal identifi cation number 

(PIN) or password to access the system. These are the same two-factor authentication devices used for 

automated teller machines (ATM) and other information-sensitive websites.

Access to an SAS may be made available to individuals from the moment an electronic application 

for admission is submitted. Institutions such as the University of California Los Angeles (UCLA) make 

their systems available to former students for as long as access activity is logged or up to 10 years after 

the student has left the institution.
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institution ’ s primary database of student information. Direct access to the 
SIS is restricted to the registrar, student services staff, and other education 
offi cials on the campus. An SAS usually reads data on the SIS, but the two 
are very different systems. Transactions initiated on the SAS may update 
the SIS, but may not always be performed in real time. 

 Since May 2004, institutions have been authorized to accept electronic 
signatures as tantamount to prior written consent for the disclosure of 
non - directory information from education records. The impact of that sin-
gular decision has amounted to unleashing a universal transformation in 
student services and educational records management.  

  Education Offi cials and Legitimate Educational Interest 
 Curiously, while FERPA uses the term  school offi cial  throughout its regula-
tory language, no defi nition of the term is ever given. Instead, the U.S. 
Department of Education offers guidance in a draft or model version of an 
annual notifi cation that is published on its website. Here, the department 
provides a working defi nition of an education offi cial. 

 Education offi cials — or,  school  offi cials, as it is termed in the regula-
tions — are employed by the institution. These individuals access records in 
the custody of the institution and act in the stewardship of or service to the 
institution. But the term  education offi cial  is narrowly defi ned and does not 
include all employees of an institution.   

 Education offi cial refers to employees charged by the institution with 
specifi c responsibilities — those of administration, supervision, academic or 
research interaction, or other supporting roles. Employees in these  functions 

EDUCATION (SCHOOL) OFFICIAL

A person employed by the educational agency or institution in an administrative, supervisory, 

academic or research, or other support staff position, including law enforcement and health staff

A person serving on an institution governing body

A person or entity employed by, or under contract to, the institution to perform a special task 

or to act as its agent in providing a service, such as an attorney or auditor

A student serving on an offi cial committee, such as a disciplinary or grievance committee, or 

assisting another school offi cial in performing his or her tasks

•

•

•

•
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include teachers and faculty, deans and academic program chairs, student 
services providers and administrators, fi nancial aid and accounting staff, 
academic advisors and auditors, information technology professionals, 
and certain campus clerical staff. In effect, any employee who has respon-
sibilities for the creation, maintenance, and disclosure of information from 
education records is an education offi cial. 

 Simply because an individual is an education offi cial, however, does 
not mean that the individual has carte blanche access to all student records. 
It should be pointed out that the access authorized for education offi cials 
is couched in the regulations amidst other exceptions to the requirement of 
a prior written consent. The implication is that access to education records 
is by exception and only under conditions that the regulations go on to 
outline. 

 In  § 99.31(a)(1), the regulations purposely limit access to education 
records by education offi cials, specifying that a  “ legitimate educational 
 interest ”  must exist in order for the education offi cial to gain access to 
 education records. There must be a need to know information from those 
records to complete a function of the institution or to accomplish a task on 
behalf of the student.   

Under what conditions is prior consent not required to disclose 
 information?

The disclosure is to other school offi cials, including teachers, 
within the agency or institution whom the agency or institution has 
determined to have legitimate educational interests.

§99.31(a)(1)

 The trouble with the regulations, however, is that they do not provide 
a specifi c defi nition for the term  legitimate educational interest . Because each 
institution has established its own methods and mode of operation, the 
regulations leave defi nition of the term to the prerogative of the institu-
tion. Nevertheless, a defi nition is required as a component of the annual 
notifi cation. 

 In developing a defi nition of legitimate educational interest, institutions 
should focus on the need to know information, specifi cally, non - directory 
information from education records. What drives that need to know or need 
to access such information is the particular responsibility of the employee 
in accomplishing the individual ’ s job or assigned function. And because the 
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Department of Education has already provided a defi nition of education of-
fi cial, the kind of employee with legitimate educational interest can be iden-
tifi ed with similar specifi city. Accordingly, Cliff Ramirez  &  Associates has 
compiled and uses the following text as a working defi nition of   legitimate 
educational interest .     

 Education offi cials have a legitimate educational interest when, in the 
exercise or completion of their administrative, supervisory, academic, 
research, or other administrative support responsibilities on behalf of the 
educational agency or institution, they incur the need to know, access, or 
utilize specifi c information from education records.   

 There are education offi cials whose responsibilities involve the need to 
access education records on a daily basis, but there are also those whose need 
may only arise on an ad hoc basis. To facilitate access by these  education 
offi cials, FERPA does not require the prior written consent of the student 
where legitimate educational interest exists.   

 It should be noted that legitimate educational interest is specifi c to a 
particular need and limited by that need. Only information relevant to that 
particular and expressed need should be disclosed to the education offi cial. 
In other words, legitimate educational interest does not provide access to 
all of a student ’ s records but only to those records for which the specifi c 
need to know exists. 

 The case of  Krebs v. Rutgers  is evidence that legitimate education inter-
est should not be generally applied but made relevant to the specifi c need 
for information.   

 Members of an institution ’ s governing body are included in the defi -
nition of  education offi cial . Charged with responsibility for the integrity 
and maintenance of the institution ’ s academic programs, members of a 
board of regents, a board of trustees, or other system of guardianship 
may need to access education records in their monitoring, auditing, and 
management responsibilities for the institution. That right of access is 
provided under the defi nition of  education offi cial . 

LEGITIMATE EDUCATIONAL INTEREST

Education offi cials have a legitimate educational interest when, in the exercise or completion of 

their responsibilities on behalf of the institution, they incur the need to know and utilize specifi c 

information from education records.
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 The defi nition of education offi cial goes on to include other third - par-
ty entities that may also have access to education records without the need 
for prior written consent. These third - party entities are individuals, groups, 
 organizations, or other bodies that are neither the student nor the institution. 

 The defi nition specifi es individuals and entities who may receive 
 information from the institution ’ s education records on an ad hoc or on 
a continuing basis. Ad hoc examples include attorneys and auditors, for 
whom access to education records is necessary to perform contracted 
work. The most recognizable example of contracted offi cials on a continu-
ing basis is the National Student Clearinghouse, which performs a variety 
of records - related and reporting services on behalf of colleges and univer-
sities  nationwide. In the performance of its contracted work, the National 
Student Clearinghouse requires ongoing access to the education records of 
the institution and maintains its own database of information from which 
to execute its responsibilities. 

 The outsourcing of institutional functions has never been prevented by 
FERPA. Higher education service providers assist colleges and  universities 
in a variety of tasks, including enrollment and degree verifi cation,  payments 
and collections, development and fundraising, technology services, alumni 
relationship management, institutional advancement and reporting, legal 
services, student health and psychological services, and police and  security 
services. 

 In an effort to codify practice as outsourcing strategies expand, the 2008 
Amendments propose an expansion of the defi nition of education offi cial 

Krebs v. Rutgers
In 1992, the New Jersey case of Krebs v. Rutgers (797 F. Supp. 1246) drew attention to a number of 

FERPA-related issues including the use of the social security number (SSN), legitimate educational 

interest, and the applicability of FERPA itself.

Keith Krebs and six other students fi led a class action suit under Section 1983 alleging that Rutgers 

University was abusing their privacy rights in requiring the disclosure of SSNs for campus services, 

from dining hall to mail privileges. Further, student SSNs were printed on student identifi cation cards 

and on class lists that were distributed widely to campus offi ces. Rutgers claimed that the use of the 

SSN for campus services was covered by legitimate educational interest. Further, the school insisted 

that it was not, as a semi-private institution, obliged to comply with FERPA.

The court ruled in favor of the students in regard to the use of the SSN, ruling that the SSN is an 

education record and defi ned legitimate educational interest as specifi c to the interests of the student, 

not the institution. Further, the court found that Rutgers, as a recipient of federal funding programs, 

was, indeed, obliged to comply with the FERPA regulations.
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by including contractors, consultants, volunteers, and any entities working 
for and on behalf of an educational agency or institution.   

Under what conditions is prior consent not required to disclose 
 information?

A contractor, consultant, volunteer, or other party to whom an 
agency or institution has outsourced institutional services or func-
tions may be considered a school offi cial under this paragraph 
 provided that the outside party—

1.  Performs an institutional service or function for which the  agency 
or institution would otherwise use employees;

2.  Is under the direct control of the agency or institution with  respect 
to the use and maintenance of education records; and

3.  Is subject to the requirements of §99.33(a) governing the use 
and redisclosure of  personally identifi able information from 
 education records.

§99.31(a)(1)(i)(B)

 In this inclusion, the regulators are cautious to insist on the contrac-
tor ’ s continuing relationship with the institution. For the protection of the 
institution, such relationships should be bound by written agreements in 
which specifi c reference is made to FERPA and to operational compliance 
with the regulations. Strict adherence to the provisions of the regulations is 
an unconditional basis for the continuity of the contract. 

 To underscore the precautions, Volume 73, No. 57 of the  Federal Register , 
the edition which proposed the 2008 Amendments, states the following:   

 The outside party who obtains access to education records without 
consent must be under the direct control of the agency or institution 
and subject to the same conditions governing the use and redisclosure of 
education records that apply to other school offi cials under  § 99.33(a) of 
the regulations. [FR 15578]   

 Essentially, outsourced entities who function as education offi cials for 
an institution must comply with FERPA to the same degree that other edu-
cation offi cials on the campus must adhere to the regulations. As if to stress 
the point further, the  Federal Register  goes on to make the following declara-
tion in regard to further disclosure:   

 Educational agencies and institutions are responsible for their outside 
 service providers ’  failure to comply with applicable FERPA requirements. 
The agency or institution must ensure that the outside party does not use 
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or allow anyone to obtain access to personally identifi able information 
from education records except in strict accordance with the requirements 
established by the agency or institution that discloses the information. 
[FR 15579]   

 As frightening as the statement may come across to institutional 
 management, the directive to institutions is that written agreements with 
outsourced service providers must be comprehensive in communicating 
the parameters of the service providers ’  use of information from educa-
tion records. Any breach of contract must be reported immediately to the 
FPCO. And the consequence, as given in  § 99.33(e), could very well be that 
the institution may not disclose education records to that third party for a 
period of not less than fi ve years.   

If this Offi ce determines that a third party outside the educational 
agency or institution improperly rediscloses personally identifi able 
information from education records in violation of this section, or 
fails to provide the notifi cation required under paragraph (b)(2) of 
this section, the educational agency or institution may not allow 
the third party access to personally identifi able information from 
education records for at least fi ve years.

§99.33(e)

 Lastly, students may themselves be considered education offi cials if 
they serve on offi cial committees that involve access to or require the uti-
lization of information from education records. Many campuses seek to 
involve students in various leadership and management initiatives that 
not only include disciplinary hearings but committees on academic proce-
dures, policy development, and strategic planning. In some cases, access to 
information from education records is critical to effectively executing the 
responsibilities of the assigned position. 

 Students in such roles should only have access to the specifi c records 
from which they have a need to know information. As with student work-
ers functioning in various areas of the campus, these students should be 
thoroughly apprised of their responsibilities for confi dentiality about the 
records and the knowledge to which the student may be exposed. A written 
acknowledgment from the student at the time of delegation to such com-
mittee work would not be out of order. Such an acknowledgment should 
disclose disciplinary consequences for failure to comply with the privacy 
requirements of the position.   
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Chapter 3                                                                                                          

Understanding the Privacy 
Rights under FERPA          

 FROM A NARRATIVE perspective, the FERPA regulations are curiously con-
structed in that the rights guaranteed under 34 CFR  § 99 are announced 
indirectly when they appear in the legislation. 

 The title of  § 99.5 presents the question  “ What are the rights of students? ”  
Yet, the section deals more with the application of rights rather than with an 
identifi cation or explanation of those rights. In an immediate answer to its 
query, the regulations declare that FERPA rights transfer from the parents to 
the student when the student becomes an eligible student ( § 99.5(a)).   

When a student becomes an eligible student, the rights accorded to, 
and consent required of, parents under this part transfer from the 
parents to the student.

 §99.5(a)

 Then, after patently insisting upon this transfer of rights, the regula-
tions address the expansion of those rights, even before the basic rights 
are ever discussed. In  § 99.5(b), the regulations propose themselves as the 
minimum requirements for the privacy of education records. Institutions 
and other entities may assign more rights than those that are detailed in the 
FERPA regulations, but no less.   

The Act and this part do not prevent educational agencies or 
 institutions from giving students rights in addition to those given 
to parents.

§99.5(b)

 Situated as it is, following the clause about the transfer of rights, this 
assertion about giving more student rights than the regulations afford 
recognizes the eligible student as an adult under the law, with rights and 
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privileges that may exceed those prescribed under FERPA. In other words, 
while the regulations identify basic privacy rights, institutions have the 
responsibility and the prerogative of applying those rights within the indi-
vidual regulatory context of their states and local communities. In some of 
those instances, the rights at the individual institution may be more than 
what FERPA requires.  

  Annual Notifi cation: Rights under  FERPA  
 There are, in fact, four basic rights under FERPA. But when these rights 
are presented in  § 99.7 of the regulations, they are presented as part of 
the content that should make up the annual notifi cation of rights under 
the regulations. The annual notifi cation seizes the spotlight as the fi rst 
requirement of institutions in FERPA. In the shadow of the Code of Fair 
Information Practices, this requirement may even be seen as the fi rst 
right under FERPA: the right to disclosure of policy and practice on an 
annual basis. 

  Annual Notifi cation Requirement 
 Like other federal legislation that deals with citizen rights, FERPA follows 
the guidance of the Code of Fair Information Practices, beginning with a 
requirement that no database should be kept secret. In  § 99.7(a)(1), FERPA, 
therefore, requires a disclosure of rights to the individuals affected and 
requires that such disclosure be made on an annual basis.   

Each educational agency or institution shall annually notify parents 
of students currently in attendance, or eligible students currently in 
attendance, of their rights under the Act and this part.

§99.7(a)(1)

 The phrase  “ currently in attendance, ”  of course, refers to students who 
are enrolled, those who are currently attending classes or maintaining a 
student status at the institution. Under this defi nition, the institution need 
not attempt to notify others about FERPA rights, including both former 
and prospective students. Only the current population of students in at-
tendance needs to be advised of their rights under the regulations.  
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  Methods of Annual Notifi cation 
 Notifi cation does not need to be direct to each individual student. That is, 
unlike the Truth In Lending provision that requires notifi cations to indi-
vidual fi nancial account holders, FERPA merely insists that the annual no-
tifi cation be easily accessible to all students in attendance. The notifi cation 
should be made in a manner that will reasonably reach or be available to 
all students in attendance. 

 Most institutions publish their annual notifi cation as a policy statement 
regarding how information from education records is maintained and 
 disclosed. This statement is often published in annual or more frequently 
distributed publications, such as the catalog, the schedule of classes, a stu-
dent handbook, or as an insert into student newspapers. At the very least, 
the notifi cation must be made on an annual basis. 

 The regulations go on to make specifi c disclosure requirements in 
 regard to the disabled and those whose fi rst or primary language is not 
English.   

An educational agency may provide this notice by any means that 
are reasonably likely to inform the parents or eligible students of 
their rights.

1.  An educational agency or institution shall effectively notify 
 parents or eligible students who are disabled.

2.  An agency or institution of elementary or secondary education 
shall effectively notify parents who have a primary or home 
 language other than English.

§99.7(b)

 The fi rst provision fl ows from the Americans with Disabilities Act 
(ADA), which requires public entities to make reasonable accommodations 
for those with cognitive and physical disabilities. This is to say that the an-
nual notifi cation should be available to those with disabilities in a format 
that makes the information accessible to them. A number of web text and 
other publication tools assist institutions in adapting written or published 
disclosures so as to reach individuals with specifi c challenges.   
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 The second provision is a result of the No Child Left Behind (NCLB) 
Act and is specifi c to the K – 12 community. The NCLB had already drawn 
attention to increasing populations of non - English speaking citizens 
throughout the United States and focused institutional outreach efforts 
on the unique educational needs of the school districts ’  local communi-
ties. FERPA takes up the banner with this stipulation regarding the  annual 
 notifi cation. Schools that have large populations of children whose  parents 
or guardians do not speak English as a primary language must ensure that 
these individuals are made aware of their rights under the regulations. 
This requirement, however, has no impact in the postsecondary arena 
since the students themselves possess privacy rights in postsecondary 
education. 

Americans with Disabilities Act
The Americans with Disabilities Act (ADA) was passed in 1990 and codifi ed at 42 USC §12101. The act 

prohibits discrimination against persons with disabilities and provides protections that were subse-

quently expanded by the ADA Amendments Act of 2008 (ADAAA), which detailed a list of impairments 

to major life activities.

The act requires reasonable accommodation on the part of institutions and employers in the provi-

sion of services, living or working conditions, and accessibility to information.

No Child Left Behind Act
The No Child Left Behind (NCLB) Act, sometimes pronounced “nicklebee” because of its initials, was 

 established in 2001 as an initiative to improve the performance of primary and secondary schools, as 

well as to contribute to the academic development of students enrolled in those schools. Federal pro-

grams were identifi ed to address issues in K–12 education, including testing, teacher preparation, and a 

commitment to quality on the part of schools and parents. Because of an ever-growing minority popu-

lation, the act included outreach to students and their parents whose fi rst language was not English.

The NCLB initiative, last amended in 2008, is extensive and reaches into every area of K–12, with 

 implications for higher education as well. Embedded in the legislation is a provision for the disclosure 

to military recruiters of name, address, and home telephone numbers for all students enrolled in sec-

ondary schools—provided the student or the student’s parent has not opted out of directory informa-

tion disclosure.

The February 2009 issue of Legal Update for Teachers, the newsletter of the Center for Education and 

Employment Law, reported on a November 2008 survey of 147 educators conducted by Edweek.org. 

The survey asked educators to rank the critical education issues that should be addressed by newly 

elected President Barack Obama once he takes offi ce. Fifty-eight percent of those surveyed said that 

the new President’s top priority should be major reforms to NCLB.
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 Disclosure of privacy rights in K – 12 is very different from the annual 
notifi cation that is made in the postsecondary environment. In K – 12, pri-
vacy rights are directed to the parents since the students in primary and 
secondary education are minors. In the postsecondary environment, the 
students are adults under the law, and privacy rights belong completely 
and solely to the student. 

 Regardless of these differences, it is the requirement of disclosure that 
is signifi cant and vital to K – 12 and postsecondary compliance with this 
fi rst mandate of the regulations.    

  Disclosure of  FERPA  Rights 
 It is in the context of requiring an annual notifi cation that FERPA speci-
fi es its guaranteed rights. In fact, the fundamental content of the annual 
notifi cation is that the notice identify what rights are guaranteed under the 
regulations and disclose how the individual may exercise those rights.   

The notice must inform parents or eligible students that they have 
the right to—

  i. Inspect and review the student’s education records;

 ii.  Seek amendment of the student’s education records that the par-
ent or eligible student believes to be inaccurate, misleading, or 
otherwise in violation of the student’s privacy rights;

iii.  Consent to disclosures of personally identifi able informa-
tion contained in the student’s education records, except to 
the  extent that the Act and Sections 99.31 authorize disclosure 
without consent; and

iv.  File with the Department a complaint under Sections 99.63 and 
99.64 concerning alleged failures by the educational agency or 
institution to comply with the requirements of the Act and this 
part.

§99.7(a)(2)

 Fundamentally, the four rights of eligible students are summarized as 
follows: 

  The right to inspect and review their education records  
  The right to seek to amend their education records  

•
•
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  The right to have some control over the disclosure of information 
from their education records  
  The right to fi le a compliant with the Department of Education for the 
alleged violation of FERPA rights    

 Each of these rights is examined individually and in detail in the pages 
that follow. For the purposes of the annual notifi cation, however, the regu-
lations go on, in  § 99.7(a)(3), to make some specifi c provisions in regard to 
the disclosure of these rights.   

•

•

The notice must include all of the following.

 i.  The procedure for exercising the right to inspect and review 
education records.

ii.  The procedure for requesting amendment of records under 
§99.20.

iii.  If the educational agency or institution has a policy of disclos-
ing education records under §99.31(a)(1), a specifi cation of cri-
teria for determining who constitutes a school offi cial and what 
constitutes a legitimate educational interest.

§99.7(a)(3)

 The fi rst two provisions merely require institutions to provide guidance 
to students on how their FERPA rights are to be exercised. It is important to 
emphasize that implicit in these directions is not merely the establishment 
of practice but the need to codify policy and procedure that can be produced 
for students, parents, the public, and the courts as proof of compliance with 
the regulations. If challenged regarding an alleged violation of FERPA rights, 
it is policy and procedure that will be required by the FPCO to demonstrate 
the institution ’ s adherence and compliance with the regulations. 

 The third provision adds two components to the structure of the an-
nual notifi cation: an identifi cation of school offi cials and a defi nition for 
legitimate educational interest.  

  Other Components of the Annual Notifi cation 
 The specifi cation of education offi cials in  § 99.7(a)(3)(iii) is of critical 
 importance at institutions where information is shared among or made 
available to faculty, staff, and others. Indeed, such practices sound like 
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common operating procedure since it would be essential that certain infor-
mation be made available to those conducting the business of the institu-
tion. But there is an important distinction here that refers back to the Code 
of Fair Information Practices. 

 Recall that the generation of the Code of Fair Information Practices
occurred in the midst of growing apprehension about the increasing amount 
of information being collected by government agencies. The sharing of 
that information between agencies suggested a potential for establishing 
a very powerful and comprehensive database about private citizens — one 
that was initially seen as a serious invasion of privacy. In the distillation 
of the Code of Fair Information Practices, provisions were made for how 
information in databases of personally identifi able information would be 
used. Even within specifi c entities, legislation was careful to stipulate that 
information would only be used for the purposes for which it was col-
lected. Recordkeepers were charged with guarding against the misuse and 
the potential misuse of the data they collected. 

FERPA Code of Fair Information Practices

Right to inspect and review education records No recordkeeping system can remain secret.

Individuals have a right to know what is being 

maintained about them.

Right to seek to amend education records Individuals must be able to correct information that 

is being stored about them.

Right to have some control over the disclosure of 

information from education records

Individuals must be able to prevent disclosures of 

information without their consent.

Right to fi le a complaint for an alleged violation of 

FERPA rights

Organizations must ensure appropriate use of data 

and take precautions against potential misuse.

 Institutions of higher education, therefore, must disclose their prac-
tices of sharing and utilizing information both within and outside the or-
ganization. Disclosure in the annual notifi cation must include institutional 
defi nitions of education (or school) offi cial as well as criteria for legitimate 
educational interest, the basis upon which information is shared within the 
educational institution. Further, if the institution has a practice of regularly 
providing or releasing information to the parents of dependent children or 
to schools in which the student may be intending to transfer, these prac-
tices must also be disclosed in the annual notifi cation. 

 Why go into so much detail? Note that the privacy rights are made specifi -
cally to the eligible student in higher education. It is the eligible student alone 
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who has the right to inspect and review, to seek to amend, and to consent to 
disclosures. Availability of information about the eligible student beyond the 
student himself needs to be disclosed so that the student is aware of the extent 
to which his personally identifi able information is being made accessible. 

 In this last provision, the regulatory language refers to instances and 
situations identifi ed in  § 99.31, which is the section that identifi es excep-
tions to the requirement of prior written consent. The sharing of education 
records with education offi cials, the parents of dependent children, and 
other third parties are contained in this section, making such disclosures 
 exceptions  to the regulations and not daily business or common practice. 
Therefore, if an institution regularly makes such disclosures, the institution 
must disclose those practices in its annual notifi cation.  

  A society that will trade a little liberty for a little order will lose 

both, and deserve neither. 

  — THOMAS JEFFERSON   

 The infl uence of the Code of Fair Information Practices and the Privacy 
Act of 1974 becomes readily apparent. Beyond the basic rights defi ned by 
FERPA are considerations that arise as corollary or implied by the wider con-
text of privacy rights in general. As legislative regulation, FERPA does not 
stand alone but rather in the context of other privacy provisions and general 
legislation. 

 Understanding the implications of the Code of Fair Information Prac-
tices becomes important not merely in determining resolutions to individ-
ual situations wherein FERPA has implication but in guiding deliberation 
along fair and consistent strategy for the establishment of sound institu-
tional policy and procedure.   

  Right to Inspect and Review 
 The fi rst precept of the Code of Fair Information Practices states that no 
recordkeeping system can remain secret. Individuals have a right to know 
that a recordkeeping system exists and that an entity is compiling informa-
tion about them. Further, citizens have a right to know what kind of infor-
mation is being stored in this database.   

 Therefore, the fi rst guarantee that FERPA makes to parents and eligi-
ble students is the right to inspect and review education records. Students 
have a right to know that information is being collected and maintained 
about them  and  to be able to inspect and review that information. 
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  The Registrar and Other Recordkeepers 
 In the past, education records about students were fundamentally central-
ized in the custody of one of the highest ranking offi cials of the school. This 
recordkeeper — or registrar — was guardian of the primary business record 
of the institution: that of the education records of its students. The registrar 
served, and still serves, as steward over these education records, charged 
with maintaining accurate and complete records about student achieve-
ment in the student ’ s academic pursuits at the institution. Moreover, it is 
the registrar who issues offi cial verifi cation and documentation of student 
academic achievement at the institution. 

 As schools grew, and especially with advancements in technology, busi-
ness necessity mandated that records be created and maintained at vari-
ous levels and in different locations throughout the institution. Academic 
departments, tracking specifi c information about students in their majors, 
found it necessary to keep their own records, apart from the offi cial record 
maintained in the registrar ’ s offi ce. Faculty had always maintained their 
own private systems for monitoring and evaluating student performance 
in individual classes. And as programs developed within departments or 
combined the efforts of multiple disciplines, new and expanding databases 
of student records began to emerge across campus.   

 For all intents and purposes, the registrar has continued to be regarded 
as the offi cial custodian of student records. It is the registrar who generally 
evaluates and nominates candidates for degrees from the institution. The 
registrar issues offi cial transcripts, which are regarded as the unequivo-
cal proof of student academic achievement, as well as certifi es student 
 information and issues diplomas. When law enforcement is investigating 
a  student, it is to the registrar that initial inquiries are directed. And when 
the Department of Education approaches institutions regarding student 
data, the singular focus is on the registrar ’ s offi ce. 

FERPA guarantees eligible students the following rights.

The right to inspect and review education records

The right to seek to amend education records

The right to have some control over the disclosure of information from education records

The right to fi le a complaint for an alleged violation of their FERPA rights

•

•

•

•
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 It is the registrar, as the primary and offi cial institutional recordkeep-
er, who assumes and is charged with responsibility for compliance with
FERPA. Over the years, this responsibility has expanded to include the 
training of campus offi cials and to serve as a resource or sort of  “ FERPA 
police ”  for the institution.   

The Registrar
From the legal perspective, the term registrar is used to identify the offi cial keeper of records. The word 

comes from a shortening of the medieval Latin word registrarius and was once used in its longer varia-

tion registrary.

Registrars exist in many kinds of businesses. Hospital administrators who admit patients are called 

registrars. In banking, the term is used to identify the keeper of offi cial documents for clients and busi-

ness entities. The registrar of voters oversees the voting process. And in some cultures, the Justice of 

the Peace or civil commissioner authorized to record birth, deaths, and to perform marriages is called 

the registrar.

In the academic arena, the registrar is the offi cial custodian of student records. Charged with 

maintaining academic records, the registrar has been an important position throughout the history 

of educational institutions. In the United Kingdom, the registrar is often the head of the university’s 

administration.

If an educational agency or institution receives funds under one 
or more of the programs covered by this section, the regulations 
in this part apply to the recipient as a whole, including each of its 
components (such as a department within a university).

§99.1(d)

 Recognizing the multiplicity of recordkeepers across the campus, 
FERPA emphatically states its application to  all  areas of the institution 
( § 99.1(d)). This means that compliance with FERPA, at an institution that 
receives funds from the federal government, applies to each and every cus-
todian of education records throughout the campus. 

 If recordkeepers are scattered throughout the campus, then educa-
tion records are also spread throughout the campus. Wherever education 
records are maintained, these regulations apply. The responsibility for pri-
vacy belongs to the local recordkeeper in whose charge the records are 
kept; nevertheless, the total liability for compliance with the FERPA regula-
tions is to the institution as a whole.  
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  Access to Education Records 
 Issues that arise with access to and the disclosure of information from educa-
tion records always revolve around non - directory information. While direc-
tory information can be released, as long as the student has not restricted 
such disclosure, the disclosure of non - directory information almost always 
requires prior written consent. To facilitate the business of education, FERPA 
does make some exceptions, detailed in  § 99.31, but even these exceptions 
require careful scrutiny and evaluation.   

The educational agency or institution, or SEA (state educational 
agency) or its component, shall comply with a request for access 
to records within a reasonable period of time, but not more than 
45 days after it has received the request.

§99.10(b)

 Once authorized access is established, the recordkeeper must permit in-
spection and review of those records within  “ a reasonable period of time ”  
( § 99.10(b)). The vague and subjective nature of the phrasing is intentional 
and not altogether a hindrance for the institution. 

 In the fi rst place, the regulatory language acknowledges the jurisdic-
tion of public information laws and court procedures within the various 
states. Courts have local authority to set their own specifi cations in regard 
to requirements for the production of evidence in compliance with a court 
order or subpoena. This is the standard that dictates time frames for the 
production of records in other arenas. Institutions and their recordkeepers 
must comply with the regulations and guidelines that have been estab-
lished for the state in which the institution is located. 

 The time frame set by local regulation is the guiding rule, so long as 
that time frame does not exceed 45 days. For the purposes of FERPA, com-
pliance with a request for the inspection and review of records must occur 
within 45 days of receipt of that request. 

 FERPA sets this 45 - day limit not to confuse recordkeepers but to indi-
cate when complaints regarding noncompliance with inspection and re-
view may be referred to the Family Policy Compliance Offi ce (FPCO). An 
individual state may require recordkeepers to comply with documentary 
disclosure and surrender on a court - ordered subpoena within a 10 - day pe-
riod. If an institution in that state fails to comply with a request within 
20 days, the requesting party may have grounds to initiate legal action 
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within the local courts, but the Department of Education will not entertain 
a complaint on a FERPA violation for another 25 days since its limit is the 
longer period of time — 45 days. 

Time Period Where to Complain

State/local regulation Established per state/local legislation State/local courts

FERPA 45 days Family Policy Compliance Offi ce

 Complaints about the Availability of Records

 A secondary condition in regard to  “ a reasonable period of time ”  is def-
erence on the part of the regulations to policy and procedure established by 
the institution. Institutions must defi ne how compliance with inspection 
and review is to be guaranteed to students. This defi nition is in the form 
of policy and procedure — written documentation that applies offi cewide 
or campuswide. Of course, such policy and procedure must comply with 
state and local regulations as well as with FERPA. And moreover, employ-
ees across the campus must be obliged to follow those regulations in the 
course of conducting business on behalf of the institution. 

 For example, although technology facilitates the creation or duplica-
tion of records almost instantaneously, some campuses may not wish or 
be able to produce records for students on such short order. An institution 
may require students to make appointments to inspect and review records. 

RECORDS MANAGEMENT CONCERNS: CONTENTS

Students have a right to inspect and review the contents of their education records, wherever 

they exist on the campus.

Do fi les include records to which the student should not have access or that are not appropri-

ate for the education record?

What is the procedure for inspecting and reviewing education records at your campus?

Once a request is made, how long before a student can inspect and review education 

records?

What time period is specifi ed for the production of records in your individual state?

•

•

•

•

•
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Appointments are generally made within three business days of the ini-
tial request. The important point here is that the request is immediately 
acknowledged, and the availability of records is scheduled for a specifi c 
date and time. As long as that date is not  “ unreasonable, ”  such a response 
would be in compliance with the regulations.   

 An important clarifi cation is necessary at this point. When this book 
refers to policy and procedure, written documentation is always a contin-
gency of its defi nition. Often, campus departments become so immersed in 
operations that they fail to document their practice in a written and easily 
available format. This leaves practice at the level of practice, as opposed 
to offi cial policy and procedure. Should an institution be challenged in a 
court of law to defend its practice in a particular situation, it is written pol-
icy and procedure that will prove an important component of that school ’ s 
defense. The fl ip side of this reality, of course, is compliance with one ’ s 
own policy and procedure. Without offi cial documentation of its business 
practices — in policy and procedure — an institution ’ s integrity may rest on 
verbal allegation, opinion, and misinterpretation of intention. 

 Policy and procedure is addressed in greater detail in Chapter  Six .  

  Interpretation and Explanation 
 A corollary of access to records is an implied responsibility for the record-
keeper to provide some interpretation and explanation of the  manner in 
which records are kept and the meaning of their content. The Code of 
Fair Information Practices keenly suspected that records might be main-
tained in such a manner as to make them unintelligible to anyone but 
employees of the recordkeeping entity. Many early recordkeeping com-
puter systems used abbreviations and cryptic fi eld names as a strategy 
for masking or hiding information from all but the initiated. To ensure 
that records do not remain suspect or cleverly concealed, the fi rst two 
provisions of the Code of Fair Information Practices prohibit secrecy and 
mandate disclosure. 

 FERPA translates those provisions with a requirement for institutions 
to respond to  “ reasonable requests ”  for explanations and interpretations of 
its records ( § 99.10(c)). Such requests may come from individuals inspect-
ing and reviewing the education records of an institution. Elucidation on 
the codes used in transcripts and other documentation would not be an 
 unreasonable request. However, elaborating on circumstances or providing 
additional narrative or documentary evidence in support of offi cial records 
may be an unreasonable request — especially where policy and procedure 
do not require the maintenance of such additional evidence.   
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 To eliminate the need for ad hoc explanations and to provide sup-
porting disclosure to substantiate practice, institutions maintain a series 
of publications that compile such documentation. The institution ’ s annual 
catalog is one such publication that has often been referred to as the busi-
ness contract between the institution and the student, primarily because 
graduation requirements are often delineated in the catalog. But other 
publications and references may include student handbooks, program dis-
closures, pamphlets and booklets about activities, and individual policy 
disclosures. 

 Legends on the reverse of offi cial documentation, such as transcripts 
and verifi cations, are a succinct method of providing information to the 
user or recipient of these documents for understanding the method of pres-
entation and its content. Just be sure that instructions on legends are kept 
current and that the legends remain relevant to the presentation of data in 
the document they are intended to explain.  

  Search and Retrieval 
 Two fee structures are often associated with the production of records for in-
spection and review: one for search and retrieval and one for photocopies. 

 Charging a fee for the search and retrieval of student records is not per-
mitted under FERPA ( § 99.11(b)) when the search and retrieval of records 
is in connection with a student ’ s request to inspect and review education 
records. The guarantee regarding the inspection and review of education 
records has no qualifi cations, and the imposition of a fee to search for 
records may impede or even prohibit the student ’ s ability to inspect and 
review his records.   

The educational agency or institution, or SEA or its component, shall 
respond to reasonable requests for explanations and  interpretations 
of records.

§99.10(c)

An educational agency or institution may not charge a fee to search 
for or to retrieve the education records of a student.

§99.11(b)
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 The Code of Fair Information Practices sought to ensure that consum-
ers would not be prevented from exercising their rights in regard to data-
bases that contain their personally identifi able information. The practices 
detail explicit rights, and the infl uence on subsequent legislation was to 
ensure that no hindrances or impediments were introduced by govern-
ment or other entities that would interfere with the administration of 
these rights. 

 It is with this understanding that search and retrieval fees are not per-
mitted under FERPA when the request for records is made by the eligi-
ble student. This prohibition, however, does not affect the assessment of 
search and retrieval fees in other circumstances, such as in the production 
of records in response to a subpoena or other similar request.  

  Photocopies of Documentation 
 The regulatory writers were clever in their selection of language for this 
fi rst guarantee because it is only about inspection and review. Institutions 
must provide students and individuals with authorized requests the abil-
ity to inspect and review education records — but that ’ s it. There is no pro-
vision to require that recordkeepers provide photocopies or duplicates of 
those records. 

 Depending upon policy and procedure, an institution may, of course, 
provide photocopies of documents in its fi les — and may even charge a fee 
for that service. Photocopy fees should be consistent with other photocopy 
fees on campus and should not create a situation where a student may, by 
the imposition of fees, be denied the right to inspect and review her edu-
cation records. If the student, for example, is out of the area — generally, 
50 miles from the campus is considered a  “ reasonable ”  distance — and 
 unable to come into an offi ce to inspect her records, or if she is unable to 
pay the fee for photocopies, the institution should consider providing the 
photocopies without charge to ensure that the opportunity for inspection 
and review is provided.   

Unless the imposition of a fee effectively prevents a parent or 
eligible student from exercising the right to inspect and review the 
student’s education records, an educational agency or institution 
may charge a fee for a copy of an education record which is made 
for the parent or eligible student.

§99.11(a)
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 Many institutions, for various reasons, are sometimes reluctant to make 
photocopies of their records. And to be precise, institutions are not obliged 
by FERPA to make those photocopies at all. Institutions must only ensure 
that the eligible student is provided with an opportunity for inspection and 
review. 

 Institutions have been creative about providing inspection and review in 
situations that demand some sensitivity to other extenuating circumstances. 
If an institution prefers not to make photocopies and the student request-
ing inspection and review is in another state, long-distance inspection and 
review may be provided by mailing documents to another educational insti-
tution in the city where the student may now be living. The package of docu-
ments is sealed and sent to the registrar or other education offi cial at the local 
institution. Once the student arrives at the local institution, the package of 
documents is opened in her presence and inspection and review takes place 
in the presence of the  “ deputy ”  education offi cial. When the process is con-
cluded, when the opportunity for inspection and review has been provided, 
the  education offi cial at the local institution repackages the documents and 
returns them to the originating institution. Photocopies were never provided. 
But more importantly, the fi rst institution has complied with its obligation to 
provide the student with access for inspection and review of the education 
records.   

If circumstances effectively prevent the parent or eligible student 
from exercising the right to inspect and review the student’s edu-
cation records, the educational agency or institution, or SEA or its 
component, shall—

1.  Provide the parent or eligible student with a copy of the records 
requested; or

2.  Make other arrangements for the parent or eligible student to 
inspect and review the records.

§99.10(d)

 While FERPA does not require institutions to provide photocopies of 
records, there are instances where photocopies may be required for legal or 
customer service considerations. In response to a court - ordered subpoena, 
photocopies of records may need to be provided to the attorneys of the 
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 opposing parties, sometimes with the registrar required to appear in court 
to formally provide the original documents. 

 For customer service considerations, institutions should consider in-
dividual circumstances before refusing to photocopy documentation from 
their student record fi les. In some cases, the original documentation may 
be returned to the student after the need for requiring that documentation 
has been served. This is especially benefi cial to the student whose original 
documents were diffi cult to obtain in the fi rst place. This is usually the case 
with international transcripts and documents containing the apostille (or 
offi cial, usually governmental, certifi cation) of another country. 

 While a document is in the custody of an institution, there is no prohi-
bition against making a photocopy of that document and providing it to 
the student. Of course, you cannot imply an offi cial issuance of a document 
for which you were not the original creator or recordkeeper. In such cases, 
a disclaimer should be stamped or attached to the document, indicating 
that the document is a photocopy of an original contained in your educa-
tion records.   

COPY

This is to Certify That the Document Herewith

Is a Facsimile or Photocopy

Of An Original Document

That is Contained in the Eduction Records Of

(Institution Name)

 Another consideration in this regard may involve simply returning 
original documents to the student and maintaining only photocopies in 
your fi les. Most institutional policies require verifi cation of certain qualifi -
cations but do not necessarily specify the retention of original documents 
as supporting evidence. And even if original documents are necessary, once 
the process for which the documents are required is satisfi ed, what purpose 
is there in retaining the original documents, especially when the documents 
may have been diffi cult for the student to obtain in the fi rst place? 

 An alternative records management protocol may be to make a photo-
copy of the original document for the institution ’ s fi les. Record on the pho-
tocopy that you have verifi ed the original — for example, by documenting a 
date and initial. Then return the original documentation to the student. The 
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photocopy would be retained in the institution ’ s fi le for as long as that part 
of the student record is maintained. Once the retention period is elapsed, 
the record would be destroyed along with other documents scheduled for 
destruction. But the original would be preserved in the custody of the stu-
dent to whom the document belonged in the fi rst place.   

 Whatever records management practices you adopt, be sure to add them 
to your written policy and procedure. You can then train and empower staff 
to make individual determinations regarding the maintenance of various 
documentation on behalf of both the institution and the student.  

  Holds and Denial of Service 
 When a student has outstanding fi nancial obligations to an institution, a 
typical practice is to withhold or to deny services to the student until ar-
rangements can be made to satisfactorily address those obligations. Veri-
fi cations, transcripts, and continued enrollment are often the most visible 
and vital services to be denied students in these cases. Are such  “ holds ”  a 
violation of FERPA? 

 Remember that the guarantee under FERPA is to provide the opportu-
nity for the inspection and review of education records. FERPA does not 
oblige institutions to provide any other service in this regard — only the 
opportunity for inspection and review. So while institutions may withhold 
services, they must, nevertheless, comply with a request for inspection and 
review. 

RECORDS MANAGEMENT CONCERNS: 
MAINTAINING ORIGINAL DOCUMENTS IN FILES

Is it necessary to maintain original documentation in your education fi les?

Is it enough to verify the existence of such documentation using photocopies or checklists?

Will photocopies suffi ce in lieu of the original?

Consider returning original documents to the student—especially documents that were dif-

fi cult to procure.

Consider what documents are retained and for how long. Note: documents retained in educa-

tion records become education records themselves.

•

•

•

•

•
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 Providing inspection and review to a student who is present in the reg-
istrar ’ s offi ce is not the diffi culty, however. The problem arises in situations 
when the student is not able to come into the campus offi ce to inspect and 
review his records. What if you need to provide photocopies in order to 
comply with the student ’ s right to inspect and review? 

 According to the FPCO, there is nothing in FERPA to prohibit an in-
stitution from indicating on the photocopies provided to the student that 
outstanding fi nancial obligations exist. The rationale here is that inspection 
and review is being provided directly to the student who already knows he 
has outstanding fi nancial obligations to the institution. If the student had 
intended to share the documentation with anyone else, with a prospective 
employer, for instance, that ’ s his business — and embarrassment. Presum-
ably, however, the indication of outstanding obligations would be a deter-
rent from utilizing the records for anything other than the student ’ s own 
inspection and review.   

 While not specifi cally a FERPA concern, there is another issue that aris-
es in regard to holds that affects institutional practice. Institutions should 
take precautions when dealing with a student who has fi led for bankruptcy. 
Bankruptcy laws prevent the continuation of debt  collection efforts while 

Andrews University v. Weiner Merchant
The 1992 6th Circuit Court of Appeals case of Andrews University v. Weiner Merchant (958 F. 2d 738) 

illustrates an important precaution that must be taken into account when holds are placed on student 

services for outstanding obligations.

An English citizen, Weiner Merchant attended Andrews University and applied for a fi nancial aid 

loan through the Michigan National Bank. Just one year after her graduation, however, Merchant fi led 

for Chapter 7 bankruptcy. The university paid off the bank and assumed Merchant’s entire loan, add-

ing to her obligations to the university and forcing the university to cease providing services, such as 

transcripts, to Merchant.

In its deliberations, the court concluded that the university’s actions of withholding transcripts to 

Merchant was not lawful and a violation of 11 USC §362. That law regarding bankruptcy calls for a stay 

of debt collection efforts while a Chapter 7 bankruptcy is being adjudicated. The court judged the 

hold on transcripts placed by Andrews University was an attempt to collect a debt, putting it in viola-

tion of the debt collection stay. Andrews was forced to suspend its hold until the bankruptcy case had 

been settled, after which time it could reinstate its hold on services to Merchant.

The Court also found that Merchant’s student loan could not be discharged under her Chapter 7 

bankruptcy fi ling.
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a case is under court consideration. Once bankruptcy has been fi led, a 
 “ stay ”  on debt collection efforts is enacted while the bankruptcy court 
resolves the fi ling. Collectors must stand in line for reimbursement, if you 
will, depending upon the judgment of the court. And this stay affects not 
only collectors but the providers of services as well. 

 In the case of  Andrews University v. Weiner Merchant , the enforcement 
of holds by the denial of transcripts was judged to be a debt collection 
 effort. After all, the intent of a denial of service is to instigate some  action 
toward repayment on the part of the individual with an obligation to the 
debtor. Institutions would be in violation of bankruptcy legislation by 
 refusing to provide services such as transcripts to a student who has fi led 
for bankruptcy. Under these conditions, the institution should suspend 
its holds on services while the bankruptcy case is in litigation. Once a 
judgment has been issued, the hold can always be reinstated on a stu-
dent ’ s account.  

  Exceptions to Inspection and Review: 
Letters of Recommendation 
 FERPA also specifi es certain limitations — that is, when students do  not  
have a right to inspect and review certain records that may be contained 
in their student fi les. Two types of records are specifi cally mentioned, one 
of which is given considerable treatment in the regulations so as to codify 
practice.   

  Financial records of parents or guardians  
  Letters of recommendation    

 In addition to the exceptions to education records (detailed in the 
 discussion of the defi nition of education records in Chapter  Two ), the 
 regulations withhold student access to records that may contain fi nancial 
information about the student ’ s parents or guardians. Financial regulations 
protect the privacy of fi nancial information about individuals. While there 
is the familial relationship between the postsecondary student and her par-
ent, the two entities are adults and, under the law, not entitled to informa-
tion about each other ’ s fi nances. Unless there is a requirement or distinct 
purpose to do so, the fi nancial records of parents and guardians should 
not be maintained in the student ’ s fi le and should never be provided to the 
student for inspection and review. 

 In the same section, the regulations also codify practice governing let-
ters of recommendation.   

•
•
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 Effective the fi rst day of the year following the implementation of
FERPA, letters of recommendations may be withheld from student in-
spection and review providing a few caveats are met. Those stipulations,
defi ned in  § 99.12(b)(3), are the following.   

  The student has, in writing, waived his right of access to the letters  
  The letters of recommendation are in connection with admission to 
an institution, application for employment, or receipt of an honorary 
distinction          

•
•

A postsecondary institution does not have to permit a student to 
inspect and review education records that are:

1.  Financial records, including any information those records con-
tain, of his or her parents;

2.  Confi dential letters and confi dential statements of recommenda-
tion placed in the education records of the student before January 1, 
1975, as long as the statements are used only for the purposes for 
which they were specifi cally intended…

§99.12(b)

A postsecondary institution does not have to permit a student to 
inspect and review education records that are:
Confi dential letters and confi dential statements of recommendation 
placed in the student’s education records after January 1, 1975, if:

i.  The student has waived his or right to inspect and review those 
letters and statements; and

ii. Those letters and statements are related to the student’s:

 A. Admission to an educational institution;

  B. Application for employment; or

  C. Receipt of an honor or honorary recognition.

§99.12(b)(3)
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 Letters of recommendation have always generated substantial debate 
and controversy, particularly in regard to two points — student access and 
the ultimate usefulness of such letters. 

 There is widespread belief that if the composer of the letter could not 
be assured that a student would never see the letter, her comments in 
the correspondence would not be completely honest or be so diluted as 
to render the letter useless. This sentiment has led some faculty to  insist 
that they will not write letters of recommendation  unless  the student 
waives his rights of access to the letter. On the fl ip side, some institutions 
 advise students that they will not accept letters of recommendation  unless  
the student has waived the right of access to those letters. Sadly, both of 
these positions and practices hark back to a more archaic time when aca-
demic communities considered themselves in a world set apart and not 
obligated to follow regulations enacted to protect the rights of all citizens 
in the greater society. 

 In the fi rst place, the Code of Fair Information Practices insists that 
records cannot be kept secret and that individuals must be advised regard-
ing what information is being created and communicated about them. The 
practices around confi dential letters of recommendation, both academic 
and employment, are rooted in seeking frank evaluations of individuals 
about their performance and abilities. Unfortunately, political and other 
negative infl uences have not always kept their distance in regards to such 
evaluations, prompting the imposition of this meticulous procedure of 
waivers of rights of access that is currently in place. 

 The privacy — and civil — rights perspective on recommendations 
would certainly insist upon open and sincere communications that fairly 
and  accurately assess an individual for a particular reason. The relationship 
between the evaluator and the subject of the evaluation should be such that 
an honest exchange of the content and reaction can take place  prior to  the 
composition of the letter. And the writer should provide to the person being 
evaluated a copy of that communication, even if the original must be sealed 
and forwarded under separate cover to another designated entity. The fact 
that a waiver has been enacted by a student should make no difference in 
regard to the extent of the letter ’ s content or the candor with which it is 
expressed. 

 This is not to say that the practice of waiving rights of access to doc-
uments is without merit. From the perspective of the evaluator, some 
 confi dentiality should already be evident in the process. After all, in 
 employment protocol, the interview process and the evaluation of candi-
dates requires confi dentiality on the part of the selection committee.  
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  It can hardly be argued that either students or teachers shed their 

constitutional rights to freedom of speech or expression at the 

schoolhouse gates. 

  — JUSTICE ABE FORTAS   

 The legal and ethical point about how waivers are administrated is that 
individuals must never be forced to give up any of their rights. Students 
should never be coerced into giving up their privacy rights. Certainly, fac-
ulty members are not obliged to write letters of recommendations. The 
 option to do so is entirely voluntary on the part of the faculty member. 
And for the student and the faculty member, the value of a letter of recom-
mendation should arise from the relationship between the two and not 
from any political signifi cance that may be derived from the letter ’ s author. 
The invitation to write a letter of recommendation should come from the 
appreciation and value of the evaluator ’ s comments in honestly assessing 
and counseling the subject ’ s growth and potential. 

 For a faculty member to misuse the student ’ s waiver of access as a con-
dition of writing a letter of recommendation is not only immoral but illegal 
under the FERPA regulations. And the text of  § 99.12 goes on to establish 
qualifi cations for and limitations on the waiver of rights, defi ning the con-
ditions under which a waiver of access is to be considered invalid or void.   

A waiver under paragraph (b)(3)(i) of this section is valid only if:

i.  The educational agency or institution does not require the waiv-
er as a condition for admission to or receipt of a service or benefi t 
from the agency or institution; and

ii.  The waiver is made in writing and signed by the student, regard-
less of age.

§99.12(c)(1)

 In  § 99.12(c)(1), the regulations qualify a valid waiver of access to a letter 
of recommendation on the lack of coercion between the parties involved —
 the student, the composer, and the institution —  and  on the existence of writ-
ten evidence of waiving rights. The absence of either of these qualifi cations 
nullifi es the waiver and allows the student to access the letter of recommen-
dation for inspection and review like any other education record. 
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 The second condition refers to the written documentation of a waiver 
of rights that must be kept with the original letter of recommendation. If 
the letter is to remain confi dential, that waiver of access must be main-
tained with the letter itself. Without this attachment, a student has a right 
to inspect and review the letter of recommendation that is maintained in 
an education fi le. 

 There is no standard language for a waiver of rights of access. Text 
in regards to waivers is usually woven into standard forms provided to 
students by the requesting party. These forms tend to gloss over the confi -
dentiality of the document to be produced and focus more on procedures 

LETTER OF RECOMMENDATION WAIVER FORMAT
RIGHT OF ACCESS DECLARATION

Check one of the following options.

  I waive my right of access to the contents of this recommendation letter. I understand 

that I may not request access to inspect, review, or receive copies of this letter, from either the

composer or recipient of this letter.

  I do NOT waive my rights to access this recommendation letter or its contents. I under-

stand that I may inspect and review this letter or copies of this letter wherever permitted by local 

policy and procedure or by other applicable regulations.

Student Signature 

—INSTRUCTIONS TO THE COMPOSER AND TO RECORDKEEPERS OF THIS LETTER—

1.  Per the Family Educational Rights and Privacy Act (FERPA), students have a right to

inspect and review education records, except where the right of access to certain

records has been waived. Education records are maintained by educational agencies

and institutions. For all other entities, local regulations and other policies and procedures

may apply.

2.  To Composers of letters of recommendation: You may not insist on a student’s waiver of ac-

cess as a condition for writing a letter of recommendation.

3.  To Recordkeepers of this letter: Maintain a copy of this Letter of Recommendation Request/

Waiver with each copy of the letter maintained in your fi les.

4.  The absence of an attached Letter of Recommendation Request/Waiver allows a student to 

access copies of letters that are maintained in education records.
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for composition and submission. A suggested text from Cliff Ramirez  &  
Associates is provided in this section.   

 Because of the controversial nature of waiving rights of access to let-
ters of recommendation, higher education policy and procedure would do 
well to be guided by best practices in records management. The area most 
related to letters of recommendation in higher education is that of letters of 
recommendation in human resources and employment. 

 First of all, letters of recommendations and the accompanying waiver 
should never be maintained with a student fi le. Remember, students have 
a right to inspect and review their education records at the institution. 
Keeping letters of recommendation separate from student fi les eliminates 
the possibility that, despite a waiver, a student may be given unintentional 
access to those letters. 

 Secondly, letters of recommendation should only be maintained for 
as long as their purpose requires. If the letters are used for admissions 
 decisions, then the letters should be destroyed shortly after the admission 
decision has been made. The American Association of Collegiate Registrars 
and Admissions Offi cers (AACRAO) recommends that application fi les of 
individuals who are not accepted to the institution should only be main-
tained between zero and two years. Many institutions keep application 
fi les separate from the education records that are turned over to the reg-
istrar ’ s offi ce once the individual matriculates as a student. Further, only 
certain documents are transferred from the applicant fi le to the education 
record in the registrar ’ s offi ce. All other applicant documents are properly 
destroyed. 

 Faculty who maintain copies of the letters of recommendation that 
they have written must maintain a copy of any applicable waivers with 
those letters of recommendation. A faculty member ’ s records are education 
records, with the exception of any sole possession records. In the absence 
of such waivers, these letters constitute education records, and students 
would have a right to inspect and review those records. If a student has 
waived rights of access and that written waiver is properly maintained 
with the letter to which it applies, the student would not have the right to 
inspect and review that letter. 

 It would be diffi cult for faculty to insist that their records of these let-
ters of recommendation constitute sole possession records since the letter 
has already been communicated and shared with other education offi cials. 
Even for records maintained on private home computer systems, invok-
ing sole possession may not be a suffi cient legal defense against providing 
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 inspection and review. The faculty member is, after all, an education offi cial 
for the institution and is maintaining records that directly relate to students. 
Without documentation of a waiver of access, sole possession is a diffi cult 
foundation on which to deny access. 

 In the case of  People Against Abuse in Schools v. Williamsport Area School 
District , a Pennsylvania court ruled that a psychologist ’ s records about 
grade school students, maintained on the psychologist ’ s home compu-
ter, could not be excepted under the sole possession records rule. Despite 
the fact that no report was ever made to the school district based upon 
the information in those records, the court argued that the  intention  of those 
records was the sharing of critical information with the school and with the 
parents of the children involved. While the school did not insist on a for-
mal report, the parents had every right to the content of the psychologist ’ s 
investigation, and the fact that the records were maintained on a home 
computer in the home of the psychologist made no difference. In other 
words, the intent behind the existence of the records proved important in 
determining access to those notes. (The case of the  People Against Abuse 
in Schools v. Williamsport Area School District  is the focus of the sidebar on
page 38 in the discussion of sole possession records.) 

 To avoid any problems, letters of recommendation, wherever they are 
kept, should be maintained with their applicable waivers. Without that 
waiver, a student has the right to request from an education offi cial the 
 opportunity to inspect and review his education records. 

 Because the issue of managing letters of recommendation is often 
fraught with confusion and emotional vehemence, guidelines from a 
records management perspective are provided in this section.    

  Records Retention 
 FERPA is not about records management, although certain practices are im-
plied in the administration of its privacy regulations. There are a number of 
recordation requirements that are discussed in Chapter  Six  of this book; how-
ever, a related topic of some importance in this discussion of inspection and 
review is the simple availability of records for that inspection and review.   

 Records management strategies are incomplete if they do not address 
records retention and the destruction of records whose shelf - life has 
 expired. Best practice obliges institutions to incorporate records retention 
guidelines in their policy and procedure, as well as to map out verifi able 
confi dential records destruction protocols. Incumbent upon records man-
agers, thereupon, is the monitoring of records retention and the destruc-
tion of records when policy compels their destruction. 
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MANAGING LETTERS OF RECOMMENDATION

Responsibilities of the composer of letters of recommendation

Ask the student to provide you with a written declaration regarding rights of access to the let-

ter being requested.

Never force the student to waive rights of access as a condition of your writing the letter.

Discuss the content you expect to include in your letter with the student.

Once written, provide the student with a copy of the letter of recommendation—even if the 

student has waived rights of access.

If you maintain a copy of the letter, you must maintain a copy of the student’s declaration 

regarding rights of access.

Responsibilities of recordkeepers

Maintain student declarations regarding rights of access with the letters to which they apply.

Maintain letters and their applicable declarations only for as long as needed to serve their 

purpose.

Do not fi le letters of recommendation and their student declarations with other education 

records.

Students have a right to inspect and review letters of recommendation for which no declara-

tion regarding rights of access have been submitted or retained.

Properly destroy letters and their student declarations according to records retention policies 

and procedures.

Responsibilities of students

When approaching a faculty member about a letter of recommendation, ask to discuss the 

potential contents of that letter before it is written. Remember that this is a mentoring experi-

ence and that comments are intended to guide your growth and development.

Be sure that your wishes regarding access to letters of recommendation are written and sub-

mitted to the individual from whom you are requesting the letter of recommendation.

Whether or not you waive your rights to a letter of recommendation, ask the composer if he is 

willing to share a copy of the letter with you.

Read disclosures on applications and other documentation regarding entities collecting 

information about you to determine what rights of access you may have to information that 

is collected and maintained about you.

•

•

•

•

•

•

•

•

•

•

•

•

•

•
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 Having policies and procedures in place — and policies and procedures 
to which there is faithful adherence — is solid legal protection for both public 
and private entities. When questioned in a court of law about records which 
you cannot produce because they are no longer in existence, you need only 
cite your written policy and procedures and refer to documented proof that 
records destruction protocols were appropriately followed. 

 It is up to the individual institution to defi ne its own records retention 
policies, specifying what records are retained and for what period of time.   

RECORDS MANAGEMENT CONCERNS: RETENTION

Do you have a current records retention policy in place?

Not every record in a fi le needs to be retained. Which are the specifi c records that need to be 

retained?

What is the lifespan of a record—that is, for how long is it useful?

What are your appropriate records destruction protocols?

•

•

•

•

The educational agency or institution, or SEA or its component, 
shall not  destroy any education records if there is an outstanding 
request to inspect and review the records under this section.

§99.10(e)

 In regards to inspection and review, FERPA prohibits the destruction 
of any education records when the opportunity for a requested inspection 
and review has not yet been provided. Inspection and review must always 
be permitted in response to an authorized request. Destruction of a record 
when a request for inspection and review is still outstanding may be con-
sidered tantamount to the destruction of or tampering with evidence, and 
may have legal consequences beyond FERPA.   

  Right to Seek to Amend 
 The Code of Fair Information Practices guarantees individuals the right to 
correct or amend information that is being maintained about them. And 
the same right is carried over in FERPA.   
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 Naturally, if institutions permit students to inspect and review their 
education records, the student may discover records or portion of records 
with which the student may disagree. The second right under FERPA is the 
right to seek to amend education records. 

  Criteria for Amendments 
 FERPA broadly qualifi es the types of records for which a student may seek to 
amend. If the student believes that records are inaccurate or misleading, the 
student may seek to have those records corrected or changed. Students may 
also seek to amend records — or have records eliminated — on the grounds 
that a record or a portion of a record is an invasion of the student ’ s privacy. 
Excluded from this list of criteria are grades.   

FERPA guarantees eligible students the following rights:

The right to inspect and review education records

The right to seek to amend education records

The right to have some control over the disclosure of information from education records

The right to fi le a complaint for an alleged violation of their FERPA rights

•

•

•

•

If a parent or eligible student believes the education records relat-
ing to the student contain information that is inaccurate, mislead-
ing, or in violation of a student’s right of privacy, he or she may ask 
the educational agency or institution to amend the record.

§99.20(a)

 Every recordkeeper seeks to maintain accurate records; therefore, it 
goes without saying that inaccuracies should be corrected wherever they 
are detected. Admittedly, most of the information in education records is 
captured in databases where data entry is performed by individuals who 
are usually not the subject of the record. Unintentionally, errors will occur 
and, upon discovery, these errors should be rectifi ed as soon as possible. 

 Because records are also being compiled from a variety of sources, 
the fi nal representation may not be consistent with what was intended. 
Misleading or misrepresented information should be adjusted in the same 
way that inaccurate data is corrected. 
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 The more subjective portion of this provision has to do with what con-
stitutes an invasion of the student ’ s privacy or a violation of the student ’ s 
privacy rights. FERPA does not suggest legal redress in this case but leaves 
deliberation entirely up to the institution. Consultation with campus coun-
sel or an attorney may be suggested since  “ violation of the privacy rights 
of the student ”  is not confi ned to the jurisdiction of FERPA or education 
records. The grounds upon which the student feels that her privacy rights 
have been violated are vital for determining how the institution responds.   

 In the matter of grades, while the regulations do not mention them 
specifi cally, the FPCO has determined that grades are not covered under 
this FERPA guarantee. Grades are an assessment of academic perfor mance 
by a faculty member and outside the jurisdiction of FERPA. While the in-
accurate recording of a grade may be covered under the right to seek to 
amend, disputes about the assessment process or on what grounds a grade 
or evaluation was determined are beyond the scope of the regulations. 
While FERPA does not require it, institutions should establish their own 
policy and procedures to deal with complaints and disputes about grades 
and assessment. 

 Lastly in this consideration of criteria, while the regulations do not 
specify it, it can be implied that when FERPA guarantees to students the 
right to seek to amend education records, the responsibility is limited to 
those records created by the institution. The records maintained by the in-
stitution may include documentation received from other sources, such as 
transcripts and correspondence from other institutions or entities. Students 

Invasion of Privacy
Invasion of privacy is a cause of action in legal proceedings that was a concept that was largely devel-

oped by Samuel D. Warren and Louis D. Brandeis in 1890, when they published “The Right of Privacy” in 

the Harvard Law Review.

There are four primary areas in privacy that are identifi ed in modern tort law.

Intrusion of solitude: the physical or electronic invasion of a citizen’s private quarters or space

Public disclosure of private facts: the publication or dissemination of private information, however 

truthful, that a reasonable person would fi nd objectionable

False light: placing a person in a false light or dubious perspective through the publication or dis-

semination of facts that may, on their own, not be objectionable or defamatory

Appropriation: the unauthorized use of a person’s name, likeness, or other attributes to seek fi nan-

cial or other benefi ts

•

•

•

•
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who contest the contents of those records must direct their objection to the 
source or creators of those records. 

 While an institution may interpret records received from other sourc-
es in whatever manner it wishes, it may not alter those records. Institu-
tions are only obliged to entertain requests for amendments that focus on 
records created by its own education offi cials and processes. In the case of a 
record received from another source, an unresolved dispute may be easily 
resolved by the elimination or exclusion of the contested record from the 
student ’ s fi le.  

  Amendment Process 
 While defi ning the process for resolving amendment requests is up to 
each individual institution, the FERPA regulations do provide some broad 
guidelines for formal adjudication should the student be unsatisfi ed with 
the results of the institution ’ s process. 

 Presumably, most situations are resolved when the creator of the record 
is made aware of the student ’ s objection to the record. The creator would 
reevaluate the record and determine whether a change should be made 
to the record. The creator ’ s decision is then communicated to the student, 
who must be satisfi ed with the results of the creator ’ s review or have a 
means to contest that decision.   

The educational agency or institution shall decide whether to 
amend the record as requested within a reasonable time after the 
agency or institution receives the request.

§99.20(b)

 Generally, the student should be able to appeal to the supervisor of the 
creator of the record or to a formal body of representatives at the institu-
tion. It is at this point that FERPA interjects its requirements regarding the 
amendment of records. 

 A written statement should be submitted to the institution by the stu-
dent, detailing all of his objections. FERPA directs the institution to make 
a determination  “ within a reasonable time ”  ( § 99.20(b)). Again, that time 
period is not defi ned by FERPA but should be expressly defi ned in the in-
stitution ’ s policy and procedure. 

 If the decision of the institution is to amend or eliminate a record, the 
record should be dealt with accordingly. But if the decision is not agreeable 
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to the student, the student needs to be advised of an appeal process and 
given the opportunity of a formal hearing. 

 An entire section in FERPA,  § 99.22, provides the minimum require-
ments for the hearing process. While some of the provisions are left to 
the discretion of local policy and procedure, such as the time frames for 
processing, there are other stipulations that are required of institutions in 
the process.   

The hearing required by §99.21 must meet, at a minimum, the fol-
lowing requirements:

a.  The educational agency or institution shall hold the hearing 
within a reasonable time after it has received the request for the 
hearing from the parent or eligible student.

b.  The educational agency or institution shall give the parent or eli-
gible student notice of the date, time, and place, reasonably in 
advance of the hearing.

c.  The hearing may be conducted by any individual, including an 
offi cial of the educational agency or institution, who does not 
have a direct interest in the outcome of the hearing.

d.  The educational agency or institution shall give the parent or 
eligible student a full and fair opportunity to present evidence 
relevant to the issues raised under §99.21. The parent or eligible 
student may, at their own expense, be assisted or represented by 
one or more individuals of his or her own choice, including an 
attorney.

e.  The educational agency or institution shall make its decision in 
writing within a reasonable period of time after the hearing.

f.  The decision must be based solely on the evidence presented at 
the hearing, and must include a summary of the evidence and 
the reasons for the decision.

§99.22

 Essentially, the student is entitled to a hearing or other proceeding to 
plead his case and argue his objection to the record in question. At his own 
expense, the student is allowed representation of his own choice, includ-
ing legal representation. The offi cial overseeing the proceeding must be a 
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disinterested party and have no interest in the outcome or fi nal decision. 
As with criminal court proceedings, only evidence presented in the proc-
ess must be considered in arriving at a decision. And fi nally, the decision 
itself, whatever it may be, must be communicated to the student in writing, 
including the substantiating reasons for the decision. 

If, as a result of a hearing, the educational agency or institution de-
cides that the information in the education record is not inaccurate, 
misleading, or otherwise in violation of the privacy rights of the 
student, it shall inform the parent or eligible student of the right 
to place a statement in the record commenting on the contested in-
formation in the record or stating why he or she disagrees with the 
decision of the agency or institution, or both.

§99.21(b)(2)

 If the student is still not satisfi ed with the results of the hearing, the 
student is provided with a fi nal remedy.   

 The Fair Credit Reporting Act, consistent with the Privacy Act of 1974, 
provides consumers with an opportunity to amend information in their 
 individual credit reports when that information is inaccurate, incomplete, or 
involves extenuating circumstances. Consumers write to the credit reporting 
agency, identifying the specifi c information in question. The credit  bureau 
must investigate, usually writing to the creditor for justifi cation of the con-
tent of its report. If the consumer ’ s objection is substantiated, the record 
should be amended. But if the credit bureau fi nds no reason to change its 
record, the consumer still has an opportunity to provide a statement to the 
credit bureau that must be contained in and disclosed whenever the con-
sumer ’ s credit  bureau report is disclosed. The same process is at work for 
the student here.   

 If an institution rules against a student ’ s objection to a record or por-
tion of a record, the student has a right to record his objection in a written 
statement. The statement must be submitted to the keeper of the record 
to which the student objects. As with the provisions for consumer credit 
reports, the student ’ s statement must be fi led with the contested record 
and disclosed whenever the contested record is disclosed. The student ’ s 
statement must be maintained in the student ’ s records for as long as the 
contested record is maintained. 
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 These requirements regarding a student ’ s statement in objection to a 
record are contained in  § 99.21(c) of the regulations and amount to only the 
second instance in which FERPA says something about records retention.    

Fair Credit Reporting Act
The fi rst major reporting agency in the United States was the Retail Credit Company, established in 

1899 to compile reports about consumers. Its business endeavors soon expanded to include selling 

reports to insurance companies and employers. But by the 1960s, credit reporting agencies began to be 

accused of using incomplete or outdated information, fabricating negative information, and furnishing 

lifestyle information to law enforcement and unauthorized entities. Lifestyle information included data 

about an individual’s sexual orientation, marital status, drinking habits, and even personal hygiene.

The Fair Credit Reporting Act (FCRA) was passed in 1970 as a result of public exposure and con-

gressional inquiry into the practices of the credit reporting agencies. Among its provisions was the 

right of consumers to access information in credit reports and to dispute incomplete or inaccurate 

information.

Numerous amendments have been made to the FCRA, including passage of the Fair and Accurate 

Credit Transactions Act in 2003, allowing consumers to request a free credit report once every 

12 months.

Administration of the FCRA belongs to the Federal Trade Commission as well as to number of other 

government agencies.

If an educational agency or institution places a statement in the ed-
ucation records of a student under paragraph (b)(2) of this section, 
the agency or institution shall:

1.  Maintain the statement with the contested part of the record for 
as long as the record is maintained; and

2.  Disclose the statement whenever it discloses the portion of the 
record to which the statement relates.

§99.21(c)

  Anonymous Records 
 Anonymous records are records for which it is diffi cult or impossible to deter-
mine the identity of the creator of the record. Individuals, for reasons of their 
own, may seek to insert information into student records while eliminating 
any possibility of tracing the record back to themselves as the author. 
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 Anonymous tips are unacceptable in the education environment. In 
fact, recordkeeping practices that have been spurred on by technology 
eliminate the potential for anonymous records by automatically recording 
the identity of the creator in an audit fi le whenever a record is created or 
amended. Audit trails track changes to vital information retained in the 
database and have been extremely useful in identifying the source of un-
authorized disclosures of information. 

 Education offi cials should be discouraged from submitting anonymous 
records to education records. If a concern is critical enough to prompt any 
action, the observer should be encouraged to bring the concern to the at-
tention of another education offi cial, such as the individual ’ s supervisor 
or a dean. Apart from legitimate educational interest, FERPA permits the 
communication of information where there may be a signifi cant threat to 
the health and safety of a student or to other members of the educational 
community. A more comprehensive discussion of this topic is provided in 
Chapter  Four . 

 Anonymous records serve no purpose. As part of a student ’ s education 
record, they are subject to the student ’ s inspection and review. Should the 
student object to the record and initiate a cause to amend the record, the in-
stitution would have no way to review the contested record with a creator. 
In such a predicament, the institution would be left with no other course of 
action than to eliminate the record from the student ’ s fi le. 

 To avoid such embarrassing and time - consuming situations, the insti-
tution should prohibit the retention of any records for which the creator 
cannot be identifi ed.     

RECORDS MANAGEMENT CONCERNS: 
RELEVANCE OF RECORDS

Retain only documents relevant to the purpose of the record or fi le being maintained.

Records not relevant to the fi le being maintained should be referred to the appropriate offi ce 

for disposition.

Records of an articulable and signifi cant threat to individuals or community safety must be 

referred to the appropriate offi ce or offi cial immediately upon discovery, detection, or receipt.

The creator of a record should always be evident or easy to determine.

•

•

•

•
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  Right of Control over Disclosure 
 A predominating concern of the Code of Fair Information Practices focuses 
on how the personally identifi able information that is collected about in-
dividuals is used. Two of the fi ve practices are concerned with usage and 
the prohibition of further disclosure without the prior consent of the indi-
vidual identifi ed by the record. And the last practice seeks to set standards 
for security and custodial responsibility. 

 Accordingly, the third of FERPA ’ s guarantees to students is the right to 
have some control over the disclosure of information from their education 
records. Two important defi nitions are required here: disclosure and control.   

FERPA guarantees eligible students the following rights.

The right to inspect and review education records

The right to seek to amend education records

The right to have some control over the disclosure of information from education records

The right to fi le a complaint for an alleged violation of their FERPA rights

•

•

•

•

Disclosure means to permit access to or the release, transfer, or other 
communication of personally identifi able information contained in 
education records by any means, including oral, written, or elec-
tronic means, to any party except the party identifi ed as the party 
that provided or created the record.

§99.3

  Meaning of Disclosure 
 In its simplest sense,  disclosure  means to provide information, whether in-
tentionally or unintentionally, from records that are kept in one ’ s personal 
custody. It is important to note that the disclosure here refers to informa-
tion that is derived from records in one ’ s custody. Providing information 
from any other source may be personal knowledge but, more often than 
not, is only hearsay, secondhand information, or gossip. Depending upon 
the consequences and implications of transmitting such unfounded infor-
mation, other legal repercussions may be entailed. FERPA applies specifi -
cally to the disclosure of information from education records.   
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 Disclosure is focused on the transmission of information from educa-
tion records by any means, including oral, written, or electronic means. 
Electronic means may include images, data - bytes, audio and video trans-
missions, and other methods of electronic and digital communication. 

 The 2008 Amendments revised the Department of Education ’ s under-
standing of disclosure, including an interpretation that addresses the need 
for institutions to verify the authenticity of documents that are purported 
to be issued by another educational institution.   

 Despite the growing use of security paper for printing offi cial transcripts, 
the incidence of fraudulent or falsifi ed documents has continued to be a con-
cern. Security paper, the same kind of paper used for issuing checks, stocks, 
bonds, and other fi nancially binding documents, contains its own tools for 
preventing and detecting fraud or attempts at falsifi cation and tampering 
with the contents of a document. Merely photocopying the document reveals 
disclaimers that make the document unoffi cial and otherwise unacceptable. 
Further, the introduction or alteration of text and other content causes blem-
ishes, discoloration, and instant evidence of criminal intentions.   

The Battle against Fraudulent Credentials
For many years, the higher education community—and others—has been plagued by the rise of 

 diploma mills. These purveyors of “novelties” that simulate the diplomas of reputable schools or purport 

to confer degrees for life experiences and undocumented work have created national distrust and sus-

picion. This was one of the reasons that institutions converted to issuing transcripts on security paper, 

thus protecting the authenticity of their own documents.

A 2003 article in the Chronicle of Higher Education estimated that half a million people lie on employ-

ment applications, which is why so many employers have turned to verifying degrees their prospective 

applicants claim to have earned. The same article lamented that the FBI ceased to investigate allega-

tions of diploma mills because they were so hard to prosecute and were, in essence, victimless crimes.

In July 2007, Manhattan’s Robert M. Morgenthau, of the Offi ce of the New York County District 

Attorney, indicted ten individuals on an alleged scheme to sell degrees for cash. Months earlier, the 

offi ce had been tipped off by Tuoro College. And among the indicted were Tuoro’s former director of 

admissions, the former computer center director, and former students. All ten suspects were convicted 

in June 2009.

More and more, it is diffi cult to dismiss the work of diploma mills as victimless crimes. The cost 

 increases in human resources processing as well as the unwarranted salaries paid to those undeserv-

ing individuals who successfully misrepresent their credentials are hardly insignifi cant. While the 

copyright infringement of logos and institutional names is evident, colleges and universities are, 

nevertheless, loathe to prosecute diploma mills because of the legal expense involved. Many prefer to 

leave the legal redress to those who are actually harmed by these crimes—leaving, in the end, no one 

to undertake the responsibility or leadership in such prosecutions.
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 Security paper was a viable and heartily embraced solution when tran-
scripts were mailed or hand - delivered. As web - based, student access sys-
tems have gained momentum and widespread acceptance, the desire for 
immediate, on - the - spot documentation has accelerated. Now, print  outs 
from student access systems and the use of  “ unoffi cial ”  documents, while 
supplanting the wait time for the mailing of offi cial transcripts, have added 
new potential for the spread of fraudulent and falsifi ed information. 

 In discussing the need for revisions to the defi nition of disclosure in 
the  Federal Register  of March 24, 2008, the regulators intended to assist in-
stitutions in dealing with those situations where fraudulent documents are 
presented as valid or offi cial transcripts from an institution. 

 Previously, because a prior written consent was required for the release of 
non - directory information, an institution could only verify for another institu-
tion whether a document it received was authentic or not. This left the second 
institution with no other option but to discredit the entire document without 
knowing what content of the document was manipulated or falsifi ed. 

Fraud and the Dilemma of Fraudulent Diplomas
While to many the issue of fraudulent diplomas is clearly a crime, the legal dilemma for institutions 

and law enforcement focuses on how to pursue and prosecute purveyors of such documents. Diploma 

mills often advertise their services as providing souvenirs, curios, or novelties. And who hasn’t shopped 

for amusement park souvenirs that manipulate documents to give an individual an elevated sense of 

importance?

In most legal dictionaries, fraud is defi ned as intentional deception resulting in injury to another 

person. There are different kinds of fraud, including, among others, fraud in fact, positive fraud, swin-

dling, cheating, rigging, and intrinsic fraud. In all versions, importance rests on identifying both inten-

tion and injury.

Clearly, the individual who presents a fraudulent diploma to another college or university or to an 

employer is intentionally misrepresenting her credentials. The reasons for such deception range from 

admission to highly competitive programs to acquiring high-paying or prestigious jobs.

The diffi culty that paralyzes legal action is in identifying the injured party. Has an institutional name 

really been sullied? And is any institution really harmed by such isolated instances of misdirected

cleve rness? On the one hand, there are the copyright infringements and misappropriation of names 

and logos. But the expense of prosecution often deters institutions from pursuing action, especially 

when diploma mills go into and out of business so quickly.

The injury to society is perhaps the most compelling argument since the misrepresentation of 

credentials in certain fi elds can certainly imperil public and individual safety. Targeted action by law 

enforcement and local government provide the essential ammunition against diploma mills. With 

other types of fraud gaining the attention of regulators—even in FERPA—perhaps legislation will one 

day address the problem of fraudulent diplomas and the counterfeiters who produce them. 
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 Under the new understanding, supported by the expansion to the ex-
ception in  § 99.31(a)(2), referring to when a student seeks or intends to en-
roll, an institution has greater latitude in validating documents. The insti-
tution verifying the validity of a document it allegedly issued may now 
not only make a determination on authenticity, but it can also provide the 
inquiring institution with a valid, original document. The same applies for 
state and local educational agencies whose documents are misrepresented 
or altered.   

The disclosure is subject to the requirements of §99.34, to offi cials 
of another school, school system, or institution of postsecondary 
education where the student seeks or intends to enroll, or where the 
student is already enrolled so long as the disclosure is for purposes 
related to the student’s enrollment or transfer.

§99.31(a)(2)

 The discussion in the March 24, 2008, issue of the  Federal Register  cites 
the exception in  § 99.31(a)(2), which allows an institution to disclose educa-
tion records without prior written consent to an institution in which the 
student intends to enroll. If a fraudulent or falsifi ed transcript is presented 
to an institution, the alleged originator of the document  “ may confi rm or 
deny that the record is accurate and send the correct version ”  [FR 5576] to 
the inquiring institution. 

 The new interpretation and expansion on disclosure is a boon to insti-
tutions in attempting to circumvent the tide of fraudulent transcripts. In 
regards to disclosure, the  Federal Register  goes on to pointedly declare its 
intent.     

 The proposed amendment is needed to verify the accuracy of this type of 
information and to ensure that the privacy protections in FERPA are not 
used to shield or prevent detection of fraud. [FR 15576]    

  Some Control over Disclosure 
 What the FPCO describes as a student ’ s right to have  some control  over the 
disclosure of information from education records is more cryptically worded 
in the regulations themselves. This right is contained in the list of items that 
an institution must include in its annual notifi cation to students in attend-
ance. And the wording in  § 99.7(a)(2)(iii) states only:  “ Consent to disclosures 
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of personally identifi able information contained in the student ’ s education 
records, except to the extent that the Act and  § 99.31 authorize disclosure 
without consent. ”  

 As already discussed in Chapter  Two , FERPA divides information in 
education records into two categories — directory and non - directory infor-
mation. A student, in exercising some control over disclosure of informa-
tion from her education records, may request that the institution withhold 
disclosures in one of two ways.   

An educational agency or institution may disclose directory infor-
mation if it has given public notice to parents of students in attend-
ance and eligible students in attendance at the agency or institution 
of:

1.  The types of personally identifi able information that the agency 
or institution has designated as directory information;

2.  A parent’s or eligible student’s right to refuse to let the agency 
or institution designate any or all of those types of information 
about the student as directory information; and

3.  The period of time within which a parent or eligible student has 
to notify the agency or institution in writing that he or she does 
not want any or all of those types of information about the stu-
dent designated as directory information.

§99.37(a)

 According to  § 99.37, a student may request that directory information 
be withheld from public disclosure. Remember that once an institution 
identifi es what data it considers directory information, it must disclose its 
defi nition of directory information to students in attendance through its 
annual notifi cation. Thereafter, the institution may disclose such informa-
tion without a student ’ s prior written consent —  unless  the student has re-
quested that such information not be disclosed. If a student suppresses the 
disclosure of directory information, the institution must deny all requests 
for directory information data about that student. Staff may respond to 
such inquiries with  “ I ’ m sorry, but that information is restricted and is not 
available to the public. ”  

 Recalling that  § 99.1(d) of the regulations stated that FERPA applies  “ to 
the recipient as a whole, including each of its components, ”  it is important 
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to mention that directory restrictions may impact business for academic 
departments and other components of the campus. When lists of students, 
photo montages, and group posters are compiled, education offi cials need 
to be wary of instances when students have requested that their directory 
information not be disclosed. 

 On most campuses, requests for suppressing the disclosure of infor-
mation are submitted to the registrar ’ s offi ce and logged into a student 
records system that may or may not be accessible campuswide. Staff and 
faculty throughout campus need to be able to determine that the student 
has not restricted the disclosure of directory information before publiciz-
ing anything about a student. To unilaterally create disclosures about stu-
dents without verifying the existence of directory restrictions is to create 
the potential for a FERPA violation. 

 From a different perspective, departments should notify students be-
fore creating publicity information about groups of students and allow 
individual students to opt out of being included in those lists or photo-
graphic directories. In the same way that publishers gather authorizations 
for student photographs and other inclusions in annuals and yearbooks, 
departments may wish to compile written authorizations from students 
electing to be included in a particular project from which there may 
be substantial public disclosure. In this way, departments and staff protect 
the campus against a potential violation of FERPA. 

 The second type of control students may exercise under this right is 
a  request that no information whatsoever be disclosed about the student. 
This comprehensive request is often referred to as a  “ FERPA restriction. ”  In 
essence, the student requests that his attendance and existence at the institu-
tion never be acknowledged or confi rmed to the public. Institutions should 
respond to requests for information on these students by saying,  “ I ’ m sorry, 
I have no information about that person (or individual). ”  Staff responding 
to such inquiries must be careful not to use the word  “ student, ”  since this 
may be interpreted as creating an implied relationship with the individual. 

Directory Restriction FERPA Restriction

Requested/ Removed In writing In writing

Information Impacted Specifi c directory information or 

all directory information

All information

Response to Inquiries “I’m sorry. That information is not 

available to the public.”

“I’m sorry.  I have no information 

about that person.”
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 FERPA restrictions are not common, and students need to be carefully 
counseled before the institution accepts a request for such a comprehen-
sive restriction. Usually, compelling or extenuating circumstances require a 
FERPA restriction, as in the case of an individual participating in a witness 
relocation/protection program, a celebrity student, or an individual who 
is being stalked. 

 Institutions should counsel students to determine what kind of restric-
tion is actually warranted for each individual situation. Once a restriction 
is placed, the institution cannot remove that restriction until the student 
submits a new request in writing, revoking the former restriction. 

 Students often forget to release restrictions before they graduate or leave 
the institution. This may place them in embarrassing and compromising 
dilemmas. For example, if a prospective employer calls the institution to 
verify the attainment of a degree, the institution would not be able to pro-
vide information until the student releases the restriction. The response to 
the potential employer would be,  “ I ’ m sorry, I have no information about 
that individual. ”  And where would that leave the former student? 

 Once a FERPA restriction has been placed, even the institution must be 
wary of communications and requests received from that former student. 
If the former student writes to request some service from the institution, 
the institution may need to request that the individual provide copies of 
identifi cation to substantiate the validity of the request. The request to re-
move a FERPA restriction from a student record requires positive identifi -
cation and verifi cation that the request, indeed, originated from the former 
student. 

 Because the FERPA guarantees are made to students in attendance, 
institutions are not required to accept requests for directory or FERPA re-
strictions from individuals who are no longer in attendance. This is not to 
say that the institution may not deem it prudent to accept such a request, 
depending upon the circumstances surrounding the former student ’ s situ-
ation. FERPA, however, does not oblige the institution to accept the request 
and leaves determination of a response in such situations to the institution. 

 With regards to restrictions, then, it is important to remember several 
points.   

  The institution is only required to accept requests for disclosure restric-
tions from students in attendance.  
  Disclosure restrictions continue on student records until released by 
the student — even if the student has left the institution.  
  Once a restriction has been placed, the restriction may only be revoked 
by the written authorization of the student.          

•

•

•
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 In  § 99.37(b), included as part of the 2008 Amendments, FERPA speci-
fi es that institutions must continue to honor requests for disclosure restric-
tions that were placed by students while they were still in attendance at 
the institution. Even though the student may no longer be in attendance, 
the request remains in effect until it is revoked by the former student in 
writing. 

 The inclusion of this language was prompted by a 2006 complaint 
against the University of Cincinnati, where student information was 
passed on to an alumni offi ce but without indication of directory and
FERPA restrictions in place. When the university published its alumni web-
site, including information about a student who had placed a restriction, 
the student complained and the university was found to be in violation of 
the regulations because the restriction request had not been honored by the 
institution nor revoked by the student.   

An educational agency or institution may disclose directory infor-
mation about former students without complying with the notice 
and opt out conditions in paragraph (a) of this section. However, 
the agency or institution must continue to honor any valid request 
to opt out of the disclosure of directory information made while a 
student was in attendance unless the student rescinds the opt out 
request.

§99.37(b)

Endurance of Restrictions: University of Cincinnati
In 2006, the Family Policy Compliance Offi ce (FPCO) issued a letter to the University of Cincinnati (UC) 

that provides important guidance on the sustainability of restrictions placed by students while they are 

students.

A graduate student had placed a directory restriction on her records and did not revoke it upon 

graduation. When information was passed from the student records to the alumni offi ce, restrictions 

were not transmitted. As a consequence, the student’s information was published on InCircle, the 

school’s alumni website.

Upon the complaint of the former student, the situation was investigated and the UC agreed to not 

only remove the information from the website but to set up protocols to guard against such errors in 

the future.
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 Whenever information is passed on to alumni relations and advance-
ment offi ces, privacy restrictions should also follow the student record — or 
the record should not be transmitted at all. Of course, these offi ces need to 
be trained and cognizant regarding the meaning of directory and FERPA 
restrictions and be cautious about how student information with these 
kinds of restrictions is used. 

 Some institutions have utilized their student access systems to gather 
privacy information options from continuing students. When these sys-
tems are made available to former students, the authentication of requests 
to changes to privacy restrictions, and even the ordering of transcripts, can 
be greatly facilitated. The validity of the request and the identity of the 
former student making the request would be verifi ed through the system ’ s 
authentication protocols. In such cases, the student access system could 
manage privacy requests for students as long as updated information is 
passed along to administrators who may need to verify the existence of 
these kinds of restrictions.    

  Limits on Suppressing Directory Information 
 Another of the terms whose defi nition has been revised by the 2008 Amend-
ments is that of attendance. 

 In the past, the working defi nition of attendance has focused on physi-
cal presence in a classroom. With advances in technology, however, class-
room delivery methods have evolved. Attendance is no longer a physical 
requirement but can now be a virtual one. Attendance, as defi ned in the 
2008 Amendments, includes participation in classroom or learning ac-
tivities in a variety of ways, many of which no longer demand physical 
presence.   

Continuity of Student Access
University Records Systems Access (URSA), the student access system at the University of California Los 

Angeles (UCLA), allows students and former students to complete a variety of transactions as well as 

have access to their academic records. Under the guidance of Registrar Anita Cotter, URSA has devel-

oped and undertaken the processing of such sensitive transactions as the recording and enactment of 

privacy options. The system authenticates identity and implements changes to directory restrictions 

overnight. Students must visit the Registrar’s Offi ce to request a full FERPA restriction. For students in 

attendance, changes are refl ected in the electronic campus directory the next day. Further, URSA is 

available to former students for at least ten years after their departure from UCLA.
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 Because students need not be physically present for a classroom activ-
ity to take place, a disturbing situation has arisen that has drawn the atten-
tion of the faculty, schools, and the FERPA regulators. Students, whether 
intentionally or not, realize that they could avoid participating in classes 
if they suppress their directory information. With a directory restriction, 
name, contact information, and e - mail address cannot be distributed. For 
classes utilizing video conferencing technology, students with directory 
restrictions may not be photographed or appear on camera. These restric-
tions effectively eliminate student participation in classroom assignments 
and online discussions.   

Attendance includes, but is not limited to—

a.  Attendance in person or by paper correspondence, videocon-
ference, satellite, Internet, or other electronic information and 
 telecommunications technologies for students who are not phys-
ically present in the classroom.

§99.3

 To address this situation,  § 99.37(c) prohibits a student from placing a 
directory restriction to prevent the disclosure of contact information that 
may be necessary to distribute to a classroom community. As long as a 
student is enrolled in a class, the requirements for classroom participation 
supersede any restrictions that may have been placed by the student at 
the institution. In the March 24, 2008 issue, the  Federal Register  specifi cally 
declares the following.     

  … the right to opt out of directory information disclosures does not 
include a right to remain anonymous in class and, therefore, may not 

A parent or eligible student may not use the right under paragraph 
(a)(2) of this section to opt out of directory information disclosures 
to prevent an educational agency or institution from disclosing or 
requiring a student to disclose the student’s name, electronic iden-
tifi er, or institutional e-mail address in a class in which the student 
is enrolled.

§99.37(c)
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be used to impede routine classroom communications and interactions 
by preventing a teacher from identifying a student by name in class, 
whether a class is held in a specifi c physical location or on - line through 
electronic communications. [FR 15590]   

 The discussion goes on to allow teachers to call students by name and 
even require students to place their names on sign - in sheets for the pur-
pose of recording attendance. Students are required to disclose electronic 
identifi ers or e - mail addresses so that teachers and other students enrolled 
in the class may communicate with one another in class work.     

 Note that this provision is strictly limited to information needed to iden-
tify and enable students to communicate in class, i.e., the student ’ s name, 
unique electronic identifi er, and institutional e - mail address. It provides 
no authority to disclose any directory information outside of the stu-
dent ’ s class. Further, no other kinds of directory information, including 
a student ’ s home or campus address, telephone listing, or personal e - mail 
address not used for class communications, may be disclosed, even within 
the student ’ s own class, if the parent or eligible student has exercised the 
right to opt out of directory information disclosures. [FR 15590]   

 Therefore, while a student cannot suppress the disclosure of directory 
information to abstain from participating in a class, if directory informa-
tion has already been suppressed, only the specifi c information needed 
to participate in the course work may be shared with members of the 
classroom community. That information is limited to name, an electronic 
identifi er, and an institutional e - mail address. Other information that may 
have been suppressed by the student could not be shared, and the student 
should not be required to disclose any other information with the class-
room community.  

  Implied Consent 
 Recordkeepers, as the custodians of information, are in an enviable posi-
tion to be able to confi rm or deny the veracity of information that may 
be circulated in the community. As already seen, if confronted about the 
authenticity of one of its documents, an institution may not only deliver 
its judgment but provide an original replacement if a proffered docu-
ment is shown to be fraudulent. This was the result of the 2008 Amend-
ments ’  expansion on the defi nition of disclosure. And it was specifi c to 
the involvement of a document alleged to be issued by an institution in 
a situation where a student is seeking or intending to enroll in another 
institution. 
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 When no document is involved, but only information has been circula-
ted — verbally or in writing — what is a recordkeeper ’ s responsibility? May 
the recordkeeper chime into the public forum to confi rm or deny the vera-
city of information? 

 In the case of education records, the answer is a resounding negative. 
Without the prior written consent of the student, non - directory informa-
tion may neither be confi rmed nor denied, even if the disclosure was origi-
nally made by the student. In FERPA, there is no implied consent. 

 Implied consent is defi ned as follows.     

 consent when surrounding circumstances exist which would lead a rea-
sonable person to believe that this consent had been given, although no 
direct, express, or explicit words of agreement had been uttered [ Law.com  
Legal Dictionary]   

 Under FERPA, the prior written consent of the student is required for 
the disclosure of non - directory information from the student ’ s education 
records. And, in fact, a prior written consent is the institution ’ s clearance 
for the release of any information. It is a legal proof of authorization for the 
disclosure of information detailed in the consent language. As the FPCO 
has insisted on many occasions, when in doubt about whether you can 
release anything, ask for a prior written consent.   

 Without prior written consent, a recordkeeper may not confi rm informa-
tion or even give the impression of confi rming non - directory information. 
This is because, under FERPA, a disclosure is a disclosure. FERPA does not 
take into account whether or not the information is already in  circulation or 

Implied Consent Laws
Implied consent is a controversial concept because detractors argue that implied consent defi es the 

First Amendment of the Constitution. The First Amendment declares that “no person shall be com-

pelled in any criminal case to be a witness against himself.”

Implied consent is most often used by law enforcement in determining whether an individual has 

been driving under the infl uence (DUI) of alcohol or other drugs. If a driver is stopped, and the driver 

does not know his blood alcohol level, he must submit to a breathalyzer test or other test of blood, 

urine, or breath. Under the implied consent laws of many states, a driver cannot refuse to take such a 

test without incurring serious penalties or repercussions. According to state implied consent laws, a 

driver gives his consent to DUI testing from the moment of applying for and receiving a drivers license 

and through the act of getting behind the wheel of a motor vehicle.

Penalties for refusing to submit to DUI tests vary from state to state and can entail lengthy prison 

terms, especially where aggravated circumstances are involved, such as injury or death.
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whether or not the information in circulation is true. To disclose informa-
tion without prior written consent, or without the disclosure being permit-
ted under the exceptions of  § 99.31, is to violate the regulations. 

 This understanding is underscored by the discussion surrounding the 2008 
Amendments regarding the use of a social security number (SSN) in verifying 
student information. Institutions need to be cautious in issuing their verifi ca-
tions so that verifi cations of degrees, majors, or other enrollment information 
do not inadvertently confi rm non - directory information such as the SSN.  

  Disclosures and the  SSN  
 The December 9, 2008, issue of the  Federal Register  clarifi es a number of 
issues regarding use of the SSN at institutions of higher education and ad-
vises caution when institutions affi x their confi rmation or certifi cation of 
student information for third-party entities. 

 Institutions have long been in a quandary regarding use of the SSN as 
a student ID number. In fact, many have labored under the impression that 
schools could not even use an SSN as a student ID number (SID). The  Fed-
eral Register  confi rms the following position on the part of the Department 
of Education.     

 In general, however, there is no statutory authority under FERPA to pro-
hibit an educational agency or institution from using SSNs as a student 
ID number, on academic transcripts, or to search an electronic database 
so long as the agency or institution does not disclose the SSN in viola-
tion of FERPA requirements. [FR 74808]   

 The spirit of this assertion is more concerned with the protection of the 
SSN. In the same paragraph, moreover, the  Federal Register  goes on to insist 
on a position that may at fi rst seem contradictory.     

 FERPA does prohibit using the student ’ s SSN, without consent, to search 
for records in order to confi rm directory information. [FR 74808]   

 What are the regulators trying to accomplish? And what are the specifi c 
requirements on institutions? 

 The concern about the use of the SSN goes back to the Privacy Act of 
1974 and has been fueled by 21st century concerns regarding identity theft. 
Some states have, in fact, passed legislation prohibiting institutions from 
using the SSN as an identifi cation number for individuals. The passage 
of the Identity Theft Red Flags and Address Discrepancies Rules, or Red 
Flags Rules (see Chapter  Six ) effective August 2009, are an indication of the 
level of continuing federal concern for identity theft. 
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 For many years, the Department of Education erroneously interpreted 
the use of the SID as tantamount to an SSN. This was not surprising, since 
the SSN was often used as the SID at many institutions. But the two are 
not on an equal par, and this realization has prompted the clarifi cations 
included in the 2008 Amendments. 

 The Department of Education ’ s position on the SSN has not changed. 
Institutions cannot designate the SSN as directory information and, be-
cause it is non - directory information, cannot disclose an SSN without 
the prior consent of the student. With regard to the SID, the department 
does not recommend designation of the SID as directory information. But 
the student user ID (see Chapter  Two ), which may be an SID, is permitted to 
be directory information if the data element by itself does not provide access 
to non - directory information or other personally identifi able information. 

 The difference in treatment has to do with the kind of information that 
can be accessed through these data elements. The concern is that if these data 
elements provide a gateway to personally identifi able information about 
a student, they cannot be designated as directory information. The only way 
in which these items would provide suffi cient protection for non - directory 
information is if they use a two-factor authentication protocol that consists 
of a logon ID and a password or personal identifi cation number (PIN). And 
even then, directory information designation should be considered careful-
ly and made only if there is a demonstrated operational need to do so. 

 Use of the SSN should be restricted to internal usage and to those sit-
uations where use of the SSN is permitted by legislation, such as in the 
processing of fi nancial aid. For all other usage, the prior written consent of 
the student is required in order to use or disclose an SSN. 

 The caution with regards to unintentional disclosure focuses on the 
processing of verifi cation requests received from third parties. To facili-
tate a verifi cation request, a third party may provide a form that supplies 
information about a student and asks for a certifi cation signature from an 
education offi cial at the institution. These forms may be used to request 
confi rmation of attendance, majors, degrees, and graduation dates. Space 
is generally provided for the institution ’ s verifi cation, requesting a signa-
ture, the printed name of the certifying offi cial, contact information, the 
date, and may even require the imprint of a seal. 

 At face value, it could be interpreted that the signature is attached to the 
information supplied to the form by the education offi cial. But from a dif-
ferent perspective — and a legally contestable one — the signature could be 
interpreted as confi rming  all  of the information presented in the document 
about the student. If an SSN is listed, that verifi cation could be interpreted 
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to include the SSN itself. And without a signed authorization from the stu-
dent, such a disclosure is a potential violation of FERPA. 

 Discussion in the  Federal Register  indicates that the legislators are aware 
of these kinds of situations.     

 A school is not required to deny a request for directory information about a 
student, such as a confi rmation whether a student is enrolled or has received 
a degree if the requestor supplies the student ’ s SSN (or other non - directory 
information) along with the request. However, in releasing or confi rming 
directory information about a student, the school may not use the student ’ s 
SSN (or other non - directory information) supplied by the requestor to iden-
tify or locate the student ’ s records unless a parent or eligible student has 
provided written consent. This is because the confi rmation of information in 
education records is considered a disclosure under FERPA. [FR 74809]   

 The Department of Education ’ s recommendations for dealing with 
these kinds of verifi cation requests are not specifi c but instructive.     

 There is no authority in FERPA to require a school to notify requestors 
that it is not confi rming the student ’ s SSN (or other non - directory infor-
mation) when it discloses or confi rms directory information. However, 
when a party submits a student ’ s SSN along with a request for direc-
tory information, in order to avoid confusion, unless a parent or eligible 
student has provided written consent for the disclosure of the student ’ s 
SSN, the school may indicate that it has not used the SSN (or other 
non - directory information) to locate the student ’ s records and that its 
response may not and does not confi rm the accuracy of the SSN (or other 
non - directory information) supplied with the request. [FR 74810]   

 There are several ways of addressing these situations. 
 One strategy is for the institution to develop its own offi cial response to 

requests for verifi cations. The third party ’ s form would not be used. Instead, 
the institution would utilize its own form, inserting the appropriate informa-
tion requested by the third party. Providing your own verifi cation document 
eliminates the potential for misinterpretation of the data you are confi rming. 

 During the 1990s, UCLA developed a document it called a  “ Verifi cation 
Transcript, ”  thus creating its own offi cial verifi cation document. Conceived 
by Registrar Anita Cotter, the concept was rooted in the fact that information 
on the document was derived from the student ’ s offi cial record at the univer-
sity — that is, from the transcript. Whereas the  “ Academic Transcript ”  pro-
vides non - directory information and requires the prior consent of the student 
for release, the  “ Verifi cation Transcript ”  lists only directory information and, 
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barring any directory restrictions, could be provided to third parties willing 
to pay the transcript fee. (Since the  “ Verifi cation Transcript ”  was printed on 
security paper, the regular transcript fee was charged.) 

 But what if you do have to utilize the form provided by the third party? 
If you must use the third-party form, and the form contains an SSN or 
other personally identifi able information that the institution cannot dis-
close, you must indicate clearly what information is being verifi ed by the 
institution. You may need to tag each data element you confi rm or provide 
a separate notation, initial, or stamp. The offi cial verifying the specifi c in-
formation would need to check mark the data element supplied and initial 
as evidence of having provided the information. 

    ✓  Verifi ed by ____________   

 An alternative strategy would be to provide a stamp near or over the 
signature line of the third party ’ s form. The stamp would disclose, specify, 
or limit the data being confi rmed by the institution.   

VERIFICATION CERTIFICATION

This is to certify that [the institution] verifi es and confi rms only the information provided by the 

education offi cial completing this form. [The institution] makes no judgment or disposition on 

other data included in this form, which may or may not have been used in the processing of this 

verifi cation or confi rmation.

Signature  __________________________________________________________

Date ______________________

 Institutions are not unfamiliar with third parties who insist that their 
own forms must be used or completed to provide information. Some of 
these entities may cite their own policies and procedures and contend 
that forms will be incomplete or unacceptable without your compliance 
in  utilizing their forms. Institutions cannot be responsible for the policies 
and procedures of other entities. You are responsible only for your own 
protocols. So, if your offi cial verifi cation is the only form you produce in 
response to such requests, there is nothing to prevent you from insisting 
that you are complying with your own policies and procedures. 

 Policies and procedures exist not only to keep your processes compli-
ant but to protect you and your practices from legal assault. A more exten-
sive discussion about policies and procedures is provided in Chapter  Six .   
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  Right to File a Complaint 
 The fourth guarantee to students is the right to fi le a complaint for an al-
leged violation of the student ’ s FERPA rights.   

FERPA guarantees eligible students the following rights:

The right to inspect and review education records

The right to seek to amend education records

The right to have some control over the disclosure of information from education records

The right to fi le a complaint for an alleged violation of their FERPA rights

•

•

•

•

The Secretary designates the Offi ce to:

1.  Investigate, process, and review complaints and violations  under the Act and this 
part; and

2.  Provide technical assistance to ensure compliance with the Act and this part.

§99.60(b)

 Complaints are submitted in writing to the Family Policy Compliance 
Offi ce (FPCO), which is the offi ce of the U.S. Department of Education, 
charged with interpreting, investigating, and adjudicating issues involving 
FERPA. 

   FPCO  Authority to Investigate 
 The FPCO is introduced in  § 99.60(a), from which the regulations go on to 
describe the responsibilities designated by the Secretary of the U.S. Depart-
ment of Education to the FPCO. In the regulations, those responsibilities 
are basically two.   

  Investigate complaints and violations  
  Provide technical assistance and guidance    

 The enforcement responsibility is essentially inferred and altogether 
missing from the regulatory language. Enforcement, to be sure, belongs to 
the Secretary of the U.S. Department of Education.   

•
•
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 In defi ning the FPCO ’ s investigatory responsibility, the regula-
tions detail  “ investigate, process, and review complaints and violations ”  
( § 99.60(b)(1)). The structure of the language infers that the FPCO reacts to 
complaints and violations. In  § 99.63 and  § 99.64, the regulations talk about 
the submission of complaints and alleged violations. 

 In the fi rst citation,  § 99.63, the regulations identify the FPCO as 
the offi cial recipients of complaints  “ regarding an alleged violation under 
the Act. ”  In this section, complaints are submitted by parents and eligible 
students — the parties to whom FERPA rights are guaranteed under the act. 
With the 2008 Amendments, however, this restriction on the source of com-
plaints is eliminated and expanded with the revisions to  § 99.64. 

  § 99.64 undergoes a tremendous revision with the 2008 Amendments, 
including a key revision to its interrogatory title. The question,  “ What 
is the complaint procedure? ”  has been changed to substitute the word  
“ investigation ”  for  “ complaint. ”  The question becomes,  “ What is the in-
vestigation procedure? ”  

 The paragraph goes on to ameliorate the fi rst two of its four provisions.   

A complaint must contain specifi c allegations of fact giving reasonable 
cause to believe that a violation of the Act or this part has occurred. 
A complaint does not have to allege that a violation is based on a 
policy or practice of the educational agency or institution.

§99.64(a)

 The requirement of  “ specifi c allegations ”  remains in  § 99.64(a), since 
these facts form the basis for a complaint. The FPCO needs to know what 
specifi c actions prompted the accusation that a violation of FERPA has 
 occurred. What is signifi cant in the amendment to  § 99.64(a) is the second 
sentence, which essentially eliminates any need for complainants to pro-
vide substantiating information that might prove or support an allega-
tion of a violation. That endeavor is left to the FPCO and its investigation 
 process. The complainant need only state specifi cally the allegation or the 
reason that she feels a violation of FERPA rights has occurred. 

 While complainants may understand their basic rights under FERPA, 
they are not expected to compose briefs detailing violations and ascribing 
source policies or procedures as the bases for those violations. That is the 
work of the FPCO. If you will, complainants need only explain the articu-
lable and signifi cant sense that a violation has occurred. Committing the 
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facts to a written document addressed to the FPCO provides the FPCO 
with a basis on which to launch an investigation or offer an interpretation 
of the events described. 

 It is  § 99.64(b) that offers the most important change to the enforcement 
provisions of FERPA and to the authorities of the FPCO.   

      The Offi ce investigates a timely complaint fi led by a parent or eligi-
ble student, or conducts its own investigation when no complaint has 
been fi led or a complaint has been withdrawn, to determine whether 
an educational agency or institution has failed to comply with a pro-
vision of the Act or this part. If the Offi ce determines that an educa-
tional agency or institution has failed to comply with a provision of 
the Act or this part, it may also determine whether failure to comply 
is based on a policy or procedure of the agency or institution.  

  § 99.64(b)   

 First, the source of complaints is expanded. Parents and eligible stu-
dents have always had the right to fi le a complaint for alleged violation of 
their FERPA rights. It is, after all, their fourth guarantee under FERPA. But 
in the new language of  § 99.64(b), investigations by the FPCO can be trig-
gered by sources other than the complaints of parents or eligible students. 
The FPCO may choose to investigate a situation even if a complaint which 
had been fi led is later retracted. The fact that a complaint was submitted 
in the fi rst place signifi es that actions or policies may have been misunder-
stood. And if it happened once, it can happen again. Depending upon the 
situation, the FPCO may investigate, if only to offer guidance and clarifi ca-
tion of responsibilities under FERPA. 

 That the FPCO may choose to launch an investigation on its own initia-
tive is a momentous change. When fi rst proposed in March 2008, education 
offi cials wondered if the U.S. Department of Education was considering 
undertaking surprise audits of institutions to ensure compliance with the 
FERPA regulations. After all, the revised language expands the authority of 
the FPCO and permits the FPCO to intervene in campus operations where 
the potential for FERPA violations may exist. The original reactionary ap-
proach to investigations has suddenly become proactive. 

 In the March 24, 2008 issue, the  Federal Register  declared the following.     

 While not a widespread problem, the Department needs to establish 
in its regulations that the Offi ce may investigate allegations of 
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non - compliance provided by a school offi cial or some other party who is 
not a parent or eligible student because sometimes parents and students 
are not aware of an ongoing FERPA problem that needs to be addressed. 
[FR 15591]   

 In citing its reasons for this particular amendment, the Department of 
Education referred to its documentation in the  Gonzaga University v. Doe  
case (see the sidebar on page 25). So many administrators were involved 
in the unoffi cial investigation of the student in question that, if any one 
of them had raised a concern about whether FERPA or other ethical prac-
tices supported the investigation and the actions taking place, the situation 
might have been circumvented early on. 

 The second sentence of  § 99.64(b) alludes to what has been called the 
adjudicative role of the FPCO. In other words, the FPCO is interested in 
determining the root cause of violations and alleged violations in an effort 
to eliminate any future misunderstandings or wrongful commissions. To 
be sure, the goal of an FPCO investigation is not to convict an institution of 
a FERPA crime and strip it of its federal funding. Rather, the FPCO seeks 
to determine the cause of violations or potential violations and provide as-
sistance in bringing policy, procedure, practice, or training into line so that 
no future incidents occur.  

  Submission of Complaints 
  § 99.63 asks the question  “ Where are complaints fi led? ”  and goes on to pro-
vide instructions.   

      A parent or eligible student may fi le a written complaint with the 
Offi ce regarding an alleged violation under the Act or this part.  

  § 99.63   

 Complaints are submitted to the Family Policy Compliance Offi ce in 
writing. They may be sent through the U.S. mail to the address provided in 
 § 99.63 or they may be faxed. But they must be in writing.   

  § 99.64(a) stated that the complaints  “ must contain specifi c allegations 
of fact giving reasonable cause to believe that a violation ”  has occurred. 
The regulations do not, in fact, provide guidelines for what would consti-
tute the contents of a complaint other than the request for  “ specifi c allega-
tions. ”  But complainants can take some direction from the instructions the 
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FPCO has often given to institutions whenever interpretation or guidance 
has been sought. 

 Typically, there are three requirements whenever inquiries are submit-
ted by an institution.   

  Contact information for the inquiring offi cial  
  Name and complete address of the institution involved  
  Specifi c question or complete details of the situation requiring guidance    

 First of all, the FPCO needs contact information from the inquiring 
party so that the guidance or interpretation can be properly addressed. 
Secondly, the name of the institution and its complete address is required. 
This is because state and local regulations, not just FERPA, may have im-
plications in regard to the situation posited. The FPCO will not be able 
to provide a complete response without some consideration for local au-
thority. And lastly, the situation itself must be described as completely as 
possible. 

 From these instructions to education offi cials at institutions, basic el-
ements or components of a complaint alleging FERPA violations can be 
compiled. They include the same essential informational items: contact in-
formation; identifi cation of the institution involved, including its complete 
address; and a full statement of the facts involved. Without this minimum 
information, the FPCO cannot respond to a complaint. The FPCO may even 
have further questions, which is why providing valid contact information 
is so vital. 

•
•
•

 SUBMITTING COMPLAINTS TO THE  FPCO     

 Complaints should be submitted in writing as follows.   

  U.S. mail  

  Family Policy Compliance Offi ce  

  U.S, Department of Education  

  400 Maryland Avenue SW  

  Washington DC 20202 – 5920    

  Fax: (202) 260 – 9001     
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             Processing of Complaints 
 The second two parts of  § 99.64 are about the processing of complaints by 
the FPCO and a defi nition of the term  timely complaint  used in  § 99.64(b). 

  § 99.64(c) defi nes a timely complaint as one that is submitted within 
180 days of the alleged violation or within 180 days of the date that one 
would reasonably become aware of the alleged violation. It is important 
to note that the six - month time frame is as of the date of the alleged viola-
tion. Attempts may have been made to fi le complaints at the institution for 
resolution of the issues involved. If the resolutions are unsatisfactory, so 
that an individual feels compelled to complain to the FPCO, the 180 days 
begins with the alleged violation itself and not the most recent date of the 
unsatisfactory resolution by the institution or anyone else.   

    Preliminaries  

•    Identify the individual(s) whose rights were allegedly violated. 

 Identify the institution involved — name, city and state 

location.  

    The Facts  •    What happened? Describe events in detail, including dates, locations, 

conversations, incidents.  

•  Who is involved? Identify all parties — education offi cials, parents, eligible 

students, and others.  

•  Why do you feel there has been a FERPA violation? Although it is not required, 

provide supporting documentation, if available.  

    Contact Info  •    Provide your contact information, including full name, complete  address, and a 

telephone number.   If possible, provide contact  information for the institution 

and for education offi cials involved.  

     Contents of a Complaint for an Alleged FERPA Violation   

A timely complaint is defi ned as an allegation of a violation of the 
Act that is submitted to the Offi ce within 180 days of the date of 
the alleged violation or of the date that the complainant knew or 
reasonably should have known of the alleged violation. 

  § 99.64(c)      

 Is the 180 days a fi rm period? Can the FPCO accept complaints re-
garding alleged violations that have occurred beyond the six - month time 
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frame? A simple response is provided in the last section of  § 99.64 and it is 
an affi rmative one.   

      The Offi ce may extend the time limit in this section for good cause 
shown.  

  § 99.64(d)   

 The investigatory and enforcement perspective of complaints regard-
ing alleged violations of FERPA is covered in Chapter                               One.
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Chapter 4

       FERPA Exceptions for 
Parents and Safety          

 THE GUARANTEES THAT FERPA makes to students are essentially a straight-
forward adaptation of the Code of Fair Information Practices to the educa-
tion environment and follow in much the same format as other privacy 
legislation. The challenge for those who must comply with the regulations, 
however, surfaces in the decision - making process of a real - world context, 
where the rigid guidelines of legal language blur and succumb to a myriad 
of interpretation and application. 

 Beyond the basic rights of any legislation is consideration of the 
 exceptions or unusual circumstances that require evaluation of individual 
situations and formal or informal decision making. Depending upon the 
 parties, events, and needs entailed, arriving at a determination of how 
FERPA should be enforced may confound a strict or literal interpretation 
of those basic rights. 

 It is important to maintain perspective. Exceptions are exceptions 
 because they can and often do impinge upon the rights established as the 
foundation of the legislation. There must always be valid and compel-
ling reasons for invoking any exception because to do so is to abridge or 
 encroach upon the rights of citizens. 

 In its discussion of the 2008 Amendments, in the March 24, 2008 issue 
of the  Federal Register , and also in the announcement of the fi nal regulations 
in the December 9, 2008 issue of the  Federal Register , the Department of Ed-
ucation frequently reminds readers that the purpose of the regulations is to 
protect the privacy of education records. Parents and eligible students are 
the only individuals guaranteed access and rights in regards to education 
records. In the postsecondary environment, that means only students. 

 The fact that third-party access — even by education offi cials — to ed-
ucation records is folded into a discussion of exceptions to the primary 
guarantees is signifi cant and instructive for local policy, procedure, and 
decision making.  
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  Legal Age and In Loco Parentis 
 Higher education administrators and parents often fi nd it diffi cult to think 
of college - age students as legal adults. The transition from high school to 
college or university is often broken only by a summer vacation, a very 
natural intermission in the education calendar to which students and par-
ents have become accustomed. But there is an even more important tran-
sition — a rite of passage, if you will — that occurs between secondary and 
postsecondary education — one that is acknowledged not only by FERPA 
but by the U.S. legal system as a whole. It is the formal recognition of an 
individual ’ s becoming a legal adult. 

 Legal age is defi ned as follows.     

 Legal age is the age at which a person is responsible for his/her own ac-
tions (including the capacity to enter into a contract which is enforceable 
by the other party), for damages for negligence or intentional wrongs 
without a parent being liable, and for punishment as an adult for a 
crime. [ Law.com  Legal Dictionary]   

Legal Age in the United States

     Age      Activity      Comments   

    18    Legal age    National norm  

    18    Voting    Ratifi ed 1971, 26th Amendment to 

the Constitution  

    21    Drinking/buying alcohol    National norm  

     —     Marriage, with or without parental 

consent  

Abortion, right to choose  

Driving  

Prosecution for crimes  

Liability for damages  

  Varies from state to state  

 If an individual were not attending college or university, he would 
be a working or nonworking member of the general society, responsible 
for himself and to society as a whole. Nationally, the legal age is consid-
ered to be 18 years of age. And what is most critical about this distinc-
tion is the assignment of responsibility for consequences. After a person 
reaches 18 years of age, mommy and daddy can no longer be held liable 
or  responsible for whatever the individual does. The individual becomes 
solely responsible for his or her actions. 
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 Obscuring our realization of this fact in higher education are two oft -
 manipulated concepts: in loco parentis and the defi nition of the parent or 
parents of a dependent child. 

 Legal dictionaries defi ne in loco parentis as  “ a person or institution that 
assumes parental rights and duties for a minor ”  [legal - dictionary.org], or, 
more expansively, as follows.     

 In loco parentis is the legal doctrine under which an individual as-
sumes parental rights, duties, and obligations without going through the 
formalities of legal adoption. [ West ’ s Encyclopedia of American Law , 
Free Dictionary by Farlex,  http://legal - dictionary.thefreedictionary.com/ ]   

 Adopted from English Common Law by the colonial Puritans, in loco 
parentis was, in large part, responsible for the perceived separation of the 
academic environment from the real world. Schools were viewed as assum-
ing an educational and moral responsibility for the rearing of children — a 
concept that takes on a signifi cant interpretation in Aldous Huxley ’ s 1932 
futuristic novel  Brave New World.  

 For well into the 19th century, courts and local authorities were reluc-
tant to interfere in what was happening in the school — even when appeals 
were voiced by students and parents to external authority. The academic 
environment was considered almost sacred. For a court to become involved 
in a school setting was considered taboo, in much the same way that inter-
fering between a parent and child was considered unconscionable. 

 America and the world in the post - World War II environment changed 
that.   

 After World War II, attitudes toward institutions changed radically. 
The secularization of schools fueled a departure from in loco parentis and 
eventually fostered the emergence of student rights in the 1960s and 1970s. 
In 1961, the case of  Dixon v. Alabama State Board of Education , which re-
volved around the unjustifi ed expulsion of six African American college 
students, extended due process to students at tax - supported schools. No 

Due Process
Due process is the notion that legal and court procedures must be fair. In America, this idea is in-

grained in the Fourteenth Amendment, which guarantees citizens that they cannot be deprived of 

liberty or property without due process of law.

The original notion of due process, however, originates in the Magna Carta (1215 AD). And the 

phrase “due process of law” is fi rst found in a statutatory rendition of the Magna Carta that was circu-

lated in England in 1354.
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longer could students be expelled for misconduct without notice and with-
out the opportunity to defend themselves in a formal hearing.   

 Later in the 1960s, students found their political voice and began to 
become more and more vocal about and involved in national issues. The 
escalation of the Vietnam War divided the nation and incited protests and 
demonstrations in various sectors of our society. The educational arena 
was not immune. Students in colleges and universities often staged angry 
and violent protests that could hardly be ignored. Media and journalistic 
attention focused on a citizenry that was suddenly immersed in a national 
dialogue for which silence was not an option. 

 The political turmoil was not confi ned to the postsecondary environ-
ment, however. High schools experienced their own coming of age as 
 teenagers took up the banners of protest against the war. If postsecondary 
institutions expressed their own exclusivity to dealing with discipline with-
in their halls, secondary schools were swift and punitive in their  strategies 
to control students who were still minors. But their parental - like discipline 
was not always seen as constitutional nor in alignment with the ideals that 
shaped the United States two centuries prior. 

 Student protests at the secondary school level were viewed as misbehav-
ior, and such action was often judged disobedient, disruptive, and  unsocial. 
These were minors, after all. No one expected minors to have political scru-
ples. Then, the expulsion of three Des Moines high school students protesting 
the Vietnam War drew the attention of the U.S. Supreme Court. The students 
and their parents had not even considered contesting the expulsion of the 
students until approached by the Iowa Civil Liberties Union. In the 1969 case 
of  Tinker et al. v. Des Moines Independent Community School District , the Court 

Dixon v. Alabama State Board of Education
The story of Dixon v. Alabama State Board of Education (24 F. 2nd 150) began with a sit-in demonstra-

tion at a public restaurant by 29 African American students of Alabama State College. A number of 

other demonstrations followed, prompting the president of the college to provide the names of the 

demonstrating students to the Alabama State Board of Education. The result was the expulsion of 

John St. Dixon and fi ve other students for “unspecifi ed reasons.”

The 1961 federal case has been called the most signifi cant legal action establishing the right of due 

process for students in public higher education. The court overturned the rulings of the lower courts 

on the basis that the students could not be expelled without due process.

The case has also been called the death of in loco parentis. The college based its action of expulsion 

on the doctrine of in loco parentis, expelling the students without ever holding a hearing. The court, 

however, held that the college could not act in this manner to discipline or expel students—especially 

at a state institution.
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ruled in favor of the students and affi rmed that students do not  “ shed their 
constitutional rights  . . .  at the schoolhouse gates. ”    

 That in loco parentis refers to parental rights over minors fundamen-
tally divorces the concept from application to higher education. After all, 
postsecondary students are, for the most part, no longer minors. And so as 
not to place undo burden on postsecondary education offi cials attempting 
to  determine whether FERPA applies to a particular student, the language of 
the regulations uses an either/or defi nition when it defi nes eligible student.   

Tinker et al. v. Des Moines Independent
Community School District

The 1969 case of Tinker et al. v. Des Moines Independent Community School District (393 US 503) is 

often cited as a precedent in the constitutional rights of students—in particular, free speech and First 

Amendment rights.

The case revolved around three students who, in December of 1965, wore black armbands to 

school to protest the U.S. involvement in Vietnam. John F. Tinker, 15, his friend Christopher Eckhart, 16, 

and John’s 13-year old sister wore the armbands to their high school and junior high school. Despite 

their quiet and passive protest, the students were immediately suspended until after the holidays—

coincidentally, when the students’ protest was scheduled to end.

The students’ parents did not take action until approached by the Iowa Civil Liberties Union. The 

case was heard in November 1968, with a ruling that was passed the following February. The decision 

was a 7–2 vote in favor of the students.

In the court dialogue, Justice Abe Fortas, who wrote for the majority of the justices, prefaced his re-

marks by declaring, “It can hardly be argued that either students or teachers shed their constitutional 

rights to freedom of speech or expression at the schoolhouse gates.”

The case gave rise to the phrase “the Tinker test,” referring to an evaluation of disciplinary proceed-

ings to determine whether a student’s First Amendment rights have been violated.

Eligible student means a student who has reached the age of 18 years 

of age or is attending an institution of postsecondary education.

§99.3

 According to  § 99.3, the eligible student — the individual to whom the 
FERPA rights are guaranteed — is the student who is 18 years of age  or  
who attends a postsecondary institution. Consequently, every student of a 
 college or university, or other postsecondary educational institution, is an 
eligible student and, therefore, guaranteed rights under FERPA. 

 To underscore this point, FERPA further declares that the rights as-
signed to parents in K – 12, because the student was a minor, transfer 
from the parent to the student when the individual becomes an eligible 
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 student ( § 99.5). In effect, at the point when an individual matriculates at 
a college or university, that individual assumes all of his or her own pri-
vacy rights and the responsibilities guaranteed under these regulations. 
The regulations continue to say  “ parent or eligible student ”  throughout 
the legislation since the regulations apply to K – 12 as well. But for post-
secondary education institutions, it is the eligible student who has sole 
possession of privacy rights under the act.   

When a student becomes an eligible student, the rights accorded to, 
and consent required of, parents under this part transfer from the 
parents to the student.

§99.5(a)

 In documenting this right of passage, the FERPA regulations are right-
fully positioned among other federal and state legislation binding upon 
and benefi ting U.S. citizens. For the eligible student, an adult citizen in the 
eyes of our legal system, the FERPA regulations assign rights and responsi-
bilities in the same way that other legislation codifi es the rights of citizens. 
In essence, to deprive an eligible student of his FERPA rights is tantamount 
to divesting the individual of legally and constitutionally   assured rights 

Resurgence of In Loco Parentis
While free speech protests and the secularization of schools did much to diminish the application of 

in loco parentis in the nation’s schools, the end of the 20th century witnessed a resurgence, principally 

due to efforts to ensure the safety of students in schools. Local and state courts, and the U.S. Supreme 

Court, were called in to make decisions regarding punishment, the use of drugs and other controlled 

substances, and weapons on campus. Among the generated legislation were the following:

The Drug-Free Schools and Campuses Act, which grew out of President Reagan’s war on drugs, 

prohibited the possession, distribution, and use of drugs and alcohol on K–12 and postsecondary 

 campuses. The 1989 law applies to both students and employees of the institutions.

Vernonia School District v. Acton provided the arena for the 1995 U.S. Supreme Court’s decision that 

the drug testing of athletes did not violate the constitutional rights of students. Drug testing would 

later be extended to any student who wished to participate in a school’s extracurricular activities. The 

view was espoused that students in school were under the direct supervision of the state, which had 

responsibility for the welfare of all students.

Amidst a deluge of other legislation targeting hate speech, intolerance, and dress codes, Congress 

passed the Gun-Free Schools Act of 1994. The act required schools to expel students found in posses-

sion of guns or other fi rearms. The act spurred a number of lawsuits, most of which were denied, with 

the courts maintaining the responsibility of the schools to ensure a safe environment.
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and privileges. This is why the issue of Section 1983 rights — the right to 
sue — is often raised in situations of alleged FERPA violations. 

 Despite the clarity of  § 99.5(a) and its pronouncement of the reassignment 
of FERPA rights to the eligible student, the playing fi eld in  higher  education 
operations remains clouded by other considerations and  relationships —
 one of which arises from yet another piece of federal  legislation.   

 Complicating the discussion and adding further nuances to the con-
sideration of privacy rights is the identifi cation of dependent children for 
tax - reporting purposes and the exceptions permitted under FERPA for the 
parents of those dependent students.  

  Parents and the Parents of Dependent Students 
 When FERPA defi nes the term  parent , it does so in light of other legislation, 
federal and otherwise, where minors, legal age, and individual responsi-
bility have signifi cant bearing. 

 Parent refers to natural parents, guardians, or other individuals who 
take upon themselves the responsibilities of parents or guardians — that 
is, those individuals assuming responsibilities for minors. In its presen-
tations, the FPCO elaborates on this defi nition to include those individu-
als responsible for minors in nuclear and extended families, divorced and 
 single - parent families, domestic partnerships, same - sex marriages, custo-
dianships, and other roles of guardianship. All of these forms of parenting 
are intended to be covered by the defi nition of parent in FERPA.   

Parent means a parent of a student and includes natural parent, 
a guardian, or an individual acting as a parent in the absence of a 
parent or guardian.

§99.3

 Under the law, parents are responsible — physically, emotionally, social-
ly, and fi nancially — for their minor children. The failure of a parent in any 
of these areas can invoke or cause the intervention of external authorities, 
up to and including the assumption of guardianship over minors by the 
state or other local authorities. 

 When the child reaches the age of 18, however, that parental 
 responsibility, at least for legal purposes, ceases. The child becomes an in-
dependent entity. Essentially, the child becomes an adult, and  established 
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institutional and social conventions must respect that transfer of respon-
sibility and  accountability in various ways. 

 FERPA ’ s acknowledgment comes in the form of a simple reassignment 
of rights and responsibilities, tied to the child ’ s entry into the postsecond-
ary environment. After defi ning an eligible student, in  § 99.3, the regula-
tions go on to transfer rights from the parents to the eligible student. For 
all intents and purposes, parental rights disappear when an individual 
 becomes a student in a postsecondary institution.   

When a student becomes an eligible student, the rights accorded to, 
and consent required of, parents under this part transfer from the 
parents to the student.

§99.5(a)

 But the parents themselves don ’ t disappear, as many college admin-
istrators know. Parents remain involved emotionally and fi nancially with 
their children. And over the years, changing attitudes on the roles of par-
ents have given rise to involvement in the postsecondary environment 
at varying levels. At one time, parents sent their sons away to university, 
where they became men equipped and ready to assume responsibilities in 
society or to enter military service. Sexist as the statement may seem, that 
was, nevertheless, the prevailing attitude and social expectation. 

 Late in the 20th century, the phenomena of the  “ helicopter ”   parent —
 or  “ dive bomber ”  parent, as one military school administrator put it —
  characterized the parent as more intricately involved in the progress of the 
student through college or university. Hovering and guiding the child ’ s 
progress, the helicopter parent becomes involved as needed, sometimes 
stepping in for the student so as not to detract the student from her studies. 
Frequently, the intervening parent demands a customer service response 
as if the institutional relationship to the parent had existed all along. 

 The changing role of parents has encouraged many institutions to  create 
parent relations offi ces or to implement other outreach — or intermediary —
   strategies at the campus. In some instances, the parent - teacher associations of 
the K – 12 setting have morphed into new parent alliances in the postsecondary 
environment. Some of these alliances are affi liated directly with the institution, 
but others are independent. External organizations and associations, such as 
College Parents of America, attempt to build peer support among parents and 
often take on lobbying efforts regarding concerns such as institutional account-
ability and government positions on fi nancial aid and campus safety.   
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 The multiple challenges of a more complex and competitive adult world 
have, no doubt, fueled a curious desire to extend adolescence. A generation 
of parents who have experienced fi rsthand the successes and disappoint-
ments of dealing with the intricacies of postsecondary education  curricula, 
job market expectations, and qualifi cation by credentials  underlies the 
 recent swing of the in loco parentis pendulum. Anxious to guide their chil-
dren on the swiftest road to professional and fi nancial success, many par-
ents are pointedly and intimately involved in their children ’ s lives right on 
through college and university. (An alternative reaction is provided in the 
Afterthoughts.) 

 For postsecondary institutions, striking the legal, moral, and ethical 
balance is not always as clearly defi ned as it is in regulation or institutional 
policy. FERPA, aware of institutional traditions that have embraced paren-
tal relationships to varying degrees, seems to offer a measure of acknowl-
edgment in  § 99.5(a)(2).   

College Parents of America
College Parents of America (www.collegeparents.org) has dedicated itself to providing government 

advocacy, timely information, and vital resources to a national community of parents, colleges and 

universities, K–12 school systems, corporations, and other associations and organizations. Its goal is to 

ensure that higher education remains an accessible and successful part of American culture.

In addition to legislative lobbying efforts, the organization streamlines access to information for 

parents and families regarding scholarship opportunities, resources, and money-saving strategies. The 

organization has even convened a panel of experts willing to share their expertise and respond to 

questions one-on-one from members.

College Parents of America is headed by President James A. Boyle, formerly the vice president of 

brand marketing and corporate communications for Sallie Mae. Before becoming president in 2003, 

Boyle worked as a press secretary on Capitol Hill and for the National Cable Television Association, 

WorldGate, Discovery Communications, and NBC.

Nothing in this section prevents an educational agency or institu-
tion from disclosing education records, or personally identifi able 
information from education records, to a parent without the prior 
written consent of the eligible student if the disclosure meets the 
conditions in §99.31(a)(8), §99.31(a)(10), §99.31(a)(15), or any other 
provision of §99.31(a).

§99.5(a)(2)
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 Specifi cally addressing the postsecondary environment, the regulations 
state that nothing in this section — and remember the FERPA regulations are 
Section 99 of the Code of Federal Regulations (CFR) — prohibits institutions 
from sharing personally identifi able information with parents provided 
certain conditions are met. And the conditions of this caveat are contained 
in the portion of the regulations that deal with exceptions. Such disclosure 
actions should always be considered exceptions and have solid, legal foun-
dation for their undertaking. 

 By law, the student in higher education is an adult, fully entitled to 
the same inalienable rights as other adult U.S. citizens. To interfere with, 
diminish, or otherwise deny those rights is a serious legal and civil rights 
violation — a matter that can be argued as extending to and implicating the 
very foundations of the Constitution itself. 

 In the eyes of the law, it does not matter that parents are supporting 
their children through college or university. Such fi nancial affi liations may 
encumber the student to the parent, but that is the extent of the relation-
ship. The institution must maintain its relationship directly with the adult 
student. The institutional catalog, after all, is essentially written as a con-
tract between the institution and its programs with the student in attend-
ance. For a third party to become involved — even if that other party is a 
parent — is an intrusion into that relationship. This interjection of a third 
party in the institution - student relationship must be dealt with by excep-
tion alone. 

 The reason most often used as justifi cation for providing information 
access to parents is that of the claim of the parents of dependent children. 
Parents insist that, because they are still supporting their college - age chil-
dren, fi nancially and otherwise, they are entitled to access the personally 
identifi able information about their children that is held by the education 
institution. Parents seek assurance that their children are successfully pro-
gressing through their expensive college educations and that their encour-
agement and psychological support are effective. 

 Indeed, these reasons do not even take into account those cultural and 
traditional infl uences of parental involvement that often drive the partici-
pation of parents whose origins are not American or even from the Western 
Hemisphere. In many parts of the world, the involvement of the parent is 
integral in the educational process, regardless of age or other external and 
legal rights.   

 So, FERPA details a number of exceptions — situations in which disclo-
sure of non - directory information is permitted without prior consent to 
parents on a one - time basis. 
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 The fi rst of the parent exceptions has to do with providing information, 
without the prior written consent of the student, to the parents of depend-
ent children. FERPA lists this as an exception which may be utilized by 
postsecondary institutions. But no institution is required to grant such ac-
cess to parents. It is an individual decision on the part of the institution — a 
process that is permitted, but not required.   

FERPA EXCEPTIONS REGARDING PARENTS

99.31(a)(8) Parents of a dependent student

99.31(a)(10) Health and safety emergency

99.31(a)(15) Violations governing use or possession of alcohol or other controlled substance

The disclosure is to parents, as defi ned in Sec. 99.3, of a dependent 
student, as defi ned in §152 of the Internal Revenue Code of 1986.

§99.31(a)(8)

 The  privilege  of being a parent of a dependent student is confi ned to the 
benefi ts and liabilities of the Internal Revenue Code ( § 152 of Title 26 of the 
U.S. Code). It is, in essence, a tax benefi t, allowing deductions for the fi nan-
cial support of children under conditions specifi cally outlined in  § 152 of 
the code. This tax benefi t status, however, has no other rights or privileges 
beyond the Internal Revenue Code. Other regulations may utilize this sta-
tus as a benchmark for identifying or classifying other rights, privileges, or 
responsibilities, but tax dependency status has no other intrinsic benefi ts 
or implications. 

 In this context, FERPA recognizes and affi rms the rights of the eligi-
ble student. But FERPA also says that the institution  may  make an excep-
tion and provide personally identifi able information to the parents of 
 dependent children  if  the institution determines that it needs to make such 
disclosures. 

 Initially, the understanding of this exception was that, like other excep-
tions, it referred to considerations on a case by case basis. Parents were 
required to make a formal request for specifi c information about their 
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 dependent students every time that the information was desired. In return, 
institutions had to verify that the student was a dependent on the parent ’ s 
IRS Form 1040 or federal income tax return fi ling. This verifi cation needed 
to be completed each time that information was requested because tax sta-
tus could change at any time. Finally, as with the notifi cation to students 
when their records are subpoenaed, the student needed to be notifi ed and 
given an opportunity to quash or prevent the disclosure. 

 Because the use of this exception has been frequent for some institu-
tions, the FPCO advised that institutions could make it a practice of dis-
closing information to the parents of dependent students if this practice 
is disclosed in the institution ’ s annual notifi cation. Recordkeepers are still 
 required to verify that the student is a dependent of the parent at the time 
of disclosure, but utilization of this exception as a practice allows institu-
tions to continue some of their traditions of parental notifi cation and in-
volvement of the past. 

 While the language of the regulations has not changed, even despite 
the 2008 Amendments, the interpretation and guidance of the FPCO has 
relaxed somewhat in the area of sharing information with the parents of 
dependent students. The FPCO now permits institutions to accept blan-
ket waivers or authorizations that allow the institution to share personally 
identifi able information with the parents of dependent students. The stu-
dent may identify herself as a dependent in such a waiver and authorize 
the institution to share information with her parents. The authorization 
would continue to be valid until revoked or cancelled by the student or un-
til the student graduates or departs the institution. This is the same process 
that has been used by student accounting and fi nancial aid offi ces, but pre-
viously confi ned to the disclosure of fi nancial or accounting information. 

 However the exception is adopted into regular practice at the institu-
tion, the FPCO, nevertheless, continues to insist that if such a practice is 
regularly utilized at the institution, the practice needs to be disclosed in 
the institution ’ s annual notifi cation. A statement would be added to the 
annual notifi cation that informs students in attendance that information 
from education records is disclosed to the parents of dependent students 
and specifi es the conditions under which such disclosure would occur.   

 The utilization of web - based student access systems (SAS) has added 
a new dimension to providing access to non - directory information for par-
ents. Although students have been advised that logon IDs and passwords 
are confi dential and should not be shared with anyone, institutions know 
that students have shared access credentials with parents and other sig-
nifi cant relations. Sometimes these discoveries have been accidental, such 
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as when a parent calls the registrar ’ s offi ce with a question about degree 
progress information that is displayed on student portal pages. Despite 
the precautions about compromising logons and passwords, the ultimate 
responsibility for their confi dentiality remains with the adult student.   

AUTHORIZATION FOR PARENTAL ACCESS

I, (student name), declare that I am the tax dependent of (names), who is/are my (relationship), 

and hereby authorize (institution) to grant said individual(s) access to my student information, 

including directory and non-directory information. This authorization is effective until (date) or 

until revoked in writing, whichever occurs fi rst.

Student Signature and Date

 For the institution, disclosures of personally identifi able information to 
anyone other than the student require a prior written consent, unless the 
regulations permit an exception. On this basis, the University of Southern 
California (USC) has utilized its student access system (SAS) to facilitate 
the process between students and their parents. In 2005, Associate Regis-
trar Robert Morley introduced a guest access function to USC ’ s SAS, which 
is called OASIS. USC students now authorize and grant access to parents 
and other guests so that these third parties can directly utilize OASIS to ac-
cess personally identifi able information about the student. 

 The beauty of the USC system is that the technology reinforces the need 
for student authorization to access the student ’ s non - directory informa-
tion. The prior consent of the student, required for disclosure in  § 99.30(a), 
is underscored. As a further administrative benefi t, by giving the authority 
directly to the student, the number of requests for documents and informa-
tion received in the registrar ’ s offi ce is signifi cantly reduced.    

The parent or eligible student shall provide a signed and dated 
written consent before an educational agency or institution disclos-
es personally identifi able information from the student’s education 
records, except as provided in §99.31.

§99.30(a)
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  Notifi cation of Drug and Alcohol Violations 
 Two other parent - related exceptions are listed in  § 99.31 of the FERPA reg-
ulations: the provisions for health and safety and for violations of drug 
and alcohol laws. Because health and safety have implications beyond the 
 involvement of parents, those provisions will be considered separately in the 
next section. The issue of notifying parents when their students commit cer-
tain violations, however, continues our discussion of parental disclosures.   

 The Higher Education Amendments of 1998, made to the Higher Edu-
cation Reauthorization Act of 1965 and signed into law by President Bill 
Clinton, included numerous provisions that provided changes, enhance-
ments, and additions to higher education funding programs. One of the 
spotlights of the amendments focused on the use of alcohol, drugs, and 
other controlled substances at colleges and universities. 

 The College Initiative to Reduce Binge Drinking and Illegal Alcohol 
Consumption,  § 119 of the Higher Education Amendments, was intended 
to demonstrate government support for local school initiatives that as-
sumed responsibilities for and introduced programs to help curb alcohol 
and drug abuse among students. The legislation advocated the adoption 
of zero tolerance policies, strenuous disciplinary sanctions, and the use of 
internal and outsourced counseling referrals for students involved with 
the illegal consumption of alcohol and drugs. 

OASIS at the University of Southern California
The student access system at the University of California (USC) has evolved over the years, constantly 

working to meet the needs of its students. Under the leadership of Associate Registrar Robert Morley, 

OASIS has taken on a variety of services for current students, including enrollment and the compila-

tion of book lists, evaluating degree progress and commencement documentation, ordering verifi -

cations and transcripts (including pdf transcripts), processing fi nancial aid and transfer credit, and 

updating personal information.

A distinctive feature of the USC system is the availability of a guest access function within OASIS. 

Introduced in 2005, the new functionality conferred on students the ability to authorize and permit 

guests to access selected information from their education records. Guests may include parents, 

guardians, or even individuals contributing fi nancially toward their matriculation at USC. Students 

make the determination themselves, assigning logons and passwords. Further, the student can revoke 

access at any time or set time parameters for the guest access.

When initially implemented, questions were raised about the guest access function since FERPA 

requires prior written consent for the disclosure of non-directory information to third parties. However, 

with the passage of the ESign Act and the authentication process inherent in the system (logons and 

passwords), the guest access function in OASIS is not only FERPA compliant but an elegant and indi-

vidually empowering way to develop student appreciation of their privacy rights and responsibilities.
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 While signifi cant in that no previous legislation had addressed alcohol 
and drug abuse at colleges and universities, the initiative failed to provide any 
penalties or sanctions on institutions for failure to take action. Joel Epstein, 
senior associate and attorney for the Higher Education Center for Alcohol 
and Other Drug Prevention, explained the Higher Education Amendments 
in the June 1999 edition of the  Prevention Updates Newsletter.  In the newsletter, 
he lamented,  “ While Section 119 is an important statement of congressional 
support for a college initiative, the section has no force of law. ”  

  § 120 of the Higher Education Amendments codifi ed the Drug - Free 
Schools and Communities Act (DFSCA) and established biennial reviews, 
grants, and rewards for innovative drug prevention programs. But it was 
 § 484 of the amendments that had the most striking impact.   

Higher Education Reauthorization Act of 1965
The Higher Education Reauthorization Act of 1965 was part of President Lyndon Johnson’s Great 

Society domestic agenda. When signed into public law (PL 89–329), it established programs to 

strengthen higher education in the United States. These programs included fi nancial assistance for 

students (Title IV), scholarships and low interest loans, and the National Teachers Corps.

Programs have been renewed in subsequent reauthorizations (Higher Education Amendments)—

in 1968, 1972, 1976, 1980, 1986, 1992, 1998, and 2008. With each reauthorization, new strategies and 

amendments to existing provisions have attempted to keep the programs current and relevant to the 

challenges faced by the higher education community.

Drug-Free Schools and Communities Act
Conditions for the receipt of federal funding by institutions of higher education (IHE) were established 

in 1990 by the Drug and Alcohol Abuse Prevention Regulations, §86 of the Education Department 

General Administrative Regulations (EDGAR). The mandate requires IHEs to certify the adoption and 

implementation of programs to prevent the unlawful possession, use, or distribution of illicit drugs 

and alcohol by students and employees.

The requirements on institutions are:

An annual notifi cation of standards of conduct, including sanctions for violations, and descrip-

tions of health risk and available treatment options

A “sound method” for distribution of this annual notifi cation

A biennial review of the effectiveness of the institution’s alcohol and drug prevention programs

Maintenance of the biennial review until requested, if requested, by the U.S. Department of Education

Support for institutional efforts in alcohol and drug prevention is available from the Higher Education 

Center for Alcohol and Other Drug Abuse and Violence Prevention (www.higheredcenter.org).

•

•

•

•
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  § 484, called the Suspension of Eligibility for Drug - Related Offenses, 
targeted eligibility for fi nancial aid. The Aid Elimination Provision add-
ed an important question to the Free Application for Federal Student Aid 
(FAFSA). Applicants were asked if they had ever been convicted of a drug 
crime while they were a recipient of federal fi nancial aid. A response was 
required. Individuals who responded in the affi rmative, or who failed to 
answer the question, were immediately disqualifi ed as a benefi ciary of 
grants, loans, and participation in work - study programs. A period of ineli-
gibility was prescribed based upon the severity of the student ’ s record of 
offenses. This period of ineligibility could range from as short as one year 
to permanent disqualifi cation. 

Periods of Ineligibility for Financial Aid Resulting from 
Drug-Related Offenses

     For  possession  of a controlled substance      For the  sale  of a controlled substance   

     Offense      Period of Ineligibility      Offense      Period of Ineligibility   

    First conviction    1 year    First conviction    2 years  

    Second conviction    2 years    Second conviction    Indefi nite  

    Third conviction    Indefi nite          

 But eligibility for fi nancial aid was not the only area targeted by na-
tional efforts to combat drugs and controlled substances on the campus.   

 At the same time, an amendment was proposed by Senator John Warner 
of Virginia that made its way into the Higher Education Amendments as 
 § 952, the Alcohol or Drug Possession Disclosure. The Warner Amendment, 
as it would be called, impacted FERPA and added another exception to the 
disclosures that could be made to the parents of postsecondary students. This 

John William Warner
The Republican senator from Virginia since 1979, John William Warner, Jr. was born on February 18, 

1927, and attended Washington and Lee University and the University of Virginia Law School. He 

enlisted in the United States Marine Corps during the Korean Confl ict and later served as Secretary of 

the Navy between 1972 and 1974. Before entering politics, he had a private law practice and was an 

assistant U.S. district attorney between 1956 and 1960.

Senator Warner has been involved with a number of political committees concerned with the 

environment and public works, intelligence and homeland security, and pensions and benefi ts. An 

advocate of pro-choice, embryonic stem cell research, and gun control laws, Senator Warner was a 

supporter of the Brady Bill and in 2004, voted to expand the defi nition of hate crimes to include sexual 

orientation.
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exception focused on student violations of policies and procedures in regard 
to the possession, sale, and usage of alcohol or controlled substances.   

 The Warner Amendment changed and expanded FERPA  § 99.31(a)(15)(i) 
so as to permit institutions to make certain disclosures to parents in regard 
to violations by their students of institutional policies regarding the pos-
session, use, or sale of alcohol and other controlled substances. 

 The disclosure requirements under the Warner Amendment, intro-
duced into FERPA at  § 99.31(a)(15)(i), include two caveats.   

  A violation must have been determined.  
  The student must be under the age of 21 at the time of disclosure.        

 First, the provision specifi es that a violation needs to be involved. The 
student must have been found guilty of violating federal, state, or local 
laws or of violating institutional policies. The expansion to include viola-
tions of institutional policy was a hallmark of the 1998 amendment. Viola-
tion, of course, means that the institution must have some formal policy 
regarding drugs and alcohol and that some form of disciplinary action or 
hearing would have taken place to formally determine the violation. 

•
•

Controlled Substances
The federal Controlled Substances Act (CSA) was enacted as part of the Comprehensive Drug Abuse 

Prevention and Control Act of 1970. The CSA is particularly concerned with the manufacture, impor-

tation, distribution and sale, and possession of certain drugs listed in the act. The CSA defi nes fi ve 

categories of controlled substances. Generally, the categories are as follows:

High potential for abuse, not accepted as medical treatment, safety risk if not under medical su-

pervision—examples: cannabis, heroin, mescaline

High potential for abuse, accepted as medical treatment, may incur severe, psychological depend-

encies—examples: cocaine used as a topical ointment, opium, morphine, amphetamines, and 

short-acting barbiturates

High potential for abuse, may be accepted medical treatments, may incur moderate levels of vari-

ous kinds of dependencies—examples: anabolic steroids and intermediate-acting barbiturates

Low potential for abuse, accepted medical treatments, may lead to temporary dependence—ex-

amples: long-lasting barbiturates, such as Phenobarbital, and certain anti-diarrheal drugs

Low potential for abuse, accepted medical treatments, some potential for dependence—exam-

ples: cough suppressants

Alcohol, caffeine, and tobacco were excluded from the list of controlled substances.

The CSA has had a number of amendments since it was passed. Enforcement of the CSA belongs to 

the Drug Enforcement Administration (DEA).

•

•

•

•

•
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 Secondly, disclosure of a violation of a policy regarding alcohol or other 
controlled substance could only be made to a parent as long as the student 
is under the age of 21 at the time of the disclosure. 

 Reaction to the new provision was mixed and, in some instances, contro-
versial. In the perspective of the student press and civil liberties advocates, 
in loco parentis was experiencing a serious revival because postsecondary 
students were again being viewed and treated as minors, robbed of their 
adult rights and privacy. 

 Warner ’ s amendment was incorporated into FERPA under the excep-
tions provisions of  § 99.31, which means that institutions would be permit-
ted, but not be required, to make such disclosures to parents. If an institution 
wishes to make such a disclosure to parents, an exception is permitted so 
long as the provisions of the amendment are met — namely, that a violation 
had been determined  and  that the student involved be under the age of 21 at 
the time of the disclosure to parents. 

 The specifi cations of the amendment are important. Since many stu-
dents turn 21 while attending college or university, adult rights — citizen 
rights — need to be protected. And, as indicated earlier, 21 is the national 
norm for the minimum age to purchase, possess, and consume alcohol. 

 To guard against unwarranted or unjustifi ed disclosures, the regula-
tions specify that a violation must have been formally determined. Implicit 
in the provision is a requirement that institutions cease from relying solely 
on federal, state, or local regulations to provide authority in these kinds 
of situations, particularly since larger campuses often employ their own 
law enforcement units. Colleges and universities need to codify their own 
policies in regard to the possession and use of alcohol and other controlled 
substances by students on their campuses. 

 In effect, the mandate requires institutions to impose regulations on post-
secondary students similar to the kinds of laws and regulations that govern 

The disclosure is to a parent of a student at an institution of postsec-
ondary education regarding the student’s violation of any Federal, 
State, or local law, or of any rule or policy of the institution, govern-
ing the use or possession of alcohol or a controlled substance if—

A.  The institution determines that the student has committed a dis-
ciplinary violation with respect to that use or possession; and

B.  The student is under the age of 21 at the time of the disclosure to 
the parent.

§99.31(a)(15) (i)
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social responsibility for other adults in the nonacademic environment. Just 
because an individual is attending college or university does not mean that 
the student is immune from social responsibility and legal compliance. 

 Further, with respect to the disclosure to parents, there must be a 
 formal disciplinary process involved that would have investigated and 
deli berated the alleged charge against a student or students. Disciplinary 
action was already defi ned in  § 99.3, the section of FERPA devoted to the 
 defi nition of terms.    

  Threats to Health and Safety 
 Indeed, the importance of institutional policy and procedure, not only 
in regard to alcohol and controlled substances, but to a host of other or-
ganizational and disciplinary issues should be clearly evident. Recall that 
should the FPCO or the Department of Education investigate issues at 
any  campus, one of the tools of adjudication involves the production and 
 review of  campus policy and procedure. 

 In the decade prior to the sudden aerial attacks on the United States 
on September 11, 2001, numerous initiatives and legislation were initi-
ated in regard to various forms of violence that had their impact on the 
education sector. Some imposed reporting requirements on schools while 
others affected provisions to campus policies and procedures, including 
 amendments to FERPA.   

Disciplinary action or proceeding means the investigation, adjudi-
cation, or imposition of sanctions by an educational agency or insti-
tution with respect to an infraction or violation of internal rules of 
conduct applicable to students of the agency or institution.

§99.3

The disclosure is in connection with a health or safety emergency, 
under the conditions described in Sec. 99.36.

§99.31(a)(10)

 Disclosures based upon health and safety had long been a part of
FERPA, contained in  § 99.31, the section on exceptions, and elaborated upon 
in its own section,  § 99.36. But the problem for many education offi cials has 
been the word  emergency , which is often defi ned as an event with a specifi c 
time frame that requires urgent and immediate action.   
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 In  § 99.36, the regulations go on to detail the kinds of disclosures to 
which it refers under this health and safety emergency provision. And, in 
fact, schools are provided with substantial latitude for disclosing infor-
mation within the educational  system  — not merely within the educational 
agency or institution — about student conduct determined to pose a signifi -
cant risk to the community. 

 The instructions of  § 99.36(b), however, are placed between two other 
clauses. In  § 99.36(a), disclosure is specifi ed  “ to appropriate parties in con-
nection with an emergency if knowledge of the information is necessary to 
protect the health and safety ”  of individuals. Common understanding of 
 “ appropriate parties ”  in this clause has often referred to police and other law 
enforcement offi cials responding to the emergency. At the other end of the 
paragraph,  § 99.36(c) cautioned,  “ Paragraphs (a) and (b) of this section will 
be strictly construed. ”    

 The 2008 Amendments introduced signifi cant changes to paragraphs 
(a) and (c) of  § 99.36, prompted primarily by the offi cial assessments of the 
2007 Virginia Tech tragedy. The March 2008  Federal Register  quoted the June 
13, 2007,  “ Report to the President on Issues Raised by the Virginia Tech 

Nothing in this act shall prevent an educational agency or institu-
tion from—

1.  Including in the education records of a student appropriate infor-
mation concerning disciplinary action taken against the student 
for conduct that posed a signifi cant risk to the safety or well-
being of that student, other students, or other members of the 
school community;

2.  Disclosing appropriate information maintained under paragraph 
(b)(1) of this section to teachers and school offi cials within the 
agency or institution who the agency or institution has deter-
mined have legitimate educational interests in the behavior of 
the student; or

3.  Disclosing appropriate information maintained under para-
graph (b)(1) of this section to teachers and school offi cials in 
other schools who have been determined to have legitimate edu-
cational interests in the behavior of the student.

§99.36(b)
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Tragedy, ”  citing misunderstanding and fear on the part of campus offi cials 
regarding interpretation of their responsibilities under FERPA, HIPAA, 
and the relationship of these regulations to state law. 

 The fi rst of these 2008 Amendments, to  § 99.36(a), was not lengthy as 
far as verbiage is concerned — in fact, a mere phrase. Yet, the inclusion of 
 “ parents of an eligible student ”  in  § 99.36(a) expands the disclosure permis-
sions in a crucial way because the involvement of family members may 
often be key to understanding and even deterring problematic behavior or 
incidents of concern.   

Virginia Tech Tragedy
Two separate shooting attacks took place on April 16, 2007, on the campus of Virginia Polytechnic 

Institute and State University (Virginia Tech) in Blacksburg, Virginia. The perpetrator was 23-year-old 

Seung-Hui Cho, an undergraduate English student at Virginia Tech. During his two barrages, Cho killed 

5 faculty members and 27 students. Other individuals were injured: 17 due to gunshot injuries, and 6, 

who leapt from a second story window during the attacks. At the end of the assault, Cho committed 

suicide.

Cho’s problems began when he was in middle school, where he was treated for a severe anxiety 

disorder. His treatment continued until he was a junior in high school. At college, Cho was accused of 

stalking two female students and had also been declared mentally ill. Nevertheless, Cho had been able 

to purchase the two handguns used in the Virginia Tech attack.

The incident prompted numerous concerns and criticisms regarding the university’s handling of 

the situation. Could the school have anticipated and prevented the tragedy that occurred? An investi-

gative panel was formed that included Tom Ridge, former Director of Homeland Security. In the latter 

half of 2007, HR 2640 was passed, mandating improvements to the national criminal background 

check system. And on March 24, 2008, amendments were proposed to FERPA clarifying privacy issues 

and recasting the health and safety emergency exception to the threat level.

As a memorial to the victims, 32 pieces of hokie stone were placed on the Virginia Tech drill fi eld. 

Each stone commemorates one of the victims. The massacre is the deadliest shooting incident to be 

orchestrated by a single gunman in U.S. history.

An educational agency or institution may disclose personally iden-
tifi able information from an education record to appropriate par-
ties, including parents of an eligible student, in connection with an 
emergency if knowledge of the information is necessary to protect 
the health or safety of the student or other individuals.

§99.36(a)
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 The sentence that was  § 99.36(c) was replaced entirely in the 2008 
Amendments. And it is in this section that the intent and tone of the disclo-
sure provision changes from an emergency to a level of threat. The excep-
tion of disclosing information from education records is recast to those sit-
uations where an  “ articulable or signifi cant threat to the health and safety ”  
of individuals is involved. And disclosure is expanded to permit disclosure 
 “ to any person whose knowledge of the information is necessary to protect 
the health and safety ”  of individuals.   

In making a determination under paragraph (a) of this section, an 
educational agency or institution may take into account the totality 
of circumstances pertaining to a threat to the safety or health of a 
student or other individuals. If the educational agency or institu-
tion determines that there is an articulable or signifi cant threat to 
the health or safety of a student or other individuals, it may disclose 
information from education records to any person whose knowl-
edge of the information is necessary to protect the health and safety 
of the student or other individuals. If, based on the information 
available at the time of determination, there is a rational basis for 
the determination, the Department will not substitute its judgment 
for that of the educational agency or institution in evaluating the 
circumstances and making its determination.

§99.36(c)

 With the revision to  § 99.36(c), institutions are empowered to deal re-
sponsibly with threats to the health and safety of their community mem-
bers by making disclosures that allow offi cials to consult with individuals 
and agencies whom they feel will help protect the community. Institutions 
need not wait until there is an emergency that requires urgent reaction. 
The accent is now on disclosures where those disclosures are necessary 
to prevent harm to members of the education community. As long as an 
 “ articulable and signifi cant threat ”  is determined, the institution may take 
whatever action it deems necessary. 

 To underscore this empowerment and the imperative for dealing with 
threats to health and safety, the regulations go on, in  § 99.36(c), to place 
complete confi dence and trust for the determination of threats at the 
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local level — that is, with the institution that takes action based upon its 
 determination. The regulations insist that  “ the Department [of Education] 
will not substitute its judgment for that of the educational agency or institu-
tion ”  in the evaluation of circumstances that prompt any action in response 
to an  “ articulable and signifi cant threat. ”  In other words, the reasons that 
prompt institutional action in response to a threat against health and safety 
will not be reevaluated or judged by the FPCO. 

 The wording and assurance of  § 99.36(c) emphasizes the responsi-
bility of the institution in dealing with a local threat to health and safe-
ty, but at the same time, underscores the confi dence of the government 
in the institution ’ s ability to determine  when  action and response are
necessary. Certainly, the unexpectedness of the violence and tragedy at
Columbine High School and Virginia Tech demonstrate the inability of
government to prognosticate and legislate for every potential situation that 
may impede the daily operation of an educational community. The use of 
 “ an articulable and signifi cant threat ”  is purposely imprecise because situ-
ations may vary in their intensity and potential as a threat to health and 
safety. What may be easily dismissed in one environment may engender 
serious cause for alarm in another. Therefore, the responsibility for deter-
mination when action should be taken rests appropriately at the local level, 
with the institution.   

 In some ways, the phraseology is appropriate as guidance for the insti-
tution and for education offi cials at institutions. When behavior, incidents, 
or other knowledge disturbs an education offi cial or other individuals 
so that a concern is exchanged — when something becomes  articulable  —
 then that is the time when evaluation and appropriate action should be 
 contemplated and taken. 

Columbine High School Massacre
The massacre at Columbine High School, near Denver, took place on Tuesday, April 20, 1999. A total of 

12 students and a teacher were shot and killed, and another two dozen individuals were injured. The 

perpetrators were two of Columbine’s own students—Eric Harris, 18, and Dylan Klebold, 17—both of 

whom committed suicide at the conclusion of their rampage.

The incident focused attention on gun control laws and mental health but also raised concern for 

the gothic subculture, the effect on young people of violence in fi lms and video games, extensive us-

age of the Internet, and teenage access to antidepressants and other prescription medications.
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 At the very least, education offi cials should communicate their  concerns 
to supervisors, department heads, deans, and other institutional offi cials. 
In thoughtful and responsible dialogue, a determination can be made to 
take action or to escalate concerns to a higher authority.  

  Safe Campus 
 Concerns for health and safety focus not only upon the catastrophic but 
also upon attempts to ensure safe campuses for day - to - day operations. 
Sadly, though, the impetus for safety and crime prevention legislation af-
fecting campus policy and procedure, including FERPA, has often arisen as 
a reaction to tragic incidents throughout the country. 

 Perhaps the most well - known legislation affecting campus safety is the 
Clery Act. But a number of other crimes and crime legislation have impact-
ed campus safety, including another provision in the 2008 Amendments to 
FERPA.   

 Originally passed as the Crime Awareness and Campus Security 
Act of 1990, the Clery Act was named for Jeanne Clery, a fi rst - year stu-
dent who was raped and murdered in her own residence hall bedroom 
at Lehigh University four years earlier. During the investigation, it was 
revealed that the Lehigh campus had experienced a history of violent 
crimes, none of which was known to Jeanne, Clery ’ s parents, or to other 

Jeanne Clery
Jeanne Anne Clery was a fi rst-year student at Lehigh University who was assaulted, raped, and mur-

dered while she slept in her dorm room on April 5, 1986. The assailant was another student with whom 

Jeanne was not acquainted. Entering the building through a door which had been propped open, the 

perpetrator expected to burglarize property when the rape and murder occurred.

The subsequent investigation revealed that Lehigh actually had a history of violent crimes—38 

in the three years prior to Jeanne’s death. The discovery angered Howard and Connie Clery, Jeanne’s 

parents, who launched a campaign to compel institutions to disclose statistics about campus crimes. 

Originally a Pennsylvania initiative, the cause was taken up by Congress in 1990 and passed as the 

Crime Awareness and Campus Security Act of 1990. It became known as the Jeanne Clery Disclosure 

of Campus Security Policy and Crimes Statistics Act within the Higher Education Amendments of 1998.

The Clery Act requires institutions that receive federal funding to publish annual crime statistics by 

October 1 of each year and to disclose security policies to current and prospective students, as well as 

to employees.
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members of the campus community. Angered at this discovery, Howard 
and Connie Clery, the parents of the murdered girl, launched a campaign 
to force colleges and universities to publish their crime statistics on an 
annual basis. 

 When it was passed by Congress in 1990, the Clery Act posed three 
basic requirements to institutions that receive federal funding.   

  An annual disclosure of crime statistics  
  Disclosure of security policies to students — current and prospective —
 and to staff  
  Issuance of timely warnings when the potential for unsafe conditions 
on campus present themselves    

 Specifi cations for crime statistics reporting were detailed in the Clery 
Act, identifying seven crime categories, three types of incidents, and  several 
geographical areas or zones that should be covered by the statistics. Re-
porting was required to cover a three - year period and annual disclosures 
would be required by October 1 of each year.   

 It was not until the Higher Education Amendments of 1998, however, 
that institutions were required to submit their crime statistics to the De-
partment of Education for disclosure to the public. The amendments that 

•
•

•

CRIME REPORTING SPECIFICATIONS OF THE CLERY ACT

Crime Categories

Criminal homicide

Murder and non-negligent manslaughter

Negligent manslaughter

Sex offenses

Forcible sex offenses, including rape

Nonforcible sex offenses

Robbery

Aggravated assault

Burglary

Motor vehicle theft

Arson

•

•

•

•

Incident Types

Liquor law violations

Drug law violations

Illegal weapons possession

Geographical Areas

Campus

Campus residence facilities for students

Noncampus buildings

Public property (streets, sidewalks)
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were enacted by President Bill Clinton added the requirement that institu-
tions with their own police departments create and maintain daily crime 
logs that would be available to parents and to the public. And incidentally, 
it was not until the adoption of these amendments in 1998 that the act took 
on the name of Jeanne Clery. 

 With the assignment of recordkeeping authority to the Department of 
Education, the Clery Act also provided for the processing of complaints un-
der its provisions. All complaints are to be directed to the Department of 
Education ( www.ed.gov ). Security on Campus, Inc., a nonprofi t organization 
founded by the parents of Jeanne Clery, provides free assistance to individu-
als in the preparation and submission of complaints under the Clery Act.   

 In 1992, an amendment was proposed to the Clery Act by Congress-
man James Ramstad of Minnesota. The amendment was passed to ensure 
that institutions would provide specifi c and basic rights to both the victims 
and the alleged perpetrators of sexual assaults on campus. These rights 
included the following: 

  The right to a disciplinary hearing for the accuser and the accused  
  Disclosures of hearing results to the accuser and the accused  
  Options for law enforcement reporting for the accuser  
  All students should be advised about on -  and off - campus counseling, 
mental health, and other services for victims of sexual offenses  
  Students should also be advised of options for making changes to aca-
demic and living situations    

 The amendments to FERPA in regard to crimes of violence and nonfor-
cible sex offenses came with the Higher Education Amendments of 1998. 
And the amendments resolved a dilemma that had been created by the 
1992 Ramstad Amendment. 

•
•
•
•

•

Security on Campus, Inc.
In 1987, Howard and Connie Clery founded Security on Campus, Inc. The nonprofi t organization was 

formed to provide assistance to victims of crimes on campus. When the Clery Act was passed, the 

organization took on additional responsibilities for assisting individuals with the submission of offi cial 

complaints about campus safety under the act.  Assistance is free. Contact information is:

Website: www.securityoncampus.org

E-mail: cleryact@securityoncampus.org

Phone: (888) 251–7959
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 Guided by the FPCO, institutions had been directed that disclosures 
of the fi nal results of a disciplinary hearing involving a crime of violence 
or sex crime could only be disclosed to the victim. The concern quickly 
arose, however, about the results being disclosed beyond the victim and 
the accuser. What was to prevent the alleged victim, for instance, from dis-
closing the results to other students or even to the public? Certainly, such 
a disclosure could not be prevented, especially since the same amend-
ments provided for advising the victim regarding other law enforcement 
remedies.   

 The amendment to  § 99.31(a)(14)(i) essentially permits the institution 
to disclose to the public the results of a disciplinary hearing provided the 
disciplinary hearing is in relation to a crime of violence or nonforcible sex 
offense  and  a determination of a violation has been made. In regard to such 
disclosures, the regulations refer to the identity of the alleged perpetrator 
where a violation is determined to have occurred. 

 But again, the placement of this amendment is within  § 99.31, the sec-
tion on exceptions. The upshot is that institutions are permitted to make 
such disclosures but are not required to do so.   

 As an additional stipulation, the regulations protect the identity of the 
victim and other students who may be involved in the incident, perhaps as 
witnesses. In  § 99.31(a)(14)(ii), FERPA prohibits the disclosure of the names 
of other students involved without their prior written consent. Specifi cal-
ly, the prohibition is written in regard to the institution and says nothing 
about the ability of the institution to contain or prohibit disclosures that 
may be made by the alleged victim or the other students involved.    

The disclosure, subject to the requirements in §99.39, is in connec-
tion with a disciplinary proceeding at an institution of postsecond-
ary education. The institution must not disclose the fi nal results of 
the disciplinary proceeding unless it determines that—

A.  The student is an alleged perpetrator of a crime of violence or 
nonforcible sex offense; and

B.  With respect to the allegation made against him or her, the student 
has committed a violation of the institution’s rules or policies.

§99.31(a)(14)(i)
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  Campus Sex Crimes Prevention Act 
 Among the 2008 Amendments to FERPA is the introduction of a clause under 
 § 99.31 to address the disclosure of information about registered sex offenders. 

  § 99.31(a)(16) permits, but does not require, the disclosure of information 
about registered sex offenders, provided the disclosure is in compliance 
with federal legislation about the disclosure of sex offender information. In 
its guidance, the FPCO goes on to emphasize that institutions are neither 
required nor encouraged to collect and maintain information about regis-
tered sex offenders. Since the information is already available to communi-
ties through registries established under Megan ’ s Law, there is no need for 
institutions to duplicate the effort. They need only make information avail-
able to the education community regarding where to access information 
about registered sex offenders.   

Nonforcible Sex Offenses
The term nonforcible sex offenses refers to sexual acts and conduct with individuals who, under the law, 

are judged incapable of giving their consent to sexual activity. Minors and those who are underage, as 

well as individuals who are physically and cognitively incompetent, are considered unable to give ap-

propriate consent for sexual activity. In a court of law, allegations of consent from such individuals are 

considered invalid and inadmissible.

Variations from state to state in the laws regarding nonforcible sex offenses differ on the determi-

nation of the age of consent and levels of intoxication producing temporary mental incompetence. 

States are also not consistent in the prosecution of certain acts, such as fornication, adultery, and con-

sensual sodomy, some of which have been eliminated from local rosters of criminal offenses.

The institution may not disclose the name of any other student, in-
cluding a victim or witness, without the prior written consent of the 
other student.

§99.31(a)(14)(ii)

The disclosure concerns sex offenders and others required to reg-
ister under section 170101 of the Violent Crime Control and Law 
Enforcement Act of 1994, 42 USC 14071, and the information was 
provided to the educational agency or institution under 42 USC 
14071 and applicable federal guidelines.

§99.31(a)(16)
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 The history behind the introduction of  § 99.31(a)(16) is a long and  tragic 
one, culminating primarily in the Campus Sex Crimes Prevention Act 
(CSCPA), which was established October 28, 2000. The CSCPA was  § 1601 of 
the Victims of Traffi cking and Violence Protection Act of 2000, PL 106 – 386. 
Sponsored by Senator John Kyl of Arizona, the CSCPA required the track-
ing of registered sex offenders who are enrolled as students at postsecond-
ary institutions or who are working or volunteering to work on campus. 

 The nation was awakened to the need to track sex offenders after the 1989 
disappearance of 11 - year old Jacob Wetterling. In 1994, Congress passed the 
Jacob Wetterling Crimes Against Children and Sexually Violent Offender 
Registration Act. The Jacob Wetterling Act, as it came to be known, was part 
of the Federal Violent Crime Control and Law Enforcement Act of 1994.   

 The Jacob Wetterling Act requires and established a national registry to 
track sex offenders and perpetrators of crimes against children. Two years later, 
Megan ’ s Law amended the Jacob Wetterling Act, requiring states to establish a 
community notifi cation system of information contained in the registries.   

 Established in 1996, Megan ’ s Law required law enforcement authori-
ties to make available to the public information about registered sex of-
fenders. This information included the following.   

  Name of the sex offender  
  Picture, photograph, or likeness of the individual  

•
•

Jacob Wetterling
The Jacob Wetterling Crimes Against Children and Sexually Violent Offender Registration Act of 1994 

takes its name from a young boy who was the subject of a 1989 incident in St. Joseph, Minnesota.

On October 22, 1989, two brothers—Jacob, 11, and Trevor, 10—and an 11-year-old friend, Aaron, 

had gone to a convenience store. While riding their bicycles home, the boys were accosted by a 

masked man who forced the boys to abandon their bicycles and fl ashlights in a ditch. He made the 

boys lie face down on the ground and, at gun point, demanded to know the age of each boy. Trevor 

was released immediately and after inspecting Aaron’s face, the masked man released Aaron, too, tell-

ing them to run into the woods and not look back. Jacob was led away and never heard from again.

During the investigation, it was discovered that halfway houses in the St. Joseph area were regularly 

housing sex offenders recently released from prison. Just 10 months prior to Jacob’s disappearance, a 

young boy had been kidnapped, forced into a car, sexually assaulted, and then released into the woods 

with the instruction not to look back.

After his disappearance, Jacob’s mother, Patty Wetterling, became an advocate for missing children 

and, with her husband Jerry, formed the Jacob Wetterling Foundation. As a member of a task force 

appointed by the governor, Patty worked for stronger sex offender registration laws in Minnesota. In 

1994, Congress passed the Crimes Against Children and Sexually Violent Offender Registration Act 

in Jacob’s name. The act required states to implement registries for sex offenders and perpetrators of 

crimes against children.
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  Address of residence  
  Incarceration date  
  Nature of the crime committed    

 Further, individuals convicted of sex crimes are required to report up-
dated information to law enforcement offi cials regarding changes to ad-
dress or employment. While the focus of the law was on sexual offenses 
committed against children, some states expanded the registry reporting 
requirements to include all types of sexual offenses. 

 Megan ’ s Law was amended further in 2006 by the Adam Walsh Child 
Protection and Safety Act. This act established new registry requirements 
and proposed a system of three tiers for classifying sex offenders accord-
ing to the risk they posed to their communities. The changes in legislation 
were prompted by the 1981 disappearance of six - year old Adam Walsh 
from a Florida shopping mall. After the gruesome discovery of the boy ’ s 
severed head, Adam ’ s father, John Walsh, became an activist for child pro-
tection laws, founding a national center for missing and exploited children 
and establishing a television series,  America ’ s Most Wanted , to aid in the 
tracking and capture of criminals.   

 Two other pieces of legislation are relevant to this discussion: the Sex-
ual Offender Tracking and Identifi cation Act of 1996 and the Campus Sex 
Crimes Prevention Act.   

 The Sexual Offender Tracking and Identifi cation Act of 1996 was named 
for Pam Lychner, a Houston real estate agent who was attacked in 1990 by 
a workman with prior convictions as a rapist and as a child molester. This 
act amended the Jacob Wetterling Act by establishing  lifetime  registration 
requirements for recidivists and for offenders who perpetrate certain ag-
gravated acts or crimes. 

•
•
•

Megan Nicole Kanka
A 7-year-old girl, Megan Nicole Kanka, was the namesake for Megan’s Law. She lived in Hamilton 

Township, New Jersey. On July, 29, 1994, a 36-year-old neighbor named Jesse Timmendequas invited 

Megan to his home to see a new puppy. No one knew that Timmendequas was a pedophile with a 

record of two convictions. He raped and strangled Megan with a belt, stuffi ng her body into a toy box 

and dumping it in a neighborhood park.

In 1996, Megan’s Law amended the Jacob Wetterling Act, requiring states to establish commu-

nity notifi cation systems regarding the location of sex offenders and perpetrators of crimes against 

children.

Timmendequas was sentenced and incarcerated at the New Jersey State Prison in Princeton.
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 Additionally, a 1998 amendment to the Jacob Wetterling Act was 
prompted by  § 115 of the General Provisions of Title I of the Commerce, 
Justice, and State, the Judiciary, and Related Agencies Appropriations Act 
(CJSA). This act heightened requirements for registration to include not 
only sexually violent offenders but federal and military offenders, nonresi-
dent workers, and students, all of whom must be tracked in the National 
Sex Offender Registry (NSOR).   

 The Campus Sex Crimes Prevention Act (CSCPA) of 2000 was yet an-
other amendment to the Jacob Wetterling Act, requiring sex offenders to re-
port enrollment or employment at any institution of higher education. The 

Adam Walsh
On July 27, 1981, 6-year-old Adam Walsh went shopping with his mother Reve at Sears in Hollywood, 

Florida. While Mom went to look for lamps, young Adam stayed in the toy department, fascinated by 

video games, which were the rage of the early 1980s. At length, a 17-year-old female security guard 

asked four boys to leave the toy department because of the disruption they were causing. Adam was 

believed to be one of the boys.

Adam disappeared and an intense search for his whereabouts began. Sixteen days after the abduc-

tion, Adam’s severed head was discovered in a drainage canal about 100 miles from his home. Police 

suspected serial killer Ottis Elwood Toole of perpetrating the crime, but the investigation into the boy’s 

death was so badly mishandled, the case could not be closed. From his prison cell, Toole confessed twice 

to Adam’s murder but also recanted those confessions. On December 16, 2008, Toole’s niece confi rmed 

to Adam’s father that in 1996, on his prison deathbed, Toole had fi nally confessed to Adam’s murder.

John Walsh, Adam’s father, became an activist and advocate for child protection laws. He founded 

the National Center for Missing and Exploited Children (NCMEC) and lobbied for legislation along with 

Patty Wetterling, the mother of Jacob Wetterling, an 11-year-old boy who disappeared in 1989. The 

Adam Walsh Child Protection and Safety Act was passed in 2006.

John Walsh is known as the creator and host of the syndicated Fox Television series America’s Most 

Wanted.

National Sex Offender Registry
The National Alert Registry at www.registeredoffenderslist.org is a program of the U.S. Department 

of Justice and a component of the Bureau of Justice Statistics (BJS) National Criminal History 

Improvement Program. The registry was established to track the location of individuals who have 

been convicted of sex crimes against children. In 2003, the U.S. Supreme Court authorized the posting 

of this information on the Internet.

The National Alert Registry provides additional information on child safety as well as for guiding 

users on utilizing the information in the registry.
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CSCPA goes on to require the enactment of procedures to share such infor-
mation with statewide data systems and with law enforcement units that 
have jurisdiction over the communities in which the institutions are locat-
ed. Effective October 2002, the CSCPA requirements are enforced through 
state eligibility for federal funding and codifi ed through state law. 

 CSCPA, in turn, amended the Clery Act. Institutions of higher educa-
tion, already required to disclose campus crime statistics on an annual basis, 
must now disclose to their communities where law enforcement informa-
tion about sex offenders can be obtained. This information may be included 
in the annual security report and began with campus 2003 reports.    

Pam Lychner
One day in 1990, real estate agent Pam Lychner had arranged to show a vacant home to a prospective 

buyer. Arriving at the Houston area property, she was met by William David Kelley, a workman who 

had returned to the house claiming to have forgotten to clean under a sink. A convicted rapist and 

child molester, Kelley brutally assaulted Pam and would have killed her if her husband had not arrived 

at the house to save her life.

Recovering from the incident, Pam went on to organize Justice for All (www.jfa.net), an advocacy 

group for victim rights. The organization lobbied for tougher sentences for perpetrators of violent 

crimes. Pam also worked with Senators Lindsey Gramm and Joe Biden on a bill that would establish a 

national database to track sex offenders.

In July 1996, Pam and her two daughters, Katie, 8, and Shannon, 10, were killed in the TWA Flight 

800 explosion off Long Island. When Congress passed the Sexual Offender Tracking and Identifi cation 

Act later that year, it was named in memory of Pam Lychner.

Kelley was convicted after plea bargaining to be tried for aggravated kidnapping with the intent to 

commit sexual assault. He was sentenced to 20 years in prison.

National Center for Campus Public Safety
On February 3, 2009, the U.S. House of Representatives passed HR 748, a bill that seeks to establish 

a National Center for Campus Public Safety. The center would act as a clearinghouse for campuses 

across the nation to coordinate the sharing of information, collaborate on policy development, and 

promote best practices in the fi eld of campus safety. The center would also conduct its own research.

The concept of the center was developed and lobbied for by the International Association of 

Campus Law Enforcement Administrators. First proposed in 2004, the idea had an initial victory in 

2007, when a bill advocating for the creation of the center was passed in Congress. The bill was never 

forwarded to the Senate, however, prompting the reemergence in the 2009 bill.

The International Association of Campus Law Enforcement Administrators cites the Virginia Tech 

situation, mounting pressures as a result of economic depression, and the continuing concerns of 

homeland security as reasons for the funding and support of the center.
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  USA  PATRIOT  Act 
 A discussion of campus safety would be incomplete without some atten-
tion to the USA PATRIOT Act.   

 The events of September 11, 2001, were a tremendous shock to the na-
tion and to every facet of American society. While the economy and the 
federal government were the primary physical targets of the Islamic terror-
ists that day, the devastation wrought reached to every area of American 
life and to each and every citizen and immigrant in the nation. 

 There was no business as usual that day. In addition to the grounding 
of all air travel, everything seemed to stop as cities, commerce, and iconic 
U.S. landmarks braced for potential attack if the assaults on New York and 
Washington, D.C. continued into other areas of the country. 

 In education communities, a similar paralysis struck. Classes were can-
celled and, where possible, students were sent home. In higher education, 
attention turned toward attempting to understand the events, the causes 
and motivations behind the attacks, and the implications for a nation need-
ing to move forward beyond recovery. 

9/11
The tragic events of September 11, 2001, changed America forever. That morning, four separate com-

mercial airline fl ights, departing from Boston, Newark, and Washington, D.C., were hijacked by 19 

al-Qaeda terrorists and redirected toward New York and Washington, D.C.

At 8:46 am EST, the North Tower of the World Trade Center was struck by American Airlines Flight 

11. Less than 20 minutes later, at 9:03 am, United Flight 175 plowed into the South Tower. Before the at-

tacks were over, the twin towers of the World Trade Center would collapse and disappear forever from 

the Manhattan skyline.

Two other fl ights were diverted by their Islamic terrorist hijackers with courses set for Washington, 

D.C. At 9:37 am, American Flight 77 crashed into the Pentagon in Arlington County, just outside the 

District of Columbia.

The last airliner, United Flight 93, was presumed to be bound for the Capitol or the White House. 

Both locations were evacuated as news of the New York and Pentagon attacks were reported on 

broadcasts throughout the nation. The passengers of United 93, learning of the earlier attacks through 

cell phone and other emergency communications, attempted to regain control of their fl ight. But their 

efforts were unsuccessful. The fl ight crashed into a rural Pennsylvania fi eld outside Shanksville.

The devastation at all of the crash sites made it diffi cult for authorities to determine the number of 

victims who had lost their lives in the 9/11 attacks. In addition to the airline passengers and employees 

of the World Trade Center and Pentagon, many of the victims were fi refi ghters, police, and New York 

Port Authority offi cers. Initial statistics logged the count at 2,974, but the fi nal list exceeded 3,000 in 

the wake of clean-up efforts and casualties from the toxic fumes of the collapsed structures.
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 On October 26, 2001, just 45 days after the terrorist attacks of 9/11, 
President George W. Bush signed the United and Strengthening America 
by Providing Appropriate Tools Required to Intercept and Obstruct Ter-
rorists (USA PATRIOT) Act of 2001 (USAPA). Much of the legislation had 
already been written before 9/11 and had, in fact, been the subject of great 
controversy and debate. Many of the proposals that made it into the USAPA 
were extracted from the Anti - Terrorism Act (ATA) of 2001, which  focused 
on the monitoring of communications and personal information by law 
enforcement. 

 The tense consciousness of the nation and the need for Congress to 
react quickly to the events of 9/11 propelled the approval of the USAPA. 
The USAPA made sweeping amendments to at least 15 other statutes. And 
despite the inclusion of a sunset, or expiration, clause, the USAPA was not 
perfect. In its analysis and assessment of the USAPA, the Electronic Privacy 
Information Center ( www.epic.org ) concluded the following.     

 The Act did not, however, provide for the system of checks and balances 
that traditionally safeguard civil liberties in the face of such legislation.   

 The regulatory language of the legislation was too imprecise in some 
of its critical areas regarding authority and just cause. Privacy advocates 
objected that the USAPA created opportunities and the potential for abuse 
of the investigative rights by law enforcement. Without oversight, the civil 
rights of American citizens and, in particular, immigrants of certain ethnic 
and national origins, were suddenly at peril. 

 One of the provisions added to the fi nal legislative language of the
USAPA was a sunset clause, a determination of when the legislation would 
essentially expire unless it were renewed or extended by Congress. USAPA 
was supposed to sunset at the end of 2005. Renewed controversy ques-
tioned the need to continue the expansive authorities given law enforce-
ment now four years after the devastation of 9/11. President Bush argued 
that the War on Terror had been aided by the USAPA ’ s strengthening of the 
Department of Justice and pointed to the lack of any further attacks on U.S. 
soil. Further, the discovery and foiling of other suspected terrorist activity 
proved that the USAPA was not only working but necessary to the nation ’ s 
continued War on Terror. 

 On March 9, 2006, the President signed the USA PATRIOT Improve-
ment and Reauthorization Act of 2005, effectively passing much of the 
original legislation into law.   

 Electronic communication, fi nance and banking, immigration, and 
 education have all been affected by the provisions of USAPA. As far as 
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education and the education environment are concerned, there were sev-
eral important impacts to privacy and an amendment to FERPA.   

   Ex parte  orders and subpoenas  
  Secret searches and seizures by law enforcement  
  Surveillance  
  Immigration and foreign visitors    

  Secret Searches and Records Production 
 Immediately after 9/11, institutions across the nation were confronted by 
federal investigators scrutinizing the lives and interests of students and 
 researchers who might be involved in potential terrorist activity. Some 
investigators presented  ex parte  orders, while others used the health and 
safety exception in FERPA  § 99.31(a)(10) as justifi cation for their inquiry.   

•
•
•
•

Patriot Act Reauthorization
The reauthorization of the USA PATRIOT Act, signed into law by President George W. Bush on March 9, 

2006, included a number of new provisions.

Per a recommendation of the Weapons of Mass Destruction (WMD) Commission, a new Assistant 

Attorney General for National Security was created.

“Hawalas,” or informal money transfer networks, were added to the targets for penalties on terror-

ism fi nancing.

Transportation via land, air, and water are protected through tougher penalties for terrorist at-

tacks.

The Combat Methamphetamine Epidemic Act of 2005 is included, requiring tracking on the part of 

pharmacies and other retailers for over-the-counter sales of drugs that might be used to manufacture 

methamphetamines.

•

•

•

The disclosure is in connection with a health and safety emergency, 
under the conditions described in §99.36.

§99.31(a)(10)

 In the wake of the 9/11 attacks, there certainly was cause for institu-
tions to urgently comply with such requests on the basis of the national 
emergency. And it was not just education that faced and dealt with these 
kinds of investigations either. Banks, fi nancial institutions, medical and 
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biological research laboratories, warfare and weaponry research facilities, 
libraries, commercial retailers, online vendors, and private - living facili-
ties were all approached in those tenuous days following 9/11. To ensure 
federal authority to continue such activity in the name of safeguarding 
America beyond the immediate emergency, however, specifi c legislation 
was needed. And so the USAPA was passed. 

 The most evident impact on FERPA is the inclusion of a clause regard-
ing  ex parte  orders in the exceptions paragraph regarding subpoenas. But 
the implications of this amendment, the health and safety emergency ex-
ception, and the USAPA go beyond court orders and the production of 
records.   

An ex parte order obtained by the United States Attorney General (or 
designee not lower than an Assistant Attorney General) concerning 
investigations or prosecutions of an offense listed in 18 USC 2331.

§99.31(a)(9)(ii)(C)

 USAPA codifi ed the ability of the government and law enforcement 
to conduct  “ secret searches, ”  to seize tangible evidence, and to conduct 
surveillance essentially without the requirement of demonstrating prob-
able cause to anyone. While the language of the legislation referred to 
 “ delayed notifi cation ”  to the subject of searches, the period of such  delay 
was defi ned as only  “ reasonable, ”  with extensions or renewals of the 
delay permitted by the act. As long as  “ reasonable necessity ”  exists, 
the courts could authorize seizure of tangible property and records in 
these investigations. 

 Investigations were also not simply restricted to the education records 
in the registrar ’ s offi ce. Just about any kind of information from any area 
of the campus could be demanded. Library records, Internet searches, re-
search data and inquiries, housing records, and even medical and psycho-
logical records could be targeted. And just as records could exist in any 
form and format, the USAPA defi ned no limitations on the records of its 
interest. Under its seizure provisions, investigators could take into custody 
computers and other work that may provide critical evidence or contribute 
to their investigation. 

 In essence, USAPA approved the FBI ’ s use of Carnivore. Carnivore, 
which was fi rst revealed in July 2000, is a tool that allows the FBI to access 
the communications activity of all subscribers of an Internet provider that 
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the agency may be monitoring. Controversial about this ability is that the 
access is not localized to suspect subjects or persons of interest. With Carni-
vore, the communications — e - mail, searches, web surfi ng activity, and any 
other types of electronic communication — of  every  subscriber, even law -
 abiding citizens, are available to federal investigators.    

  Expanded Surveillance Permissions 
 While the use of Carnivore covers electronic communication and informa-
tion, other amendments to the Wiretap Statute, the Foreign Intelligence 
Surveillance Act, and the Pen Register and Trap and Trace Statute expand-
ed the provisions on traditional surveillance operations. 

 Law enforcement was given increased authorities to install pen reg-
isters and trap and trace devices where vital to an investigation. These 
surveillance tools function by capturing information from communication 
devices, such as a telephone. But the USAPA expanded coverage to include 
new technology then emerging to enable communication between parties 
via any transmission media. 

 Pen   register refers to the capture of the  outgoing  destination informa-
tion in communications. Trap and trace refers to the capture of  incoming  
communication information. A caller ID system is an example of a trap and 
trace device. With the USAPA, the nature of the devices used in surveil-
lance operations was expanded beyond the telephone and other traditional 
monitoring devices to include the ability to capture information such as 
computer routing, Internet addresses, and electronic signaling.   

Carnivore
The controversial Carnivore is a Microsoft Windows-confi gured workstation that resides on an Internet 

provider’s network. Through its packet-sniffi ng software, it is able to monitor and track electronic com-

munications, which are recorded on a removable disk.

The Federal Bureau of Investigation (FBI) fi rst announced its implementation of Carnivore in July 

2000. Approved by Attorney General Janet Reno under the Clinton Administration, the FBI’s announce-

ment was met with immediate concern. The day after the announcement, the Electronic Privacy 

Information Center (EPIC) fi led a request for disclosures under the Freedom of Information Act (FOIA). 

Among the demands was public disclosure of the FBI’s records regarding the software, Carnivore’s 

source code, and other technical details.

In other disclosures, the FBI admitted that it did not use Carnivore or the rebranded version of 

the software known as DCS-1000. It did admit to using commercially available Internet surveillance 

products between 2002 and 2003. Then in January 2005, the FBI announced that it was abandoning 

pursuing the use of Carnivore in its surveillance activities.
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 Many of these covert activities have long been associated with espionage 
and the Foreign Intelligence Surveillance Act (FISA) and have traditionally 
focused on foreign intelligence and counterintelligence. With the changes 
espoused by the USAPA, the potential subjects of federal surveillance ac-
tivities may now include Americans and surveillance operations within 
the boundaries of the United States itself. And, of course, targets of interest 
would immediately include research facilities at higher education institu-
tions focusing on knowledge and activities that might enable terrorism. 

 Before the USAPA, surveillance orders and search warrants were re-
stricted to the jurisdiction of the court in whose locality the surveillance 
device was to be installed. This made securing warrants somewhat cumber-
some and time consuming for investigators. As a result of USAPA, however, 
such orders may now be approved and issued by any court nationwide.   

UPDATED DEFINITIONS FROM THE USA PATRIOT ACT

Pen register: a device or process which records or decodes dialing, routing, addressing, or signaling 

information transmitted by an instrument or facility from which a wire or electronic communication 

is transmitted

Trap and trace: a device or process which captures the incoming electronic or other impulses which 

identify the originating number or other dialing, routing, addressing, and signaling information likely 

to identify the source of a wire or electronic communication

In making a determination under paragraph (a) of this section, an 
educational agency or institution may take into account the totality 
of the circumstances pertaining to a threat to the health or safety of 
a student or other individuals. If the educational agency or institu-
tion determines that there is an articulable and signifi cant threat 
to the health or safety of a student or other individuals, it may 
disclose information from education records to any person whose 
knowledge of the information is necessary to protect the health or 
safety of the student or other individuals. If based on the informa-
tion available at the time of the determination, there is a rational 
basis for the determination, the Department will not substitute its 
judgment for that of the educational agency or institution in evalu-
ating the circumstances and making its determination.

§99.36(c)
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 For the educational institution, the potential exists for surveillance and 
search activities regarding students and other members of the academic 
community. When approached by the FBI or other federal investigators, 
authority will likely be justifi ed by an  ex parte  order or other order issued 
under the FERPA exception for health and safety. A good faith effort to 
comply and cooperate with the investigators is required. And at the same 
time, the exemptions and blameless clause of  § 99.36(c) apply. 

 To FERPA ’ s concurrence can be added the protection clause from the 
USAPA itself, which frees from liability any institution that cooperates 
with a USAPA federal investigation in good faith.    

  SEVIS 
 With the expansion of surveillance and covert tracking operations under 
the USAPA, the government refocused its scrutiny and management of 
foreign nationals visiting and migrating into the United States. Immigra-
tion and port of entry monitoring operations were folded into a new of-
fi ce, the Department of Homeland Security, which was created with the 
primary goal of protecting the nation from potential attacks like the ones 
that occurred on 9/11. The former operations of the Immigration and Nat-
uralization Service (INS), which ceased to exist on March 1, 2003, were 
reenvisioned and realigned under the new U.S. Immigration and Customs 
Enforcement (ICE). 

 The impact on life in the United States after 9/11 was severe and sig-
nifi cant. Various sectors of our society were affected in different ways, par-
ticularly travel and the security of mass transportation systems. Finance 
and commerce were affected, along with foreign trade. Privacy, in many 
respects, took a back seat to national security. 

 ICE introduced new measures and protocols to more closely monitor 
the entry and activities of visitors to the United States. In higher education, 
the revised procedures affected how foreign students are treated adminis-
tratively, with the institution responsible for reporting requirements that, 
for some, seemed to deputize institutions as extensions of the ICE. 

PATRIOT ACT BLAMELESS CLAUSE

An educational agency or institution that, in good faith, produces education records in accordance 

with an order issued under this subsection shall not be liable to any person for that production.

—USAPA §507(j)(4)
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 In 2003, the Student and Exchange Visitor Information System (SEVIS) 
was implemented to track the activities of nonimmigrant students (F and M 
visa) and exchange visitors (J visa) who enter the United States. Established 
as an Internet - based reporting system, SEVIS is moderated by the Student 
and Exchange Visitor Program (SEVP). In order to qualify as hosts or spon-
sors of nonimmigrant students, educational agencies and institutions must 
qualify and be approved by the U.S. Department of State (DoS). 

 ICE regulations were published in an issue of the  Federal Register  dated 
December 11, 2002, and sought to provide guidance on the utilization and 
goals of SEVIS. Educational institutions were taken aback by the extensive 
information required by SEVIS. The information on nonimmigrant stu-
dents sought by SEVIS included directory and non - directory information, 
including data not previously recorded or required of native and inter-
national students. While USAPA amended FERPA to permit institutions 
to cooperate with federal investigators probing potential terrorist activity, 
SEVIS ’  data gathering efforts tested and even threatened the basic rights to 
privacy of human beings — citizens or not.   

REPORTING REQUIREMENTS PER ICE REGULATIONS

Per 8 CFR §214.3(g), as amended in 67 Federal Register 76256 (December 11, 2002), designated 

school offi cials must make the following information or documents about nonimmigrant students 

available to any ICE offi cer upon request:

Name

Date and place of birth

Country of citizenship

Current address where the student and the student’s dependents reside (Mailing address ac-

ceptable if mail cannot be received at a current address)

Current academic status

Date of commencement of studies

Degree program and fi eld of study

Certifi cation for practical training (if applicable), including beginning and end dates

Termination date and reason, if known

Documents referred to in §214.3(k)

Number of credits completed each semester or term

Photocopy of student’s I-20 ID copy

•

•

•

•

•

•

•

•

•

•

•

•
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 On behalf of colleges and universities throughout the nation, Jerry Sul-
livan, president of the American Association of Collegiate Registrars and 
Admissions Offi cers (AACRAO), submitted to the Family Policy Compli-
ance Offi ce (FPCO) a request for guidance and clarifi cation regarding the 
responsibilities of educational institutions in regard to SEVIS. On August 
27, 2004, Director LeRoy S. Rooker responded in a Dear Colleague Letter 
that is available in the electronic library of the FPCO ’ s website. 

 Sullivan ’ s concerns were two - fold: fi rst, the FERPA implications of the 
actual disclosures to ICE and the DHS, and secondly, the use of outsourced 
contractors to facilitate the collection of information for submission to ICE 
and the DHS. In his response, however, Rooker addressed a number of ad-
ditional issues.   

SEVIS FACTS AND STATISTICS

The General Summary Quarterly Review for the period ending September 30, 2008, reported the 

following facts and statistics.

Over 1.1 million active students in the system

36% of all approved schools are in California (1,195), New York (685), Florida (569), Texas (535), 

and Pennsylvania (418)

Top approved schools (by population): Cornell University, Houston Community College Sys-

tem, Santa Monica College, San Francisco State University, and Northern Virginia Community 

College

Top F-1 schools: City University of New York, University of Southern California, Columbia Uni-

versity in the City of New York, Purdue University, and University of Illinois

Top M-1 schools: Pan Am International Flight Academy, Sabena Airline Training Center, STMC 

Training Institute, Bethel School of Supernatural Ministry, and Sierra Academy of Aeronautics 

– International Training Center

51% of active students are in six states: California, New York, Texas, Massachusetts, Illinois, and 

Florida

Largest number of active students come from South Korea, followed by India, China, and 

Japan

Largest percentage of students in approved schools: female

Leading major of active students: business, followed by engineering, basic skills, and compu-

ter and information sciences

67% of active students are enrolled in a bachelor’s, masters, or doctoral program, followed by 

language training and associate programs 

•

•

•

•

•

•

•

•

•

•
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 First of all, Rooker pointed out that FERPA does not apply to foreign 
students as far as SEVIS is concerned.     

 With regard to the broader question concerning access by ICE to educa-
tion records of foreign students and exchange visitor program partici-
pants,  § 641(c)(2) of the Illegal Immigration Reform and Immigrant Re-
sponsibility Act of 1996 (IIRIRA), as amended, (8 USC  § 1372) provides 
that FERPA shall not apply to aliens described in subsection (a) of  § 641 
to the extent that the Attorney General determines necessary to carry out 
the SEVIS program. In the December 11 regulations, the Attorney Gen-
eral made such a determination. 67 Fed Reg 76256, 76270 (December 11, 
2002). In effect ICE regulations, 8 CFR  § 214.1(h), state with respect to 
F and M nonimmigrant students and J nonimmigrant exchange visitors, 
the FERPA provisions that might impede the proper implementation of 
8 USC  § 1372 or 8 CFR  § 214.3(g) are waived to the extent that 8 USC 
 § 1372 or 8 CFR  § 214.3(g) requires the educational agency or institution 
to report the information. [Dear Colleague Letter, 27 August 2004]   

 In his letter to AACRAO, Rooker explains that any FERPA requirements 
that might impede a school ’ s cooperation with ICE and the SEVIS program 
are  “ waived ”  so that institutions can report the information required by 
the program and the attorney general. The administration of SEVIS was 
transferred to the assistant secretary of the Bureau of Border Security un-
der the Homeland Security Act of 2002 (PL 107 – 296, Title IV,  § 442). 

Approved SEVIS Program Sponsors
The U.S. Department of State (DoS) processes, evaluates, and approves schools wishing to become ap-

proved Student and Exchange Visitor Program (SEVP) sponsors. There are three primary qualifi cations 

which schools must meet.

Previous experience in the fi eld of international exchanges

Financial requirements

Technological ability to utilize SEVIS

The fi rst two requirements are conditions for consideration that have been defi ned by the 

Department of Homeland Security. The fi nal requisite is unconditional since the SEVP works entirely in 

an electronic environment. Participating schools must be able to access the Internet and submit data 

through the SEVIS program.

Instructions and links to information about SEVP and SEVIS are available from the DoS Bureau of 

Educational and Cultural Affairs website http://exchanges.state.gov/jexchanges/sevis.html.

•

•

•
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 Rooker went on to say that it does not matter if the data collection re-
sponsibilities have been outsourced to an external contractor. FERPA has 
never prohibited the use of outside contractors or service providers as long 
as these providers comply with FERPA in the same way that the institution 
would comply with FERPA. 

 In summarization, Rooker states the position of the U.S. Department of 
Education and the FPCO.     

 We believe that Congress did not intend for the privacy protections un-
der FERPA to impede ICE in carrying out the SEVIS program. There-
fore, our advice to AACRAO is that institutions generally may not use 
FERPA in order to refuse to comply with requests from ICE relative to 
participation in SEVIS. [Dear Colleague Letter, 27 August 2004]       

 It should be noted that ICE documents generally require the nonimmi-
grant student or exchange visitor to endorse and agree to a statement that 
permits ICE to obtain  any  information from institutions and other entities 
without the prior consent of the visa applicant.       
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Chapter 5

                                                  Other Exceptions and 
FERPA Concerns          

 SIMPLIFICATIONS ARE DANGEROUS because they often overgeneralize the 
intent of the subject at hand. In many ways, however, the structure of the 
FERPA regulations is a simple one. 

 Clear and simple, all privacy rights over education records belong to 
 either parents or eligible students. Where third parties are concerned, the reg-
ulations recognize certain operational functions and processes that are part 
of the business of education. But there is no singular or overall recognition of 
rights assigned to any party other than those to parents and eligible students. 
Instead, FERPA contains a list of exceptions where disclosures  may  be per-
mitted. Disclosures to these entities or in these situations are  not  required. It 
is up to the institution to determine whether disclosure is appropriate, given 
the circumstances at hand and the conditions detailed in the regulations. 

 Because parents and potential threats to health and safety are often the 
fi rst concerns that come to mind in any discussion of exceptions to privacy 
rights in education, they were addressed fi rst in Chapter  Four  of this book. 
In this chapter, consideration is given to all of the other operational questions 
and situational issues that arise in complying with FERPA on a daily basis.   

Under what conditions is prior consent not required to disclose
information?

An educational agency or institution may disclose personally iden-
tifi able information from an education record of a student without the 
consent required of Sec. 99.30 if the disclosure meets one or more of the 
following exceptions.

1.  The disclosure is to other school offi cials, including teachers, within 
the agency or institution whom the agency or institution has deter-
mined to have legitimate educational interest.

§99.31(a)(1)(i)(A)
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 To underscore the seriousness of the sweeping assignment of privacy 
rights in FERPA, consider the extensiveness and particularity of the excep-
tions in  § 99.31. The fi rst exception focuses on education offi cials, clearly 
enforcing the notion that access to education records is neither a right 
nor a privilege but dependent upon legitimate educational interest and 
the administration of one ’ s responsibilities as an education offi cial (see 
Chapter  Two ). If education offi cials do not have a limitless right to access 
education records, how much more serious a determination is necessary 
when deciding whether to disclose or refuse to disclose education records 
to third parties!  

  When in doubt, think prior written consent. 

  — LEROY ROOKER, 

former Director of the Family Policy Compliance Offi ce   

 In his FERPA training programs, former FPCO director LeRoy Rook-
er has often said,  “ When in doubt, think prior written consent. ”  That is, 
when an education offi cial is uncertain whether disclosure is authorized 
or permitted, the offi cial can always ask for a prior written consent. A  prior 
written consent is authorization to release whatever records are specifi ed 
in the consent. 

 Certainly, prior written consent is the standard by which disclosure 
is permitted to third parties. Operationally, however, there are a myriad 
of regular tasks and undertakings in education that make prior written 
 consent questionable, if not altogether impossible. For these often unique 
situations, FERPA attempts, in  § 99.31, to detail a host of conditions that 
 may  be exceptions to the prior written consent rule. Again, it is up to the 
institution to make a fi nal determination regarding disclosure. 

 In this chapter, attention is given to a number of these permitted excep-
tions, especially those affected by the 2008 Amendments.  

  Disclosures to Other Educational Agencies and Institutions 
 An important implication arises out of the 2008 Amendments to  § 99.31(a)(2). 

 Institutions were previously permitted to provide non - directory in-
formation to an institution  “ where the student seeks or intends to enroll ”  
( § 99.31(a)(2)). The only qualifi cation in this regard was evidence that, in-
deed, the student had submitted an application to another institution, 
whether for admission or transfer. 
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 Education offi cials have traditionally interpreted the language of the ex-
ception very narrowly and precisely. That is, the exception was interpreted 
to refer solely to the period during which the student was seeking admis-
sion to another institution. Once the student was admitted and enrolled, 
once that student had matriculated at the other institution, relationships 
were suddenly redefi ned and the exception was deemed inapplicable. 

 This kind of interpretation is quite understandable, given the strict-
ness of other clauses in the regulations. In light of the April 2007 tragedy at 
 Virginia Tech, however, such a restriction, if only implied, contributes to the 
creation of potentially dangerous situations for unsuspecting institutions.   

The disclosure is, subject to the requirements of §99.34, to the 
 offi cials of another school, school system, or institution of postsec-
ondary education where the student seeks or intends to enroll, or 
where the student is already enrolled so long as the disclosure is for 
purposes related to the student’s enrollment or transfer.

§99.31(a)(2)

 The 2008 Amendments, therefore, added the clause  “ or where the stu-
dent is already enrolled ”  to clarify that information can still be shared with 
another institution  even after  the student has matriculated. In the March 24, 
2008, edition of the  Federal Register , the regulators explained their interpre-
tation and rewriting of this exception.     

 This proposed exception to the consent requirement is intended to ease 
administrative burdens on educational agencies and institutions by al-
lowing them to send transcripts and other information from education 
records to schools where a student seeks or intends to enroll without 
meeting the formal consent requirements in  § 99.30. We have concluded 
that authority to disclose or transfer information to a student ’ s new 
school under this exception does not cease automatically the moment a 
student has actually enrolled. [FR 15581]   

 Even after a student has begun classes at another institution, the stu-
dent ’ s former school may communicate additional information to the 
 second institution as long as that information is related to the student ’ s 
enrollment or transfer to that second institution. In the  Federal Register  
 discussion,  “ transcripts and other information ”  is intended to include 
disciplinary records and other critical data about which the accepting 
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 institution should be aware. With reference to the Virginia Tech situation, 
the  Federal Register  went on to elaborate.     

 Under  § 99.31(a)(2) and  § 99.34(a), FERPA permits school offi cials to 
disclose any and all education records, including health and disciplinary 
records, to another institution where the student seeks or intends to 
enroll. [FR 15581]   

  § 99.34 is the section in FERPA that discusses the disclosure of informa-
tion to other educational agencies or institutions.   

An educational agency or institution that discloses an education 
record under §99.31(a)(2) shall:

Make a reasonable attempt to notify the parent or eligible student 
at the last known address of the parent or eligible student, unless:

i. The disclosure is initiated by the parent or eligible student; or

ii.  The annual notifi cation of the agency or institution under Sec. 99.7 
includes a notice that the agency or institution forwards educa-
tion records to other agencies or institutions that have  requested 
the records and in which the student seeks or intends to enroll.

§99.34(a)(1)

 Essentially, if an institution discloses non - directory information 
to another institution, an attempt must be made to notify the student 
 involved, unless the disclosure was initiated by the student. Students in-
itiate such disclosures through transcript requests or by signing waivers 
attached to admission and transfer applications that permit the admit-
ting institution to seek information from the school in which the student 
was formerly or is currently enrolled. An exception to this requirement 
is provided in (ii), which states that if the fi rst institution discloses to 
students in its annual notifi cation that it provides information to schools 
in which students seek or intend to enroll, no additional notifi cation is 
expected or required. 

  § 99.34 goes on to stipulate that the disclosing institution must give to 
the student, upon the student ’ s request, a copy of the record or records 
that were disclosed ( § 99.34(a)(2)) and provide the opportunity for a hear-
ing ( § 99.34(a)(3)) should the disclosure be challenged.   
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 The section goes on to provide permission for disclosures to another insti-
tution where a student may be concurrently enrolled or receiving services. 

 Because students may be enrolled in classes at more than one institu-
tion, FERPA permits the disclosure of information from education records 
between the institutions. The only requirement here is that the potential 
for disclosure of information between institutions in which a student is 
concurrently enrolled must be acknowledged in the annual notifi cation of 
the institution providing the information.  

  Subpoenas and  Ex Parte  Orders 
  Requirements of Subpoena Processing 
 A subpoena is a court order for the production and delivery of records to a 
court and may, in some cases, require a personal appearance for testimony 
under oath. Failure to comply with a subpoena is tantamount to contempt 
of court and carries penalties that differ from state to state. 

 Under  § 99.31(a)(9), compliance with a subpoena or a court order is an 
exception under FERPA. This is because the rules and regulations regard-
ing compliance requirements with subpoenas may differ between states 
and from one court district to another.   

An educational agency or institution may disclose an education 
record of a student in attendance to another educational agency or 
institution if:

1.  The student is enrolled or receives services from the other agency 
or institution; and

2.  The disclosure meets the requirements of paragraph (a) of this 
section.

§99.34(b)

The disclosure is to comply with a judicial order or lawfully issued 
subpoena.

§99.31(a)(9)(i)
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 Subpoenas are binding upon the party addressed, whether or not the 
subpoena is delivered in person or sent through the U.S. Postal Service. 
Institutions must have formal procedures for dealing with different types 
of subpoenas. Because the registrar is considered the offi cial custodian of 
academic records, requests involving student records or the interpretation 
of information in education records are often directed to the Registrar ’ s 
Offi ce. And the registrar is also the expert witness designated to testify in 
court about academic records — or the lack thereof. 

 Policies, procedures, and local regulations that deal with subpoenas 
are guided by privacy regulations and the rights assured to citizens under 
the Constitution. The constitutional right is one of  “ due process ”  (see the 
sidebar on page 123) for any proceeding against a citizen. FERPA makes 
reference to these rights in its guidance on compliance with a judicial order 
or subpoena involving education records.   

The educational agency or institution may disclose information 
under paragraph (a)(9)(i) of this section only if the agency or in-
stitution makes a reasonable effort to notify the parent or eligible 
student of the order or subpoena in advance of compliance, so that 
the parent or eligible student may seek protective action, unless the 
disclosure is in compliance with—

A.  A Federal grand jury subpoena and the court has ordered the ex-
istence or contents of the subpoena or the information furnished 
in response to the subpoena not be disclosed; or

B.  Any other subpoena issued for a law enforcement purpose and 
the court or other issuing agency has ordered that the existence 
or the contents of the subpoena or the information furnished in 
response to the subpoena not be disclosed.

§99.31(a)(9)(ii)

 Whenever a duly authorized subpoena is received, it should fi rst be in-
spected to ensure that the party served is, in fact, the addressee of the sub-
poena. The subpoena may order the production of records, originals or fac-
similes, giving a date for surrender to a court. Except for the most extreme 
cases, dates are usually set to provide suffi cient time for the recordkeeper 
to compile the requested documents and to deliver them to the court. 
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 Before the institution surrenders documents, however, the individual 
or individuals whose records have been subpoenaed should be notifi ed of 
the order to produce records. This is done to provide the party an opportu-
nity to contest the subpoena and formally quash, or dismiss, the subpoena 
through a separate court order. Upon receipt of the subpoena, institutions 
should make an attempt to notify the student or former student regarding 
the subpoena order and advise the individual of the date when records are 
to be surrendered to the court. A  “ reasonable ”  or good faith effort means 
that a notifi cation through the U.S. Mail to the last known address on fi le 
is suffi cient.   

 A quash is a court order that nullifi es a previous subpoena order. Indi-
viduals who feel that a subpoena of records is inappropriate or irrelevant 
to a particular case or court matter may petition the court to quash a pre-
viously issued order. When a quash request is granted, the court issues a 
formal, written order and recordkeepers should attempt to obtain copies 
of such orders when the institution is released from complying with a sub-
poena. The order may be issued to the requesting party, and institutions 
should request a copy from the student or former student for the institu-
tion ’ s records.   

GENERAL GUIDELINES FOR PROCESSING SUBPOENAS

1. Verify that the subpoena is lawfully executed and properly addressed to you. Acknowledge 

the subpoena, usually through a signature of receipt, and advise the party issuing the sub-

poena when documents may be released. This date must be in compliance with state 

regulations for the production of records in response to a subpoena.

2. Unless the subpoena directs otherwise, notify your student that records have been subpoe-

naed. You must make a good faith effort to notify the student, using the last address you 

have on record—even if that address may be years old. Be sure to retain returned mail in 

your subpoena fi le. Advise the student when records will be released in compliance with the 

subpoena.

3. If the student notifi es you that he/she will attempt to quash the subpoena, you must not 

deliver records unless the student fails to provide you with evidence that the subpoena has 

been quashed.

4. Release records in compliance with the subpoena on the appointed date. Generally, records 

are packaged and addressed to the court that issued the subpoena for records. In some 

cases, records must be delivered in person and surrendered under oath as exhibits in a court 

 proceeding.
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 When the student or former student receives the institutional notifi ca-
tion of a subpoena having been served, the student may notify the institu-
tion that he or she will attempt to quash the subpoena. At this point, the 
institution is generally not required to surrender documents as ordered 
in a subpoena. But this is only a temporary stay in the process. Unless a 
subpoena is formally withdrawn, only another court order can quash the 
subpoena. 

 While a student ’ s intent to quash a subpoena may be communicated by 
phone, a written note to this effect is helpful should the student encounter 
delays in the process. The written note is used as documentation should 
the institution be approached again about complying with the subpoena. 
The student should be required to provide a copy of the court ’ s order to 
quash the subpoena for the institution ’ s records as soon as possible. If no 
such order is provided, and the institution is pressed by a court for compli-
ance, records must be surrendered. 

 In some cases, particularly where suspected terrorist activity or potential 
threats to health or safety are concerned, law enforcement offi cials may con-
duct investigations that depend upon sensitivity and the confi dentiality of 
the existence of an investigation. Subpoenas and court orders may stipulate 
that the institution not disclose the existence of the subpoena or the inves-
tigation to the party whose records are being requested. Institutions must 
comply with such orders but are only required to do so should the court 
order or subpoena express this requirement within the document. When a 
verbal request is made at the time a court order or subpoena is delivered, 

Motion to Quash
The ability of individuals to quash court-ordered subpoenas is guaranteed in the U.S. Code of Federal 

Regulations.

Any person against whom a subpoena is directed may fi le a motion to quash or limit the subpoena 

setting forth the reasons why the subpoena should not be complied with or why it should be limited 

in scope. The motion shall be fi led with the administrative judge within 20 days after service of the 

subpoena. [4 CFR §28.47]

Contingent with this right is the responsibility of the complainant to specify reasons to a judge sub-

stantiating the petition to quash. The regulatory language also specifi es a time frame of 20 days within 

which such an action must be fi led.

It should be noted that the regulation refers to a “motion to quash or limit the subpoena.” 

Individuals may seek to either have the subpoena dismissed entirely—a quash—or have the scope of 

evidence demanded reduced to what may be more appropriate to the nature of the case at hand.
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institutions would be within their rights to insist that the order or subpoena 
contain this directive in writing. If the order or subpoena does not include 
such language, a revised order or a new subpoena should be required. 

 Questions about compliance with unusual or particularly sensitive 
subpoena matters should always be referred to campus counsel.  

   Ex Parte  Orders 
 In the aftermath of 9/11, institutions nationwide were approached by 
federal investigators with inquiries about the activities of potential and 
 suspected terrorists. These investigations, in the tension following the at-
tacks in New York and Washington, were clearly covert and demanded the 
utmost confi dentiality and secrecy. Institutions quickly became familiar 
with the term  ex parte  order. 

 The Latin term  ex parte  simply means  “ from (by or for) one party. ”  
Therefore, an  ex parte  is defi ned as follows.     

 a proceeding, order, motion, application, request, submission, etc., made 
by or granted for the benefi t of one party only; done for, in behalf of, or 
on application of one party only [Law Libraries, New York State Unifi ed 
Court System]   

 Generally,  ex parte  orders refer to investigations where the subject of the 
investigation is not notifi ed or made aware of the investigation.  Ex parte  
orders are used in the United States, Canada, the United Kingdom, and 
Australia. They are usually reserved for urgent matters or situations where 
notifi cation requirements may subject a particular person or persons to 
substantial and irreparable harm if existence of the investigation is dis-
closed. 

 In the United States,  ex parte  orders, despite the USA PATRIOT Act, are 
limited by the right of due process guaranteed through the Fifth and Four-
teenth Amendments of the Constitution. The passage of the USA PATRI-
OT Act (USAPA) greatly expanded government rights in its investigatory 
 activities of citizens and other parties. In addition to student records, edu-
cational institutions saw investigations extend to library records, research 
accounts, biometric access records, and clinical, laboratory, and experi-
mental involvements. Surveillance through a variety of media, including 
phone, Internet, video, and electronic communications were all utilized. 

 The USAPA amended FERPA to codify compliance with  ex part e orders. 
With the 2008 Amendments, the implications of the USAPA for FERPA are 
formally assimilated into the language of the regulations. To the exceptions 
of  § 99.31(a)(9), the section regarding court orders and  subpoena, language 
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about  ex parte  orders has been introduced, along with the  appropriate qual-
ifi cations or conditions for compliance. For FERPA,  ex parte  orders must be 
signed by an assistant attorney general or above.   

An ex parte court order obtained by the United States Attorney Gen-
eral (or designee not lower than an Assistant Attorney General) 
concerning investigations or prosecutions of an offense listed in 18 
USC 2332b(g)(5)(B) or an act of domestic or international terrorism 
as defi ned in 18 USC 2331.

§99.31(a)(9)(ii)(C)

 The USAPA included a provision of its own —  § 507 — that provided im-
munity for an institution that cooperated with an investigation initiated 
under the USAPA. The act went on to defi ne protections for institutions 
and other entities that cooperate in good faith with federal investigations 
concerned with the protection and security of the nation.   

 The spirit of the hold blameless clause of the USAPA is refl ected in 
 § 99.36(c) of the FERPA regulations. Disclosures in compliance with  ex parte  
orders and federal investigators often carry implications for health or  safety 
to some degree. In its discussion of disclosures based upon determination 
of  “ an articulable and signifi cant threat, ”  the regulations, at  § 99.36(c), insist 
that the Department of Education will not  “ substitute its judgment ”  for 
that of the local institution making its determination. (See Chapter  Four  for 
discussion of the health or safety implications in FERPA.) 

 The USAPA was passed into law as PL 107 – 56 on October 26, 2001. 
While the act sunset at the end of 2005, a number of the original provisions 
were renewed by Congress and continue in effect. (More discussion about 
the USAPA is presented in Chapter  Four .)   

PATRIOT ACT BLAMELESS CLAUSE

An educational agency or institution that, in good faith, produces education records in accordance 

with an order issued under this subsection shall not be liable to any person for that production.

—USA PATRIOT Act §507(j)(4)
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  Redisclosures and Service Providers 
 The secondary usage provision of the Code of Fair Information Practices 
effectively prohibits the use of data for a purpose other than that for which 
the data was collected in the fi rst place. Further, the redisclosure of infor-
mation is permitted only with the prior written consent of the individual 
to whom the records refer. 

 The FERPA regulations establish guidelines and permissions when 
 redisclosure without prior written consent might be possible. And it is the 
recordkeeper, or custodian of the record, who makes the fi nal determina-
tion about the appropriateness of redisclosure. 

 Redisclosure is always a concern in the context of information that has 
already been disclosed to a third party. Third parties may include entities 
within the institution, but most often the reference is to entities outside the 
institution. Under the Code of Fair Information Practices and the stipula-
tions of the regulatory language for prior written consent ( § 99.30), a third 
party may only use information for the purpose disclosed in the consent 
and cannot release information further — that is, to any other party or par-
ties. Should such redisclosure, called  further disclosure , be discovered, the 
institution may not provide information from education records to the 
 offending party for a period of fi ve years.   

If the Offi ce determines that a third party outside the educational 
agency or institution improperly rediscloses personally identifi able 
information from education records in violation of this section, the 
educational agency or institution may not allow that third party ac-
cess to personally identifi able information from education records 
for at least fi ve years.

§99.33(e)

 The FPCO has often recommended that when institutions release infor-
mation to a third party, based upon a prior written consent or other written 
agreement, some notice about the privacy of the information should ac-
company the data. Such a disclosure may be composed as follows.     

 The information provided herewith contains personally identifi able in-
formation from education records and is protected by the federal  Family 
 Educational Rights and Privacy Act (FERPA) and other applicable  privacy 
regulations. This information cannot be used for purposes other than that 

c05.indd   175c05.indd   175 7/29/09   10:04:40 AM7/29/09   10:04:40 AM



176 FERPA Clear and Simple

for which the information has been requested and disclosed. Further disclo-
sure is prohibited, except as prescribed or permitted under FERPA. When 
no longer required, this information must be properly destroyed. Failure to 
comply with these conditions will result in the termination of your right 
to request personally identifi able information from the education records of 
this institution for a period of not less than fi ve (5) years.   

 Over the years, a distinction has been required in regard to third parties 
and is now incorporated in the language of  § 99.33(e). That refi nement has 
to do with the applicability of the fi ve-year moratorium on the disclosure 
of education records. That penalty only applies to third parties outside the 
institution. If the penalty were to apply to entities within the institution, 
this requirement might well impede the ability of an institution to conduct 
its own administrative and educational business.   

 While the moratorium does not apply to entities within the institu-
tion, the responsibility for guarding against unauthorized disclosure of 
  information still pertains. Earlier in its regulatory language, FERPA had 
specifi ed its applicability to the recipient of federal funding  “ as a whole, 
including each of its components (such as a department within the univer-
sity) ”  ( § 99.1(d)). The penalty for further disclosure for incidents within the 
institution would not entail the fi ve-year moratorium but may very well call 
into question an institution ’ s compliance with FERPA and,  consequently, 
its eligibility to participate in and receive federal funding. 

 When education records are disclosed to third parties outside the in-
stitution, there may be situations where redisclosure may be appropri-
ate or even mandated by other laws and regulations. The growing use 
of service providers, external to the institution, may involve the delega-
tion of these service providers to act on behalf of the institution for such 
disclosures. The clearest example of this kind of entity is the National 
Student Clearinghouse, which provides a variety of services for and on 
behalf of institutions — such as processing student loan verifi cations, veri-
fying attendance and degrees, and other data collection and reporting.   

TO THE RECIPIENT OF THESE STUDENT RECORDS

This information is protected by the federal Family Educational Rights and Privacy Act (FERPA) 

and cannot be further disclosed. When no longer required, these documents must be properly 

destroyed. Failure to comply with these conditions may result in the termination of your right to 

request records from this institution for a period of fi ve years.
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Paragraph (a) of this section does not prevent an educational agency 
or institution from disclosing personally identifi able information 
with the understanding that the party receiving the information 
may make further disclosures of the information on behalf of the 
educational agency or institution if:

i. The disclosure meets the requirements of §99.31; and

ii.  The agency or institution has complied with the requirements of 
§99.32(b).

§99.33(b)(1)

 The 2008 Amendments revised  § 99.33(b)(1) to update practice and the 
relationships of institutions to third-party service providers. The qualifi ca-
tions in this section refer to the list of exceptions to prior written consent, 
detailed in  § 99.31 of the regulations, and other requirements in  § 99.32. The 
requirements of  § 99.32(b) specify  legitimate interest  in the disclosure of in-
formation with an injunction that the institution maintain documentation 
regarding the release of information to the third party.   

If an educational agency or institution discloses personally identifi -
able information from an education record with the understanding 
authorized under §99.33(b), the record of the disclosure required un-
der this section must include:

1.  The names of the additional parties to which the receiving party 
may disclose the information on behalf of the educational agency 
or institution; and

2.  The legitimate interests under §99.31 which each of the additional 
parties has in requesting or obtaining the information.

§99.32(b)

 The next clause,  § 99.33(b)(2), goes on to specify that the party releas-
ing information in response to a court order or subpoena must follow the 
requirements detailed in  § 99.31(a)(9)(ii) — namely, making a reasonable ef-
fort to notify the student that records have been subpoenaed. The third 
party, similar to the institution, must follow the subpoena process detailed 
in FERPA, including making a reasonable attempt to notify the student or 
former student of the party ’ s receipt of the subpoena.   
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A party that receives a court order or lawfully issued subpoena 
and rediscloses personally identifi able information from education 
records on behalf of an educational agency or institution in response 
to that order or subpoena under §99.31(a)(9) must provide the noti-
fi cation required under §99.31(a)(9)(ii).

§99.33(b)(2)

 Business and industry utilize written agreements or contracts to bind par-
ties in formal service relationships. Certainly, with all of the  requirements 
under FERPA and additional specifi cations that may be  delineated be-
tween an institution and a service provider, documentation of service - level 
 agreements is not only important but imperative between the institution 
and its third - party service provider. 

 The FPCO has long recommended that such agreements with out-
sourced, third - party service providers, involving the disclosure and use 
of personally identifi able information from education records, specifi cally 
declare the protections and applicability of FERPA. This recommendation 
has been made both for ongoing disclosures as well as for ad hoc or tempo-
rary disclosures, such as those made for the purpose of educational studies 
or research (see the next section in this chapter). 

 Finally, the timbre of the 2008 Amendments with regards to contracted, 
third - party service providers is essentially one of operational, business 
empowerment. Realizing that these entities are often functioning in roles 
that might otherwise be reserved for an institutional employee, FERPA, 

A contractor, consultant, volunteer, or other party to whom an agency 
or institution has outsourced institutional services or functions may 
be considered a school offi cial under this paragraph provided that the 
outside party—

1.  Performs an institutional service or function for which the agency or 
institution would otherwise use employees;

2.  Is under the direct control of the agency or institution; and

3.  Is subject to the requirements of §99.33(a) governing the use and 
redisclosure of personally identifi able information from education 
records.

§99.31(a)(1)(i)(B)
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in  § 99.31(a)(1)(i)(B), now permits such service providers to be considered 
education or school offi cials.   

 The designation of education offi cial is important because it allows 
service providers access to education records based solely upon legitimate 
educational interest — or legitimate business interest, based upon the tasks 
for which the provider has been hired to perform. With such access comes 
the responsibility of acting as an education offi cial, meaning that these 
service providers must fully comply with all of the provisions of FERPA. 

 But these service providers are not familiar with FERPA. Further, these 
service providers do not receive federal funding and would not otherwise 
be bound by FERPA. How is control to be maintained? 

 The March 24, 2008, issue of the  Federal Register  discusses this point with 
some concern, although its fi nal conclusion is to place ultimate  responsibility 
with the institution that contracts with the provider in the fi rst place.     

 Educational agencies and institutions are responsible for their outside 
service providers ’  failure to comply with applicable FERPA requirements. 
[FR 15579]   

 The implication is that institutions must educate their service providers, 
as they do with education offi cials on the campus, about FERPA and its re-
quirements with regards to the privacy and protection of education records. 
This is why contracts and agreements include reference to FERPA. Service 
providers should consult with the institution whenever operational questions 
arise that involve privacy, disclosure, access, and redisclosure of information 
from education records. If they do not consult with the institution, then they 
should educate themselves about the applicable FERPA regulations. 

 Ultimately, the responsibility for FERPA compliance rests with the in-
stitution that employs the outside service provider. When employees inap-
propriately disclose protected information, the consequence is disciplinary 
action, up to and including termination. The consequence for the breach of 
a business agreement is termination of that agreement. Including caveats 
to this effect in service provider agreements with the institution satisfy the 
requirement that the service provider be  “ under the direct control of the 
agency or the institution ”  ( § 99.31(a)(1)(i)(B)(2). Under such a contract, the 
institution exercises control by making it a contingency of the contract ’ s 
continuance that the outside service provider comply with FERPA. 

 Must the institution provide on - site training to its service providers 
regarding FERPA? While there is no stated requirement to do so, it is nev-
ertheless implied, as in the case of educating offi cials on the campus. But 
training can also be evidenced by merely referencing appropriate resources 
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and by making it a contingency of the business relationship that the third 
party educate itself on FERPA. The agreement might go on to require the 
service provider to train all staff members who will have legitimate busi-
ness responsibilities involving information from the education records that 
have been disclosed by the institution.  

  Studies and Research 
 The 2008 Amendments have made a number of changes to the excep-
tion in  § 99.31 dealing with studies that are conducted for or on behalf 
of educational agencies and institutions. Studies conducted for institu-
tions may examine any number of issues, initiatives, or strategies rel-
evant to education, a local community, or the greater American society. 
Often these broader surveys are conducted by organizations outside the 
institution and may or may not have a relationship to federal or state 
governments. Institutions may also conduct their own studies as part of 
self -  assessment, program evaluation, or long - term strategic planning. In 
all of these cases, the need for access to non - directory information from 
education records raises FERPA concerns when the study or research is 
conducted by third parties. 

 FERPA makes an exception to the requirement of prior written consent 
for studies that are conducted for or on behalf of the institution. Codifi ed at 
 § 99.31(a)(6), the section includes extensive provisions and new, operating 
requirements that arise from the 2008 Amendments.   

For the purposes of paragraph (a)(6) of this section, the term or-
ganization includes, but is not limited to, Federal, State, and local 
agencies, and independent organizations.

§99.31(a)(6)(v)

 Throughout  § 99.31(a)(6), the term  organization  is used to refer to the 
entity conducting a study or studies using information from education 
records. These third parties may be federal or state governmental agencies 
or even local agencies. But they may also be organizations external to gov-
ernment and education. No matter the characteristics of these entities, the 
provisions of  § 99.31(a)(6) apply. 

 In the fi rst subparagraph, at  § 99.31(a)(6)(i), the regulations identify 
some purposes for which studies might be conducted. The validation of 
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tests, the administration of fi nancial aid, and the improvement of peda-
gogy are specifi cally mentioned. Curiously, this list is not open - ended.   

The disclosure is to organizations conducting studies for, or on be-
half of, educational agencies or institutions to:

A.  Develop, validate, or administer predictive tests;

B.  Administer student aid programs; or

C.  Improve instruction.

§99.31(a)(6)(i)

 In the next section, the provisos for disclosing information are listed. 
There are three.   

 First of all, the organization must protect the privacy of the individu-
als whose records are disclosed for the study. Only employees of the or-
ganization to whom the education records are disclosed may access the 
information — and even then, only employees with  “ legitimate interest in 
the information ”  may access the data. Reminded of the qualifi cation of le-
gitimate educational interest for access on the part of education offi cials, 
 “ legitimate interest ”  here connotes a limitation of access to employees of 
the organization who are actually involved in the study itself. Access is 
not given broadly. In other words, only representatives of the organization 
with a demonstrated need to know or need to access the information may 
be given that permission. 

 The second proviso is a requirement that the data be destroyed once the 
study has concluded or when the data is no longer needed. The regulations 

CONCERNS REGARDING DISCLOSURES 
FOR STUDIES AND RESEARCH

Privacy of the education records and their subjects

Destruction of records when they are no longer needed for the study or research

Formal agreement between the institution and the organization receiving information from 

education records

•

•

•
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expand on this provision in the next requirement, which is a written agree-
ment or contract between the institution and the organization conducting 
the study. The regulations specifi cally call for a written agreement, which 
legally means a document in writing signed by the parties involved, setting 
out provisions for the relationship between the two parties.   

An educational agency or institution may disclose information un-
der paragraph (a)(6)(i) only if—

A.  The study is conducted in a manner that does not permit personal 
identifi cation of parents and students by individuals other than 
the representatives of the organization that have legitimate inter-
ests in the information;

B.  The information is destroyed when no longer needed for the pur-
poses for which the study was conducted; and

C.  The educational agency or institution enters into a written agree-
ment with the organization…

§99.31(a)(6)(ii)

 And what are the provisions that should be included in that written 
agreement? These are detailed in the requirements of  § 99.31(a)(6)(ii)(C). 
Remember that a prior written consent specifi es the information to be dis-
closed, the purpose of the disclosure, and identifi es the party or parties 
to whom disclosure is to be made. The requirements of  § 99.31(a)(6)(ii)(C) 
follow these same specifi cations, subtly incorporating concerns from the 
Code of Fair Information Practices.   

 The fi rst requirement of the written agreement is that it must specify 
the information to be disclosed and the purpose of the disclosure. It is im-
portant to be as specifi c as possible when setting the purpose to paper, for 
it is this purpose that defi nes the limitations for use of the information to 
be disclosed. Usage of that information for any other purpose outside the 
original intent, as stated in the agreement, is a violation of the contract and 
carries a penalty that is defi ned later in the paragraph. 

 The second component of the agreement obliges the receiving organiza-
tion to use the information that the institution discloses only for the purpose 
stated in the agreement. In many ways, this is the most critical element of 
the agreement. Without wording that defi nitely commits the organization 
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to the provisions of the agreement, the document might be taken as mere 
guidelines. In other words, herein lies the legal crux of the agreement. 

 The third provision requires the organization to protect the privacy of 
the information that is disclosed and specifi cally to protect the identifi ca-
tion of the parents or students whose records are involved. The organiza-
tion must ensure that only representatives of the organization may access 
the information — and, more precisely, only representatives with legitimate 
interests in the data for purposes of the study. 

 Lastly, the regulations require destruction of the information by the 
organization when the data is no longer needed for the purpose(s) of its 
study or studies. The regulations are very careful here and specifi c in the 
options for this requirement.   

  The organization must destroy the information when it is no longer 
needed, or return the data to the educational agency or institution.  
  The agreement must detail a specifi c time period for the destruction 
or return of the data. This time frame may be based upon the expected 
duration of the study or studies.    

•

•

The educational agency or institution enters into a written agree-
ment with the organization that—

1.  Specifi es the purpose, scope, and duration of the study or studies 
and the information to be disclosed;

2.  Requires the organization to use personally identifi able informa-
tion from education records only to meet the purpose or purposes 
of the study as stated in the written agreement;

3.  Requires the organization to conduct the study in a manner that 
does not permit personal identifi cation of parents and students, 
as defi ned in this part, by anyone other than representatives of the 
organization with legitimate interests; and

4.  Requires the organization to destroy or return to the educational 
agency or institution all personally identifi able information when 
the information is no longer needed for the purposes for which 
the study was conducted and specifi es the time period in which 
the information must be returned or destroyed.

§99.31(a)(6)(ii)(C)
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 This last stipulation forces the institution to set an expiration date for 
the disclosure of information for the purpose of the study. Many institu-
tions will not wish to set up tickler fi les to track when data should be 
 returned by organizations, so the specifi cation of a destruction date will 
undoubtedly be the most desirable option. For the receiving organization, 
the destruction date should force communication with the institution 
should extensions to the contract become necessary. Both the institution 
and the organization are reminded that sensitive information is still out 
there and must be dealt with in a proper and appropriate manner.   

 As it did with contracted service providers, the FERPA regulations 
make institutions responsible for the actions of the organization to which 
information from education records has been disclosed. Discussion in the 
December 9, 2008, issue of the  Federal Register  stated:   

 In this regard, it should be noted that educational agencies and institu-
tions are responsible for any failures by an organization conducting a 
study to comply with applicable FERPA requirements. [FR 74827]   

 This statement underscores the importance of the written agreement. 
Whereas there is no right of action under FERPA, institutions may have 
other legal avenues to pursue a breach of contract should the organiza-
tion fail to comply with FERPA and with the provisions of the agreement. 
In fact, FERPA provides its own penalty for the failure of organizations to 

COMPONENTS OF THE WRITTEN AGREEMENT 
REGARDING STUDIES

Identify the information from education records requested

Specify the purpose(s) of the study or studies

Restrict use of personally identifi able information to the purposes of the study

Limit access to information to organizational representatives with legitimate interest

Prescribe an expiration date for destruction or return of the data

Require the receiving organization to comply with the agreement

Declare the applicability of FERPA and its privacy protections

Disclose penalty for breach of contract

•

•

•

•

•

•

•

•
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 As a spending statute, FERPA has enforcement authority through its 
controls on federal funding to educational agencies and institutions. But 
FERPA has no authority over organizations that do not receive federal 
funding. FERPA must exert its authority indirectly. Therefore, the penalty 
in  § 99.31(a)(6)(iv) is structured as a directive to the institution but with no 
less of a dire impact on the organization involved. 

 FERPA declares that should the FPCO determine that an organization 
has violated its agreement, the institution is prohibited from disclosing in-
formation from education records to that organization for a period of not less 
than fi ve years. The penalty should be included in the written agreement as a 
disclosure of the consequences for failure of the organization to comply with 
the agreement. For organizations whose life blood involves studies and anal-
ysis of student data from the education records of institutions, a fi ve - year 
moratorium on its ability to receive information from an educational institu-
tion would be a crippling and devastating blow to its business endeavors. 

 From a different perspective, for an institution to continue doing busi-
ness with an organization which has violated FERPA is for the institution 
to be in violation itself. And being in violation, the institution would be 
subject to the penalties described in FERPA — the potential loss of federal 
funding for its institutional programs. 

 The 2008 Amendments introduce a new sentence into  § 99.31(a)(6), dis-
pelling any relationship between the institution and the organization con-
ducting the study or with the study itself. At  § 99.31(a)(6)(iii), the regulations 
state that no institution is required to initiate a study. Further, an institution 
is not required to agree with or to endorse the conclusions of a study, even if 
it discloses information from education records for the benefi t of the study.   

If this Offi ce determines that a third party outside the educational 
agency or institution to whom information is disclosed under this 
paragraph (a)(6) violates paragraph (a)(6)(ii)(B) of this section, the 
educational agency or institution may not allow that third party 
 access to personally identifi able information from education records 
for at least fi ve years.

§99.31(a)(6)(iv)

comply in  § 99.31(a)(6)(iv) — the inability of the organization to access edu-
cation records from the institution for a period of fi ve years.   
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 The establishment of the written agreement maintains a distance be-
tween the institution and the organization, a separateness represented by 
the business relationship. No collusion is implied through the provision or 
access of the same education records. 

 Still and all, the use of FERPA - compliant contracts should not be adopt-
ed as a practice for the nondiscriminate disclosure of education records 
to third parties. The FERPA regulators do not wish to imply that student 
records vaults are now open to anyone who agrees to a FERPA contract. 
The institution must still make a determination and a decision to disclose 
education records. After all, these provisions are exceptions in  § 99.31 and 
not meant to be operational practice. The  Federal Register  of December 9, 
2008, makes this clear.     

  … the existence of a written agreement is not a rationale in and of itself 
for the disclosure of education records. As a privacy statute, FERPA 
requires that parents and eligible students provide written consent before 
educational agencies and institution disclose personally identifi able 
information from students ’  education records. [74826]   

 For the institution, as it does with the presentation of a prior written 
consent, a decision must be made whether there is suffi cient reason to dis-
close personally identifi able information from education records for any 
reason. Under FERPA, an institution ’ s allegiance remains to the privacy of 
the education records for which it has been entrusted. Any decision to par-
ticipate in studies, regardless of the source, must not be taken lightly. 

 For questions about the appropriateness of disclosures for the benefi t of 
any study or research, institutions may always consult with the FPCO, their 
state Department of Education, or with their individual campus counsel.  

  Recordation Requirements for Disclosures 
 While FERPA does not provide directions to institutions on what kinds of 
records to keep or how long to maintain them, there are instances in the regu-
lations where specifi c requirements are made or implied regarding records.   

An educational agency or institution is not required to initiate a 
study or agree with or endorse the conclusions or results of the 
study.

§99.31(a)(6)(iii)
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 The fi rst instance, connected to the right to inspect and review educa-
tion records, is recorded in  § 99.10(e). When a request has been received 
to inspect and review education records, the requested records cannot be 
destroyed until the opportunity for inspection and review of those records 
has been provided to the requesting party. In other regulations having to 
do with subpoenas and court orders for the production of evidence, the re-
cordkeeper may not destroy records or documents requested. Such actions 
on the part of the recordkeeper may entail legal and even criminal penal-
ties, such as for destroying or tampering with evidence.   

RECORDS RETENTION IN FERPA

Records cannot be destroyed when a request for inspection and review is outstanding.

Statements from students regarding records considered inaccurate, misleading, or otherwise 

an invasion of privacy must be maintained and disclosed with the objectionable record.

Access to and disclosures from education records must be recorded and made available to 

parents or eligible students upon request.

Disclosures made under the health or safety exception must be recorded.

Names of federal, state, and local educational authorities that can make further disclosures 

from education records must be recorded.

•

•

•

•

•

The educational agency or institution or SEA or its component shall 
not destroy any education records if there is an outstanding request 
to inspect and review the records under this section.

§99.10(e)

 The second example referring to records retention arises in respect to the 
right to seek to amend education records that the student considers inac-
curate, misleading, or otherwise an invasion of privacy (see Chapter  Three ). 
 § 99.32 of the regulations details requirements for a hearing, allowing the par-
ent or eligible student to challenge a decision on the amendment of records. 
If, at the end of the hearing, the complainant is still not satisfi ed, the student 
may record his or her objections in a statement that must be submitted to 
the recordkeeper. The recordkeeper, per  § 99.21(c), is required to maintain 
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the statement for as long as the record to which the student objected is main-
tained. Furthermore, the recordkeeper must disclose the student ’ s statement 
each and every time that the objectionable record is disclosed.   

If an educational agency or institution places a statement in the ed-
ucation records of a student under paragraph (b)(2) of this section, 
the agency or institution shall:

1.  Maintain the statement with the contested part of the record for 
as long as the record is maintained; and

2.  Disclose the statement whenever it discloses the portion of the 
record to which the statement relates.

§99.21(c)

 A third instance occurs in regard to the right to have some control over 
the disclosure of information from education records. In fact,  § 99.32 is de-
voted to the recordkeeping requirements under FERPA, a section that was 
expanded with the 2008 Amendments to include the maintenance of dis-
closures made to educational authorities — federal, state, and local — as well 
as disclosures made under the health or safety exception ( § 99.36).   

An educational agency or institution must maintain a record of 
each request for access to and each disclosure of personally iden-
tifi able information from the education records of each student, as 
well as the names of State and local educational authorities and 
Federal offi cials and agencies listed in §99.31(a)(3) that may make 
further disclosures of personally identifi able information from the 
student’s education records without consent under §99.33(b).

§99.32(a)

 FERPA has always required institutions to maintain a record of disclo-
sures of information from education records. The regulations have been 
specifi c about the kind of documentation that needed to be maintained, 
requiring at minimum, an identifi cation of the party or parties to whom 
information was provided and the reasons for providing that information. 
These requirements are itemized in  § 99.32(a)(3).   

c05.indd   188c05.indd   188 7/29/09   10:04:44 AM7/29/09   10:04:44 AM



 Other Exceptions and FERPA Concerns 189

 The information that must be recorded is similar to the components re-
quired of a prior written consent — namely, specifi cation of the records to be 
disclosed, a statement of the purpose for disclosure, and identifi cation of the 
party or parties to whom disclosure is made. For the purposes of recordation 
here, it is only necessary to identify the parties to whom disclosure was made 
and the basis — the legitimate educational interest — for that disclosure. 

 There are signifi cant changes to the remainder of  § 99.32 and to  § 99.33 
that arise from the 2008 Amendments.   

For each request or disclosure, the record must include:

i.  The parties who have requested or received personally identifi able 
information from the education records; and

ii.  The legitimate interests the parties had in requesting the in formation.

§99.32(a)(3)

Paragraph (a) of this section does not prevent an educational agency 
or institution from disclosing personally identifi able information with 
the understanding that the party receiving the information may make 
further disclosures of the information on behalf of the educational 
agency or institution…

§99.33(b)(1)

An educational agency or institution must obtain a copy of the record 
of further disclosures maintained under paragraph (b)(2) of this sec-
tion and make it available in response to a parent’s or eligible stu-
dent’s request to review the record required under paragraph (a)(1) 
of this section.

§99.32(a)(4)

 Because third parties are now authorized, per  § 99.33(b)(1), to disclose 
information from education records, the student, who is the subject of 
those records, has a right to know to whom further disclosures were made. 
FERPA stipulates that the third party making the disclosure must maintain 
a record of those disclosures. Upon request of the institution on whose 
behalf the disclosures were made, the third party must provide a record of 
the disclosures it has made in regard to a particular student.   
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 The mechanics of these requirements are not as complicated as they 
may appear on a fi rst read. The institution discloses education records to 
a third party or service provider, which can make further disclosures on 
its behalf. That third party must keep a record of the further disclosures it 
makes. These records can be communicated back to the parent institution 
on a regular basis, or they may be maintained by the third party until re-
quested. In its annual notifi cation, the institution must disclose to students 
the names of the third parties to whom it discloses education records and 
the fact that these third parties can make further disclosures on behalf of 
the institution. 

 When a student requests inspection and review of her records, she may 
request to review a record of those further disclosures made by the third 
party or parties. If those records have been supplied by the third party on 
a regular basis, the institution may share those disclosures. If no regular 
transmission of information has been received from the third party, how-
ever, the institution must request the record or records from the third party 
and provide it to the student for inspection and review. 

 The other recordation requirement added as a result of the 2008 
Amendments has to do with disclosures made under the health or safety 
exception.  § 99.32(a)(5) is added to require the recording of the situation 
that prompted the disclosure and a list of the individuals to whom the dis-
closure was made. This record should be maintained in the education fi le 
of the student who was the subject of the health or safety concern. Upon 
request to inspect and review records, that student should be able to access 
this documentation.    

An educational agency or institution must record the following 
information when it discloses personally identifi able information 
from education records under the health or safety emergency ex-
ception in §99.31(a)(10) and §99.36:

i.  The articulable and signifi cant threat to the health or safety of a 
student or other individuals that formed the basis of the disclo-
sure; and

ii.  The parties to whom the agency or institution disclosed the in-
formation.

§99.32(a)(5)
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  Military Recruiters and the Solomon Amendment 
 While not included in the list of exceptions in  § 99.31, an area of uncertainty 
for many institutions has to do with military recruiters and their access to 
personally identifi able information from education records. The Solomon 
Amendment is the legislation that facilitates access to education records by 
military recruiters and was an important amendment to both FERPA and 
other education provisions. 

  Civil Rights and Military Recruitment 
 After the conclusion of the Vietnam War, staffi ng of the United States 
Armed Forces was left largely to volunteers and storefront recruiting strat-
egies. While the nation was at peace, such a passive stance on military 
recruitment was not only reasonable but adequate. With the increase in 
global confl icts and the escalation of military armament toward the end of 
the 20th century, however, the government realized that more aggressive 
recruitment strategies would be necessary to maintain military strength at 
a level that would engender political and national comfort. 

 Infl uenced by the graduate recruiting efforts of big business and com-
mercial employers, military recruiters took the initiative to create a visible 
presence on college campuses throughout the nation. Participating in col-
lege career fairs and other events to promote visibility, the military recruit-
ers sought access to young people to promote military service and the vo-
cational benefi ts of military service to the nation. But their efforts were not 
always welcome and met, in some cases, with marked resistance. 

 The Civil Rights Movement, exploding as it did during the Kennedy 
administration, grew and spread into many other areas of American socie-
ty. During the 1980s, sexual orientation became an extremely volatile issue. 
The decade witnessed a spike in incidences of discrimination as well as of 
hate crimes. FERPA added gender to the list of items not recommended as 
directory information, attempting to curb the availability of data that could 
lead to hate crimes. Progressive employers, both private and governmen-
tal, extended their policies of nondiscrimination to include sexual orienta-
tion. But the military was not one of these entities. 

 If discovered, service men and women could be dishonorably discharged 
based upon the mere suspicion of homosexual tendencies or  desires. Fur-
ther, a dishonorable discharge would disqualify the service person for ben-
efi ts from the Veterans Administration. But a loss of benefi ts was not the 
only danger. With an increase in hate crimes in general  American society, 
the military was not without its own heinous incidents. 
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 On October 27, 1992, Third Class Petty Offi cer Allen R. Schindler, Jr. was 
brutally murdered because he was gay by a fellow shipmate. The murder 
caused an international sensation because of its brutality. In a public toilet 
in Japan, Schindler was savagely beaten until his corpse was beyond rec-
ognition. Schindler ’ s family members were only able to identify the body 
by the tattoos they recognized on Schindler ’ s arms.   

 The controversy about gay people in the military arena grew to such 
magnitude that in 1993, President Bill Clinton proposed a policy of  “ Don ’ t 
Ask, Don ’ t Tell ”  where the military was involved. When passed into law as 
PL 103 – 60 (10 USC  § 654), the policy was seen as the epitome of discrimina-
tion against gay and other individuals whose identities created discomfort 
for the military ’ s staunchly conservative personnel. Crafted by General 
Colin Powell, the policy was announced by President Clinton, who directly 
cited the Schindler murder of the previous year. 

 In  The Pentagon ’ s New Policy Guidelines on Homosexuals in the Military  
(1993), the government argued that sexual orientation of itself did not bar 
an individual from serving in the military. It was only homosexual conduct 

Allen R. Schindler, Jr.
Despite being gay, Allen R. Schindler, Jr. enthusiastically joined the U.S. Navy fresh out of high school 

and became a Radioman Petty Offi cer Third Class. He served on the U.S.S. Midway, and had its emblem 

tattooed on his arm before being transferred to the U.S.S. Belleau Wood in 1991.

Aboard the Belleau Wood, Allen confi ded to family that he was often targeted because he was gay. 

In 1992, the Belleau Wood was en route from its home port in San Diego to Japan. On a stopover in 

Pearl Harbor, Allen playfully broadcast a message to the Pacifi c Fleet that translated “Too cute to be 

straight.” For his prank, Allen was called before a public hearing and although placed on on leave, he 

was restricted to his ship.

On October 27, 1992, while on shore in Sasebo, Nagasaki, Allen was followed into a public restroom 

by Airman Apprentice Terry M. Helvey. Helvey worked in the weather department aboard the Belleau 

Wood and confessed a deep hatred for gay people. In the restroom, Helvey attacked and brutally 

stomped Allen to death. A shore patrolman reported that Allen’s head was crushed, his face disfi gured, 

his ribs broken, and his penis cut. The Japanese police reported no less than four fatal injuries, to which 

the pathologist added that every organ in Allen’s body had been destroyed. Allen was just 22 years old.

The Navy was accused of trying to cover up the incident. But Helvey was convicted of murder, de-

moted, and sentenced to life imprisonment at the U.S. Disciplinary Barracks. He showed no remorse for 

his actions, claiming that he would “do it again” and that Allen “deserved it.”

Charles Vins, Helvey’s drinking buddy and accomplice, plea bargained his involvement in the crime 

and served only 78 days before being released and discharged.

In 1997, Lifetime Television produced a fi lm entitled Any Mother’s Son: The Doris Hajdys Story, chroni-

cling Allen’s story and the aftermath of his death from his mother’s perspective.
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that would not be tolerated — which, in itself, was not an entirely new pol-
icy. Service people who were discovered in what the military referred to as 
 “ sodomy ”  — certain oral or anal acts — were dishonorably discharged and 
denied benefi ts due from their military service. 

 The fi rst such discharge is often attributed to Frederick Gotthold Enslin, 
a soldier who was separated from the military, on the approval of General 
George Washington, for  “ sodomy and perjury. ”  Between 1942 and 1947, 
the blue discharge was the name given to dishonorable discharges based 
upon the discovery or suspicion of a nonheterosexual orientation. In the 
midst of the draft during the Vietnam confl ict, suspicion was often voiced 
over individuals who claimed to be gay in order to avoid military service.   

 The Don ’ t Ask, Don ’ t Tell Policy specifi cally prohibited service people 
from disclosing or talking about their homosexual or bisexual orientation. 
At the same time, the legislation also barred military superiors from in-
quiring or investigating the sexual orientation of a service person. Suspi-
cion involving the alleged commission of homosexual acts, however, could 
still be grounds for an investigation by the military. 

 In reaction to the Clinton policy, employers and institutions that had 
adopted nondiscrimination policies that included sexual orientation 
turned a cold shoulder to the armed forces — and to any other entity that 
did not publicly espouse its own policies of nondiscrimination. Businesses, 
institutions, and some governmental entities enacted policies to prevent 

Blue Discharge
The blue discharge, or “blue ticket,” derived its name from the blue paper upon which the orders 

were printed. Created in 1916, the process was a consolidation of two discharge processes already in 

existence—the administrative discharge and the unclassifi ed discharge. During World War I, the blue 

discharge was used primarily to dismiss recruits who had joined the military while being underage.

The attachment of the blue discharge to homosexuals occurred during World War II. A 1944 direc-

tive instructed the army that homosexuals should be committed to a military hospital, examined by 

psychiatrists, and dishonorably discharged. The dishonorable discharge meant ineligibility for veteran 

benefi ts.

The discriminatory assault on homosexuals produced numerous discharges, with a report of up to 

68,000 such separations by 1946. Some offi cials labored to overturn the negative impact on benefi ts 

of the dishonorable discharge, including William C. Menninger, director of the Psychiatry Consultants 

Division of the Surgeon General of the U.S. Army and Senator Bennett Champ Clark, the democrat 

from Missouri.

The blue discharge has also been used in military history to discriminate against African Americans 

and other black service people.
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 conducting business or even establishing relationships with entities that 
did not enact their own policies of nondiscrimination. 

 The responsibility for championing civil rights was taken seriously at 
many institutions of higher education. And this position put education 
at odds with the military because of the military ’ s stance on homosexual 
service people. At the campus level, military recruiters were either denied 
access to student populations or forced to move their recruiting stations 
off campus. The practice was initially overlooked when the institution in-
volved was a religious school or another institution with a demonstrated 
history of pacifi sm. But law schools began to resist the presence of military 
recruiters on their campuses, charging that the Don ’ t Ask, Don ’ t Tell Policy 
violated the First Amendment of the U.S. Constitution. 

 In the midst of the controversy, the American Association of Law 
Schools (AALS), with a membership of 166 of the nation ’ s 188 accredited 
law schools, changed its bylaws to require member institutions to include 
nondiscrimination clauses regarding sexual orientation in their policies 
and to cease doing business with those who did not. Military recruiting 
was effectively banned. 

 Then came the Solomon Amendment.  

  Higher Education Standards for Military 
Recruitment Activity 
 First introduced in 1994 by U.S. Representative Gerald B.H. Solomon, the 
Solomon Amendment (10 USC  § 983) was enacted the following year as 
part of the National Defense Authorization Act. Like FERPA, the Solomon 
Amendment was structured as a spending statute, intended to deny De-
partment of Defense funding to institutions that refused to provide access 
to military recruiters or that barred ROTC programs from the campus. 

 The amendment was specifi cally aimed at the postsecondary environ-
ment, where government funding was extensive and where young people 
were most open to the potential of military careers. K – 12 would not be-
come an arena for military recruiters until the No Child Left Behind (NCLB) 
legislation of President George W. Bush ’ s administration, in the wake of 
9/11 and the USA PATRIOT Act. (See the No Child Left Behind sidebar on
page 66 and the sidebar on the Fairness for Military Recruiters Act at the 
end of this section.) 

 While government funding and support was extensive in higher educa-
tion, law schools were not major recipients of Department of Defense funds 
or contracts. So, the tension between school and the military continued to 
fester until the Omnibus Appropriations Act of 1997 introduced changes 
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to the Solomon Amendment. The threat of the loss of federal funding was 
extended to include monies from the Departments of Labor, Health and 
Human Services, and Education. Into this expansion of the defi nition of 
 “ at - risk ”  monies was thrown government fi nancial aid resources.   

 The Solomon Amendment continued to evolve as the tension and 
struggles continued. Unhappy with the potential loss of fi nancial aid, Rep-
resentative Barney Frank proposed the Frank - Campbell Amendment of 
1999, eliminating fi nancial aid monies from the at - risk funding of the Solo-
mon Amendment spending statute. Multi - school campuses continued to 
be sources of discontent, however, as portions of the campus cooperated 
while others repulsed military recruiters altogether. 

 Finally, in 1999, the Solomon Amendment was signifi cantly revised. 
The spending statute was directed toward institutions as single entities, 
threatening the loss of federal funds if even a portion of the institution did 
not cooperate with military recruiters. Like FERPA, the Solomon Amend-
ment was revised to apply to the entire institution and all of its units, 
parts, or schools. And although fi nancial aid had been eliminated from 
the at - risk funds by the Frank - Campbell Amendment, the recodifi cation 
of Solomon added funding from the Department of Transportation to the 
at - risk mix. 

 A number of lawsuits were initiated in response to the continued revi-
sions to Solomon, the most important of which was  Rumsfeld v. FAIR  in 
2004. FAIR, or the Forum of Academic and Institutional Rights, was an 
association of some 30 law schools and faculty. In the law suit, FAIR con-
tested that the latest rendition of the Solomon Amendment was unconsti-
tutional, insisting that the amendment violated the First Amendment to 
the Constitution and thus could not be enforced. 

Gerald Brooks Hunt Solomon
Although born in Florida in 1930, Gerald B.H. Solomon established his career in and served the state 

of New York for many years as a Republican. He was elected to the New York Assembly in 1972 and 

served in the U.S. House of Representatives between 1979 and 1999.

Although Solomon served in the U.S. Marine Corps for only two years, 1951–1952, he was a strong 

supporter of the U.S. armed forces. He supported legislation to ban fl ag-burning and to strengthen 

the Selective Service System and sponsored the creation of the U.S. Department of Veteran Affairs. 

At one point, he led a group of former Marines who objected to the site chosen for the U.S. Air Force 

Memorial because it was too close to the site of the U.S. Marine Corps War Memorial.

Solomon died in 2001 and was buried in a Saratoga cemetery, which was renamed in his honor.
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 While FAIR won its initial day in court, the Third Circuit Court of Ap-
peals later ruled that schools could not ban the military from access to their 
campuses. Summarizing a unanimous ruling on the case by the U.S. Supreme 
Court in 2005, Chief John Roberts insisted that the Solomon Amendment did 
not violate the rights of schools or institutions. The presence of military re-
cruiters on campus could not be taken as an approval of military doctrines 
or practices any more than the inclusion of other types of recruiters could be 
seen as an affi rmation of their private philosophies or strategies.  

  A military recruiter ’ s mere presence on campus does not violate a 

law school ’ s right to associate, regardless of how repugnant the 

law school considers the recruiter ’ s message. 

  — Chief Justice Jon Roberts on Rumsfeld v FAIR    

  Requirements under the Solomon Amendment 
 Under the Solomon Amendment, institutions must permit access to mil-
itary recruiters from the fi ve major branches of the armed services — the 
Army, the Navy, the Marine Corps, the Air Force, and the Coast Guard —
 once each academic term, whether quarter or semester.   

 Moreover, the Solomon Amendment allows military recruiters to re-
quest certain recruiting information from institutions about students. Most 
of the recruiting information data is considered directory information under 
FERPA or data that would normally be collected by the institution. But even 
if an institution has not designated certain data as directory information, the 
Solomon legislation amends FERPA to permit institutions to comply with 
such requests from military recruiters if the information is available. 

 Institutions must provide the information in whatever format they can 
do so and may charge military recruiters for the service — provided the 
 institution also charges a fee to other entities that may seek and obtain  similar 

ARMED SERVICES—BRANCHES AND ELIGIBLE UNITS

Air Force: Air Force, Air Force Reserve, Air Force National Guard

Army: Army, Army Reserve, Army National Guard

Coast Guard: Coast Guard, Coast Guard Reserve

Marine Corps: Marine Corps, Marine Corps Reserve

Navy: Navy, Navy Reserve
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recruiting information from the institution. The military recruiter should be 
treated no different than other business or commercial recruiters. 

     Recruitment Information Solomon 

Amendment   

   Directory Information FERPA   

       Name  

  Address  

  Telephone number  

  Age and date of birth  

  Place of birth  

  Level of education  

  Academic major  

  Degrees received  

  Educational institution of most recent 

enrollment     

     Name  

  Address  

  Telephone number  

  E - mail address  

  Student user ID  

  Date of birth  

  Place of birth  

  Dates of attendance  

  Enrollment status  

  Major fi eld of study  

  Degrees and awards received  

  Photographs  

  Most recent previous school attended  

  Participation in offi cially recognized 

activities and sports  

  Height and weight of athletes     

 It is important to realize that while the Solomon Amendment requires 
cooperation with military recruiters and their requests for information, 
institutions are not required to provide information that they do not al-
ready collect or maintain. If a certain piece of information is not collected 
or maintained by the institution, the school need only provide a statement 
of explanation regarding why the data cannot be provided. 

 Because the Solomon Amendment is a spending statute like FERPA, 
institutions receiving federal funding must comply with the Solomon 
Amendment. With regards to the disclosure of information from education 
records, there is no confl ict between FERPA and Solomon, provided the 
information requested by military recruiters is the recruiting information 
specifi ed under the Solomon Amendment legislation.  

  Continuing Controversy for K – 12 
 While military recruitment was addressed by the Solomon Amendment 
for higher education and the NCLB for K – 12, controversy continues in 

c05.indd   197c05.indd   197 7/29/09   10:04:48 AM7/29/09   10:04:48 AM



198 FERPA Clear and Simple

regards to cooperation with military recruiters on the part of schools and 
other institutions. In the wake of the Afghanistan and Iraq confl icts that 
erupted during the Bush Administration, resistance has expanded beyond 
civil rights concerns to international justice and ethics. Citizens are once 
again questioning their rights and the constitutionality of being forced to 
welcome military recruiters on the campus. 

 Similar to the developing tension under the evolution of the Solomon 
Amendment, the K – 12 sector has expressed its own bitter reactions to the 
requirements of NCLB and the subsequent amendments to NCLB. In Feb-
ruary 2009, however, Congressman Duncan Hunter introduced new legis-
lation that seeks to provide  fairness  for the treatment of military recruiters 
by K – 12 administrators. While underscoring provisions already in NCLB, 
the Fairness for Military Recruiters Act sets a requirement for written pa-
rental authorization to substantiate the withholding of student informa-
tion from military recruiters.                                      

The Fairness for Military Recruiters Act
On February 12, 2009, U.S. Congressman Duncan D. Hunter, a member of the U.S. Armed Services 

Committee, introduced new legislation to ensure fair access to student information for military 

recruiters. HR 1026, or the Fairness for Military Recruiters Act, was introduced as an amendment to 

the Elementary and Secondary Education Act (ESEA) of 1965. The focus of the new legislation is the 

information about high school students covered by the No Child Left Behind (NCLB) Act.

NCLB already allows parents to withhold disclosure of their child’s information to military recruiters, 

but suspicion has arisen about school offi cials withholding information on their own. Hunter’s legisla-

tion seeks to ensure that military recruiters have the same access under NCLB as they have to post-

secondary students under the Solomon Amendment. While stressing that parents maintain privacy 

controls for the individual who is under 18 years of age, the legislation goes on to require a written 

parental request for any withholding authorizations.

Hunter, the Republican representative for the 52nd District in California (North and Eastern San 

Diego County), is a veteran of the U.S. Marines. He served in both Iraq and Afghanistan.
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Chapter 6

                                         Strategies for FERPA 
Compliance          

 Compliance with any set of regulations is tricky when the approach is frag-
mented and based upon inconsistent interpretation and application. Too 
often, institutional departments are isolated and left to defi ne the impact of 
new rules and requirements upon their individual activities without any 
overarching guidance or restatement of the mission, vision, and values of 
the institution. Such a method, while useful for the immediate need, may 
result in confl icting policy, procedure, and practice, not to mention confu-
sion and frustration on the part of students, staff, and parents. A strategy 
that appreciates the big picture, while adapting local needs and obligation, 
is often the more successful undertaking. 

 Consequently, the fi rst step in developing a strategy for compliance 
with FERPA is a reconnection with the institutional mission and its mean-
ing, as expressed through vision and values. Knowing what is important 
to the institution and its constituents will assist in framing the manner in 
which decisions about the application of FERPA are codifi ed for the local 
campus community. 

 FERPA is a statute on privacy and is not meant to define higher 
education administration policy. It is not meant to impede or hinder 
pedagogy or educational business. As a privacy statute, FERPA  protects 
the privacy of education records and the rights of parents and eligible 
students in relation to those education records. Keeping this in mind 
is essential to facilitating the process of defining a FERPA compliance 
strategy or auditing your  current strategies for compliance with the 
regulations.   

The Offi ce may require an educational agency or institution to sub-
mit reports, information on policies and procedures, annual noti-
fi cations, training materials, and other information necessary to 
carry out its enforcement responsibilities…

§99.62
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 Fortunately, the discussion about the investigatory practices of the Family 
Policy Compliance Offi ce (FPCO) in the 2008 Amendments  provides a cohe-
sive framework from which to develop a strategy or conduct a self - assessment 
for compliance. The list of items in  § 99.62 unequivocally highlights the areas 
where the FPCO would focus an investigation to determine if a violation of 
the regulations has occurred. These areas are: 

  Policies and procedures  
    Annual notifi cations  
  Training materials  
  Reports  
  Other necessary information    

 While the last two items are intentionally nonspecifi c, the fi rst three 
represent standard operating processes for any business entity. Policy and 
procedure, the publication of disclosures, and the availability of staff train-
ing are all necessary components for businesses and institutions to protect 
and defend themselves against any manner of allegation — whether that be 
in formal courts of law or in the realm of public opinion and the media. 

 This chapter examines compliance with the FERPA requirements from 
the operational and business documentation perspective. What are the 
components that lead to compliance with the regulations? And, from the 
self - audit perspective, what areas should an institution examine to deter-
mine and assess its own FERPA compliance?  

  The Annual Notifi cation     
 The annual notifi cation is the fi rst requirement of the regulations (see 
Chapter  Three ) and the one that, because of its nature and intent, summa-
rizes the institution ’ s commitment to compliance with FERPA. It functions 
in much the same way as a federal truth in lending statement, which banks 

•
•
•
•
•

In response to an FPCO investigation, institutions may be required to submit:

Reports 

Information on policies and procedures

Annual notifi cations

Training materials

Other necessary information

•

•

•

•

•

c06.indd   200c06.indd   200 7/29/09   2:05:06 PM7/29/09   2:05:06 PM



 Strategies for FERPA Compliance 201

and other fi nancial institutions are required to provide to their account 
holders on an annual basis. 

 The concept of the annual notifi cation was discussed in detail at the 
beginning of Chapter  Three , the section on the guaranteed rights under 
FERPA. In this section, our discussion focuses on the annual notifi cation as 
a compliance issue for the institution. 

  Disclosure of Rights and Practice 
 The annual notifi cation is the institution ’ s annual disclosure of rights and 
summarizes how the bearer of those rights may exercise or take advantage 
of them. Some institutions merge this notifi cation with a policy statement 
on how and when information is disclosed from education records. But 
policies tend to be longer pieces of business documentation that include 
the determination of business values and needs, operating practice, and 
strategic planning contingencies. It should be emphasized that the annual 
notifi cation is intended to be a notice, a reminder to students in attendance 
that they have rights under FERPA at the institution. In this sense, the an-
nual notifi cation may be an extract from a longer policy on student records 
but may not document the complete policy. 

 In  § 99.7, the regulations detail what components should make up the 
annual notifi cation. But there are also recommendations and requirements 
throughout the regulations that affect what might be added to this initial 
list of disclosures in the annual notifi cation. Basically, that list of compo-
nents for the annual notifi cation includes the following: 

  The four primary guarantees made to parents and eligible students un-
der FERPA  

  Certain defi nitions that affect local practice and compliance with the 
regulations in the areas of access and disclosure of information  

  Disclosure of practices that, while permitted, are not required but have, 
nevertheless, become commonplace or necessary at the institution          

•

•

•

FERPA guarantees eligible students the following rights.

The right to inspect and review education records

The right to seek to amend education records

The right to have some control over the disclosure of information from education records

The right to fi le a complaint for an alleged violation of these FERPA rights

•

•

•

•
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 The fi rst component grouping, given in  § 99.7(a)(2) is the statement of 
rights under FERPA. These are the four primary guarantees that were dis-
cussed in Chapter  Three . The regulations, in other words, instruct institu-
tions to announce and guarantee to parents and eligible students the basic 
rights that comprise FERPA. 

 To avoid misinterpretation or misunderstanding, the FERPA rights 
should be stated in the same way and using the same language as they 
 appear in the regulations. The opportunity for local customization comes 
in the next section,  § 99.7(a)(3), which instructs institutions to provide in the 
annual notifi cation the procedures for exercising those rights.   

The notice must include all of the following:

  i.  The procedure for exercising the right to inspect and review edu-
cation records.

 ii.  The procedure for requesting amendment of records under §99.20.

iii.  If the educational agency or institution has a policy of disclosing 
education records under §99.31(a)(1), a specifi cation of  criteria for 
determining who constitutes a school offi cial and what  constitutes 
legitimate educational interest.

§99.7(a)(3)

 Policy and procedure are discussed later in this chapter, but a number 
of considerations are worth examining in the context of the annual noti-
fi cation. Primary amongst these is a consideration of the implications of 
keeping student records in multiple locations on campus. 

 With the proliferation of technology, the ability to create and main-
tain records is a capability that has been welcomed across campuses, both 
large and small. No longer is the registrar ’ s offi ce the only locus of student 
records. Wherever records are created and maintained at the institution, 
as long as those records are education records, compliance with FERPA is 
required. So, along with that records - creation capability comes the respon-
sibility for compliance with FERPA.   

If an educational agency or institution receives funds under one or 
more of the programs covered by this section, the regulations in this 
part apply to the recipient as a whole,  including each of its compo-
nents (such as a department within a university).

§99.1(d)
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 The problem is that practice may differ from one offi ce to the next with 
regard to how records are maintained and how changes are processed to 
those records. Each and every procedure need not be contained in the an-
nual notifi cation, but the eligible student should at least be made aware that 
records exist across the campus and that access to those records for inspec-
tion and review should be requested individually from each recordkeeper. It 
may also be helpful to indicate that inspection and review applies only to ed-
ucation records and that exceptions do exist under the regulations ( § 99.3). 

 Special conditions that affect the exercise of a right may be disclosed in 
the annual notifi cation. For instance, if a campus has outsourced its records 
management functions, it may be benefi cial to disclose how storage and 
retrieval procedures impact the availability of records. If requests need to 
be made in writing, or if appointments need to be arranged for inspection 
and review, these requirements may be disclosed in the annual notifi ca-
tion. FERPA and individual state laws regarding the production of records 
specify time frame expectations for the availability of those records. Once 
a request is submitted, the opportunity for inspection and review should 
be provided within that time frame. Any extenuating circumstances or the 
need for longer periods of time to assemble records should be communi-
cated to the requesting party immediately. 

 The second component grouping is made up of defi nitions that are re-
lated to how the institution provides access to and discloses information 
from education records. In essence, the privacy rights under FERPA are 
made only to parents and eligible students. Disclosure to anyone else, to 
any third party, is an exception and must meet the requirements detailed 
in  § 99.31. In some cases, these exceptions may become ongoing practice 
or procedure. Where an exception becomes a practice, then that practice 
needs to be disclosed in the annual notifi cation. 

 Among the exceptions that may become practice for the purposes of 
disclosure in the annual notifi cation are the following.   

  Disclosures to other school offi cials who have been determined to have 
a legitimate educational interest ( § 99.31(a)(1))  

  Disclosures to other school systems or institutions where the individ-
ual seeks to, intends to, or has enrolled ( § 99.31(a)(2))  

  Disclosures to state and local authorities that may further disclose 
information from education records on behalf of the institution 
( § 99.31(a)(3))  

  Disclosures in connection with fi nancial aid ( § 99.31(a)(4))  

  Disclosures to state and local authorities in connection with reporting 
to the juvenile justice system ( § 99.31(a)(5))  

•

•

•

•

•
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  Disclosures to organizations conducting studies ( § 99.31(a)(6))  
  Disclosures to accreditation bodies ( § 99.31(a)(7))  
  Disclosure to the parents of dependent students ( § 99.31(a)(8))  
  Disclosures to comply with subpoenas and court orders ( § 99.31(a)(9))  
  Disclosures in connection with a health or safety emergency 
( § 99.31(a)(10) or where an articulable and signifi cant risk is determined 
( § 99.36)  
  Disclosures in connection with crimes of violence and nonforcible sex 
offenses ( § 99.31(a)(14))  
  Disclosures to parents of students under the age of 21 who are deter-
mined to have violated regulations governing the use or possession of 
alcohol or other controlled substances ( § 99.31(a)(15))  
  Disclosures concerning sex offenders ( § 99.31(a)(16))    

 Acknowledgment of these kinds of disclosures in the annual notifi ca-
tion need not include detailed procedures since the purpose is simply to 
notify students that the institution may make these kinds of disclosures. 

 In order to conduct any business successfully, a certain amount of in-
formation may need to be shared or made available to individuals and de-
partments within the organization. The regulations, therefore, emphasize 
disclosures to  education  (or school)  offi cials , and since the condition for dis-
closure to education offi cials is a  legitimate education interest , both terms must 
be defi ned in the annual notifi cation. Neither term, you will recall, is defi ned 
in the regulations. Rather, each institution is required to determine for itself 
how the two terms should be defi ned to meet the needs of its unique campus 
community. (Discussion of the defi nitions of education offi cials and legiti-
mate educational interest, among other terms, is included in Chapter  Two .) 

 A model notifi cation is available on the home page of the Fam-
ily  Policy Compliance Offi ce (at  www.ed.gov/policy/gen/guid/fpco/
index.html .  

  Publication of the Annual Notifi cation 
 Other than stipulating that the annual notifi cation should be made on a 
yearly basis, the FERPA regulations defer to the institution the determina-
tion of the method for notifying students in attendance. The qualifi cations 
on the annual notifi cation requirement are: 

  The notifi cation needs to be made every year.  
  The method of notifi cation must be  “ reasonably likely ”  to inform 
eligible students in attendance of their rights.  
  The notice must  “ effectively ”  notify students who are disabled of their 
rights under these regulations.  

•
•
•
•
•

•

•

•

•
•

•
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  (For K - 12) The notice must effectively notify parents whose fi rst or 
primary language is not English.          

•

An educational agency or institution may provide this notice by any 
means that are reasonably likely to inform the parents or  eligible 
students of their rights.

1.  An educational agency or institution shall effectively notify 
 parents or eligible students who are disabled.

2.  An agency or institution of elementary or secondary education 
shall effectively notify parents who have a primary or home 
 language other than English.

§99.7(b)

 In the mindset of the late 20th century, when everything was paper -
 based, institutions tended to place the annual notifi cation in publications 
such as the catalog, the schedule of classes, student handbooks, guidebooks, 
and even in the student newspaper. Certainly, the greater the visibility of the 
annual notifi cation, the more likely it was to inform students of their rights. 
Fortunately, the requirement is solely to inform students  in attendance  since 
the rights are guaranteed only to students currently in attendance. 

 With the trend toward electronic media at the beginning of the 21st 
century, the most likely and appropriate place for the annual notifi cation 
is quickly becoming the campus website or within student access systems 
themselves. After all, the FERPA requirement is to  “ reasonably ”  inform 
eligible students of their rights. Institutions that require students to utilize 
campus systems for enrollment and business transactions, verifi cation of 
the accuracy of records, and other campus communications may well ar-
gue that publication of the annual notifi cation in this medium meets the 
qualifi cation of reasonable and likely notice. 

 At some point, all publications may become electronic, but for the time 
being, it seems prudent to supplement electronic libraries with the tradi-
tional publications that likely are the fi rst places that students and parents 
seek evidence of campus policy. 

 The second caveat expressed in the regulations is that notifi cation 
be  “ effectively ”  available to certain types of students. The regulations 
 mention the disabled student for postsecondary education, and, in 
the case of K – 12 students, parents whose fi rst language is not English. 
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 Reasonable  accommodations under the Americans with Disabilities Act 
(ADA) drive the fi rst qualifi cation, which requires the availability of the 
annual notifi cation in formats that are accessible to the disabled, includ-
ing the sight and hearing impaired. For K – 12, the language considera-
tion is an appropriate caution inspired from the No Child Left Behind 
(NCLB) Act.  

  The Historical Record 
 Discussions of the publication of the annual notifi cation usually focus on 
concerns about reaching students in attendance. But another consideration 
that should be taken into account is that of the historical record. What if a 
question arises about your disclosure of FERPA rights two, ten, or more 
years ago? Having a policy that stipulates where your annual notifi cation 
is published is certainly a starting point, but what about proof? 

 For the institution of higher education, the historical record is generally 
considered to be the catalog. The catalog documents the academic programs 
of the institution and often details courses and their descriptions, program 
and admission requirements, policies and procedures, and other historical 
information. The catalog is the marketing piece for prospective applicants 
and functions as an integral dossier promoting institutional advancement 
and funding qualifi cation. It is the institution ’ s offi cial record of identity and 
achievement. 

 A good practice would be to include the annual notifi cation in your 
 catalog as a way of preserving a historical record of the institution ’ s compli-
ance with this FERPA requirement. This placement would be in addition to 
any other venues in which the annual notifi cation may be contained. Because 
of its permanence as an archival record, inclusion in the catalog ensures proof 
positive of the institution ’ s compliance with FERPA for generations to come.  

  Compliance with the Annual Notifi cation Requirement 
 The annual notifi cation requirement is the starting point for any review 
or self - audit for compliance with FERPA. In fact, the annual notifi cation is  
often the best platform from which to construct FERPA training strategies 
for the campus. It is, after all, the annual notifi cation which summarizes 
campus commitment to the regulations and provides a summary detail for 
students regarding the exercise of their rights. 

 While the campus registrar may be the most likely offi cial to craft the 
institution ’ s annual notifi cation and defi ne the process of its distribution, 
the FPCO website offers guidance to institutions struggling with some of 
the components of the disclosure.   
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Compliance Checklist: Annual Notifi cation

Publication Where is your annual notifi cation published?

Do students in attendance know where to fi nd it?

Time frame Is the annual notifi cation published annually?

Availability Is the annual notifi cation available to all students in attendance at the institution, 

 including for those students with special needs and requirements?

Completeness Are all of the required elements included in the annual  notifi cation?

Review Is the annual notifi cation reviewed and updated on a  regular  basis to ensure compli-

ance with amendments and offi cial  guidance on FERPA?

  Policy and Procedure 
 An important area of interest for any investigation, whether by the FPCO 
or by a court of law, is that of the institution ’ s policies and procedures. 
 Polices and procedures are documentation of the governing philosophy 
and performance structure of an organization, the operational manual of its 
existence as a commercial or public entity. Policies and procedures  provide 
a foundation for why certain practices are perpetuated and why specifi c 
actions are taken. They guide the organization ’ s response to situations that 
may be market - driven or the result of unexpected catastrophes.   

 In  § 99.62, the FERPA regulations declare that in response to an investiga-
tion by the Department of Education, institutions may be required to submit 
 “ information on policies and procedures. ”  Curiously, this requirement is not 
expressed to cite policies and procedures directly but rather  information about  
those policies and procedures. This is, no doubt, because policies and pro-
cedures can be quite extensive and encompass more areas than simply edu-
cation records and student privacy. However, this is not to say that policies 

In response to an FPCO investigation, institutions may be required to submit

Reports

Information on policies and procedures

Annual notifi cations

Training materials

Other necessary information

•

•

•

•

•
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and procedures may not provide a vital defense in support of an institution ’ s 
position or response to any alleged violation of the regulations. 

 It is not the purpose of this volume to comprehensively address the 
records management concerns of policies and procedures. But since the 
FERPA regulations single out  “ information on policies and procedures ”  as 
a requirement in the process of investigating an alleged violation, it would 
be benefi cial to focus on records management as it relates to an institution ’ s 
compliance with FERPA. 

  Documentary Evidence 
 The terms  records  and  documentation  tend to invoke an initial image of some-
thing concrete — paper, in other words. When FERPA introduces the term 
 record , it takes great pains to explain that records exist in a variety of media 
beyond paper forms, correspondence, and transcripts. The same is true of 
the term  record  where records management is concerned. What is impor-
tant about the concept of a record is that a record attests to something. A 
record provides documentary evidence of people, actions, and things. 

 Where policy and procedure is concerned, this documentary evidence 
substantiates practice, guides decision making, and provides historical tes-
timony. In that sense, there are certain characteristics that are necessarily a 
part of effective policy and procedure.   

   Written . Policies and procedures demand the authority of the printed 
word. They must be formalized so as to accurately refl ect the estab-
lished position of the institution.  
   Accessible . Policies and procedures must be available and easily acces-
sible to staff and managers throughout the department, organization, 
or institution. You cannot expect people to follow rules unless they are 
aware of those rules, can consult them when the need arises, and can 
act on them. This last qualifi cation further stipulates that policies and 
procedures must be written in a way that can be easily understood by 
the individuals who must follow them or put them into practice.  
   Current . Policies and procedures must be kept current, incorporating 
new practices and requirements that result from new technologies, 
changes in legislation, and constituent demands.  
   Specifi c . While some policies and procedures can address universal or 
global concerns for an organization, most must be specifi c enough to 
direct operations in a particular area or activity.  
   Evidentiary . An organization must be able to produce its policies and pro-
cedures if necessary to defend itself in a court of law, in response to any 
legal investigation, or as an answer to the demand of students and other 
constituents.    

•

•

•

•

•
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 Many of these characteristics seem obvious, but in a fast - paced business 
environment, the obvious is often overlooked. For example, there is a tenden-
cy to become overly legalistic in the language of policy. While such formality 
may be appreciated by attorneys, managers must remember that for policy 
and procedure to be effectively enforced, it must be understood by those who 
must follow the rules and by those who are affected by that policy. 

 Specifi city is an important characteristic and in response to a FERPA 
investigation, it is specifi c policy and procedure that may be at issue. Some 
of the areas that would be of interest in a FERPA investigation are: 

   Annual Notifi cation . This specifi c FERPA requirement is already ad-
dressed separately in this chapter.  

   Disclosure of Information from Student Records . How does the institution 
disclose information from education records? Disclosures include not 
only those in response to student requests but also requests from third 
parties. How does the institution determine whether disclosures — and 
what kind of disclosures — are appropriate? What other kinds of disclo-
sures are appropriate to the specifi c campus community — to campus 
police, for example?  

   Amendment of Records . How do students request amendments to their 
records? How are the provisions for hearings and statements of deter-
mination ( § 99.20 – 99.22) carried out at the campus?  

   Disciplinary Processes . How is the disciplinary process adjudicated at 
the campus? Who is involved in a disciplinary proceeding? Where are 
decisions recorded and how are disciplinary records maintained? What 
impact, if any, do disciplinary matters have on the transcript?  

   Outsourcing and Contracting . What is the process for utilizing third 
 parties for services that involve the disclosure of non - directory infor-
mation from student records? Among the considerations here are the 
use of written agreements, FERPA training for the third - party service 
providers, and commitments for the recordation and transmission of 
authorized further disclosures, if warranted ( § 99.32 – 99.33).  

   Deceased Students . What is the institution ’ s position on the disclosure of 
information from the education records of a deceased student? FERPA 
makes no requirements, but the question is not a rare one.            

   Records Retention . What are the institution ’ s permanent and nonperma-
nent records? How long are nonpermanent records maintained? What 
is the process for and documentation of destruction of records?    
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 And fi nally, there are other policies that may cover issues beyond 
 FERPA but are certainly relevant to FERPA compliance.   

   Changes to and Appeals on Grades . How do students request a grade 
change or appeal a grade assigned in a course? Students cannot chal-
lenge a grade under FERPA, so the institution must make other provi-
sions for dealing with disagreements about student performance and 
evaluation.  

   Access to Records . What is the procedure for accessing records that are 
not governed by FERPA requirements? Does admissions have a policy 
and procedure in place for applicant records? Is there a campus proce-
dure for responding to requests regarding the records of deceased stu-
dents? Who can access records? What recordation requirements  apply, 
if any? How are original records fi led and how is access to original 
documents controlled (removal from storage sites)?            

   Appeals . In nearly every area, there must be a process and/or a fi nal 
decision maker identifi ed to deal with situations that challenge the 
 established procedure.  

Privacy Rights of the Deceased
Whether or not the dead have any rights often depends on who you ask. In many legal circles, the as-

sertion is that the dead have no rights. And the charge seems to bear up since the Privacy Act of 1974 

and legislative history overlook the issue. In the medical and law enforcement arena, the decedent 

ceases to be an individual and becomes property where custody rights become effective.

The U.S. Department of Defense (DoD) uses an assessment test posed by disclosure provisions in 

the Freedom of Information Act (FOIA). The FOIA permits government agencies to withhold disclo-

sures if the disclosure would otherwise pose an invasion of privacy regarding personnel, medical, and 

law enforcement records.

In a 1998 Defense Board Privacy Opinion regarding deceased person’s rights, published at www.

defenselink.mil/privacy/opinions/op0002.htm, the DoD arrived at the following determination.

Demise of a record subject (ending Privacy Act protection which permits disclosure only when re-

quired by the FOIA) does not mean the privacy protective features of the FOIA no longer apply. Public 

interest in disclosure must be balanced against the degree of invasion of personal privacy. An agency 

need not automatically, in all cases, “disclose inherently private information as soon as the individual 

dies, especially when the public’s interest in the information is minimal.” [Kiraly v. Federal Bureau of 

Investigation, 728 F 2d 273, 277 (6th Cir. 1984).]

The DoD concluded that since decedent records may have implications for the privacy of other 

individuals, great care should be exercised in determining what kind of information, if any, can be 

disclosed about a decedent.
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RECOMMENDED POLICY: RECORDS OF DECEASED STUDENTS

1.  The privacy rights of deceased students are administered by (the institution), which affi rms 

the continued privacy of education records, while recognizing the rights of court-appointed 

executors of the deceased student’s estate.

2.  Disclosures from the records of deceased students require the following documentation.

Written request detailing the specifi c records requested and the purpose for which the 

records are requested

Copy of the deceased student’s death certifi cate

Documentation regarding the requesting party’s right to the information being sought

3.  Acceptable documentation for proof of the requesting party’s right to access information 

includes, but is not limited to, the following.

Court or legal documentation of executor appointment or estate administrator

Copy of obituary, indicating surviving heirs and/or relationship of the requesting party

Formal request from the media or research organization specifying requested information 

and intended purpose(s) for use of the information

4.  The institution reserves the right to review all requests for access to the records of deceased 

 students and to make a fi nal determination on the merit of the request and/or the appropri-

ateness of the disclosure.

•

•

•

•

•

•

   Access Agreements . Are staff — including student workers — adequately 
informed about the confi dentiality of records, the applicable regula-
tions, and the potential for disciplinary action, up to and including 
 dismissal, for unauthorized disclosures? Agreements should exist and 
be maintained either in the department that  “ owns ”  the record or in the 
human resources offi ce.  

   Technology Protocols . How are records backed - up and archived? In the 
event of system performance failures, how are information and entire 
databases reconstructed?  

   Contingency Planning and Business Recovery . What protocols are in place 
to address natural and human - initiated disasters and the  business 
recovery process after a disaster? Access to student records, current 
 registration data, class rosters, local addresses, and emergency  contact 
information should be vital components for an immediate accounting 
of  survivors following the disaster. Business recovery plans should in-
clude the  continuity of educational activities and the ability to recon-
struct  education records.           
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  Records Management Resources 
 A number of resources are available to institutions for the development, 
codifi cation, and implementation of a successful records management 
strategy. 

 On campus, records management offi ces and campus archivists may 
be instrumental in taking the lead to establish broad campus policies, but 
individual offi ces need to establish their own policies and procedures that 
govern their specifi c areas of operation and business needs. After all, the 
needs of the registrar, admissions, fi nancial aid, information technology, 
student health, and student life are unique in their activities as well as in 
the regulatory umbrellas under which they operate. 

 The literature on records management is vast, including volumes and 
white papers written to address the needs of specifi c industries. Numer-
ous books and articles address areas of records management in all man-
ner of  media, including electronic, imaging, digital, and other formats or 
platforms. 

 One of the most helpful resources available to individual managers, 
offi ces, and institutions is ARMA International, an organization that effec-
tively sets the standard for records management strategies in the United 
States and internationally. Membership in ARMA International includes 

Student Records Contingency Planning
Emergency and contingency planning that focuses on education records must incorporate both short- 

and long-term needs. Following the disaster, the health and safety of students must be of prime impor-

tance. Current registration data, location information, and emergency contact names are all important. 

As the business recovery commences, the reconstruction of student records takes precedence.

Depending upon local needs, emergency preparedness may incorporate a variety of strategies.

Back-up systems and data may be stored and/or duplicated at sister institutions in another area of 

the country.

Off-site storage of back-up data tapes and system information can be stored with professional 

archival or emergency storage companies. These fi rms often utilize temperature-controlled 

containment and storage facilities located in geologically stable environments to ensure reliable 

availability for business continuity in the event of a disaster.

For short-term accountability assessment, downloads of student lists, location and emergency 

contact information, and registration schedules can be made to a laptop computer or notebook 

that can be easily taken by appropriate personnel during an evacuation.

•

•

•
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records managers, archivists, information technology professionals, and 
records management programmers in various technologies and fi elds of 
operation. The fact that nations beyond the United States and Canada par-
ticipate in the organization ensures some consistency in operations on a 
global basis as well as contributes to a broader awareness of issues and 
developing concerns for all of the represented professions.   

 For higher education, the American Association of Collegiate  Registrars 
and Admissions Offi cers (AACRAO) has taken the lead and published 
 recommendations for the retention of records at postsecondary institu-
tions. AACRAO ’ s recommendations encompass various types of forms and 
records created and maintained throughout the campus. The AACRAO 
guide provides an excellent model for establishing a local records retention 
policy and procedure. 

 Because this is an area of great concern to registrars and student affairs 
offi cials, a transcript guide offers recommendations on the type of informa-
tion that should, according to AACRAO, be part of the historical, academic 
record of a student. Key considerations in regard to the transcript are aca-
demic relevance and chronological historicity. 

 AACRAO also publishes a number of other guides and manuals 
that address policy, procedure, and best practice in higher education 
processes. 

ARMA International
A not-for-profi t professional association, ARMA International is the source authority for records and 

information management, both paper and electronic. The association’s membership is comprised of 

records management professionals from a variety of industries, including government, law, health care, 

fi nance, and education. In addition to the United States and Canada, members come from at least 30 

other countries.

Founded in 1955, the association was originally known as the Association of Records Managers 

and Administrators (ARMA). With the advances in communications and technology in the late 

20th century, the field of records management experienced global expansion and generated 

an explosion of new business concerns and responsibilities. ARMA, therefore, became ARMA 

International.

In addition to its involvement with legislation and professional development, ARMA International 

provides resources to its members on all aspects of records management.

The association’s website is www.arma.org.
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 Included in the  § 99.62 list of items that the FPCO may request to re-
view in the event of an investigation of an alleged FERPA violation is 
the institution ’ s training materials.   

The Offi ce may require an educational agency or institution to 
 submit reports, information on policies and procedures, annual 
 notifi cations, training materials, and other information necessary 
to carry out its enforcement responsibilities…

§99.62

Compliance Checklist: Policies and Procedures

Publication • Where are your policies and procedures offi cially published. 

•  Are policies and procedures available to managers and staff in an easily accessible and 

understandable format?

Timeframe Is policy development part of strategic planning and operational review protocols to ensure 

that polices and procedures are available to staff and business units as they are needed?

Availability •  Are policies and procedures available to managers and staff in an easily accessible and 

understandable manner. 

•  Are policies and procedures formatted in such a way as to permit printing of individual 

policies and procedures for training and disclosure purposes?

Completeness Are there any areas of business practice that are not codifi ed through institutional policy 

and procedure? Beware of processes that expose staff and the institution to potential 

legal and public relations risk.

Review Are policies and procedures evaluated on a regular basis to ensure applicability to 

 changing practice and business requirements?

    Training Materials     

In response to an FPCO investigation, institutions may be required to submit

Reports

Information on policies and procedures

Annual notifi cations

Training materials

Other necessary information

•

•

•

•

•
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 When proposed in the March 24, 2008, edition of the  Federal Register , 
the reasons given were hardly elucidating.     

 The [proposed] regulations are needed to clarify the kinds of information 
that may be required should the Offi ce seek to determine whether a violation 
constitutes a policy or practice of the agency or institution. [Page 15591]   

 And the December 9, 2008, issue of the  Federal Register  included no re-
sponses to the original proposal. 

 The inclusion of training materials in the list of investigatory items is not 
a surprise. In the aftermath of the Virginia Tech tragedy, federal investigators 
determined that there was a signifi cant lack of understanding on the part of 
campus staff in regard to FERPA. Education offi cials were unsure about what 
they could communicate, even to each other. This fear of violating FERPA was 
the reason for silence on the part of education offi cials who might have raised 
concern about the emotional and psychological state of the student before the 
explosion of violence that claimed so many staff and faculty lives. 

  Legislating Training 
 Wikipedia begins its entry on training with the following defi nition:   

 The term  training  refers to the acquisition of knowledge, skills, and com-
petencies as a result of the teaching of vocational or practical skills and 
knowledge that relate to specifi c useful competencies.   

 Unfortunately, training as a value in organizations is not often given the 
priority it should have. For many managers, allowing for training means 
having to deal with periods of short staffi ng, not to mention the costs as-
sociated with the professional development programs themselves. And 
human resources professionals know only too well that in budget - cutting 
periods, training is often the fi rst initiative to go. 

 Yet, training is an important part of workforce development and the 
leadership development of individual employees. As processes change in 
business and industry, staff members need to be educated and their skills 
sets upgraded to keep their performance relevant to the current state of the 
business environment. This strategy of continuing education or lifelong 
learning specifi cally includes knowledge, skills, and competencies —  distinct 
components of individual development that are all equally necessary to 
 ensure success and fulfi llment. 

 The last decade of the 20th century witnessed a vast array of programs 
and initiatives focused on engendering and inspiring ongoing personal 
and organizational renewal. The benchmarks for quality service became 
equated with empowerment and the ability to get things done effi ciently 
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and effectively. Because a knowledgeable workforce is essential to success, 
the focus on training and adequately equipping professionals to perform 
in their assigned arenas has made its way even into legislation. 

 In 2007, the Federal Trade Commission (FTC), the National Credit Un-
ion Administration (NCUA), and a number of other federal banking agen-
cies collaborated on a proposed amendment to the Fair and Accurate Credit 
Transactions (FACT) Act of 2003. Known as the Identity Theft Red Flags and 
Address Discrepancies Rules, or Red Flags Rules, the legislation was passed 
and set to go into effect on November 1, 2008. The implementation date was 
twice delayed by the FTC, fi rst to May 1, 2009, and then to August 1, 2009. 

 The Red Flags Rule is concerned primarily with the accounts of fi nan-
cial institutions and creditors who offer clients  “ covered accounts. ”  This 
is where the legislation affects postsecondary institutions since its student 
accounts and other fi nancial services may qualify under the legislation. 

 FACT refers to a  creditor  as an entity that defers payment for services 
through a  covered account , which is an account relationship that includes mul-
tiple payments or transactions. Institutions are creditors when students have 
an option of paying for tuition and services over a period of time or through 
a series of payments. Also qualifying are those institutional card services that 
allow students, faculty, and staff to deposit funds that can be used at campus 
retail establishments, such as the bookstore, food outlets, and copy centers, 
or for other campus services. Appropriate amounts are deducted from the 

Implications of the Red Flags Rule
To halt the incidence of identity theft in the fi nancial industry, the Federal Trade Commission (FTC), 

the National Credit Union Administration (NCUA), and other federal agencies proposed the Red Flags 

Rule as an amendment to 2003’s Fair and Accurate Credit Transactions (FACT) Act. The rule contains a 

number of requirements revolving around the establishment of identity theft prevention programs at 

fi nancial institutions and institutions acting as fi nancial entities. Written program materials, the desig-

nation of a program moderator, and protocols for identity theft detection and response are among the 

provisions of the rule.

The rule also gives the FTC enforcement authority. Violations of the rule carry civil penalties of up to 

$2,500 per violation. The FTC may also issue cease and desist orders in applicable situations.

The emergence of the Red Flags Rule and its applicability to fi nancial accounting affects student ac-

counting, fi nancial aid, and other fi nancial services provided to students, staff, and faculty on campus. But 

the codifi cation of endeavors to curb identity theft in fi nancial transactions may also have  implications 

for identity theft activity in other institutional recordkeeping endeavors—specifi cally, fraudulent 

 transcripts and the processing of certain changes to personally identifi able information (such as address 

changes).

While there is no applicability of the Red Flags Rule to nonfi nancial activities, a precedent has been 

set for institutional responsibility and proactive strategies to combat identity theft.

c06.indd   216c06.indd   216 7/29/09   2:05:12 PM7/29/09   2:05:12 PM



 Strategies for FERPA Compliance 217

card each time the cardholder makes a purchase or initiates a transaction. 
Additional funds can be added to the card balance at any time.   

 The purpose of the Red Flags Rule is to identify and to force creditors to 
react quickly at the fi rst instance or detection of any signs or intimations of 
potential identity theft. A  red fl ag , in the legislation, is  “ a pattern, practice, 
or specifi c activity that indicates the possible existence of identity theft. ”  

 Among other things, the Red Flags Rule requires a creditor to identify red 
fl ags in its operations and to develop protocols for responding to those red 
fl ags. The rule is so stringent that it requires the institution to develop its iden-
tity theft prevention program, document the program in written form, and 
formally seek concurrence of the highest levels of institutional authority. Not 
only must a program manager or key point person be named to oversee the 
program, but relevant staff must undergo training to ensure that they are able 
to detect and respond to potential red fl ag activity whenever it should occur. 

 The training requirement is one of the fi rst instances of such a provision 
in legislation. Usually, the passage of a bill, like a new policy in an organi-
zation, carries the implication that people need to be educated on what is 
changed or what is being introduced. With the Red Flags Rule, however, 
there is no assumption, because the training requirement is stipulated as a 
matter of compliance.   

 Although FERPA is not as explicit, the concern for training of all cam-
pus staff exists and has been evident by the outreach efforts of the Family 
Policy Compliance Offi ce (FPCO) and its regular training efforts through-
out the nation. In each of its presentations, the FPCO has insisted that train-
ing needs to be carried back to other campus staff, ensuring that awareness 
and responsibility are campuswide.  

RED FLAGS

Federal banking regulators have identifi ed at least 26 red fl ags or indicators of potential identity 

theft activity. Generally, these red fl ags involve fi nancial accounts and include the following.

Address discrepancies

Name discrepancies—identifi cation, insurance information

Presentation of suspicious documentation

Inconsistencies with data and information already on fi le

Unusual use or suspicious activity on a covered account

Unusual or suspicious activity reported by consumers, law enforcement, and others
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  Who Needs to be Trained? 
 The fi rst question that comes to the minds of managers is a practical one: 
who needs to be trained on FERPA? And unfortunately, the immediate ob-
jection is familiar one: isn ’ t FERPA more of a concern for the registrar and 
for other student records offi ces? The response should be an emphatic and 
decided  “ No! ”  

Who needs to be trained on FERPA?

Academic advisors

Academic department personnel

Admissions recruiters and offi cers

Advancement staff

Advisors to student groups

Advisors to student publications

Alumni offi ces

Archivists

Athletic coaches and staff

Bursars

Campus activities coordinators

Campus counsel

Campus life staff

Campus telephone operators

Campus representatives

Campus safety offi cers and personnel

Career center advisors and staff

Chancellors and vice chancellors

Collections and fi nancial accounting staff

Computer training staff

Curators and student showcase staff

Deans

Department managers and support staff

Disability service offi cers

Faculty

Financial aid advisors

Hospitality directors and tour guides

Housing directors and staff

Information technology

Librarians

Ombuds counselors and staff

Outside service providers

Parent relations staff

Parents

Recreational services staff

Records managers

Registrar and registrar staff

Residence assistants

Secretaries and receptionists

Student accountants

Student affairs

Student committee members

Student health providers

Students in attendance

Student workers

Study abroad staff

Teaching assistants

Theater and performance directors

 Everyone on campus who deals with student information, who has ac-
cess and custody of student information, and who has occasion to disclose 
information from student records needs to be aware of the personal and 
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institutional responsibilities under FERPA. This population includes a wide 
range of education offi cials. Each institution needs to determine for itself 
who would be included in this group — indeed, where the risk of unauthor-
ized disclosure may exist. And making that determination, the institution 
needs to ensure that training and training resources are available for this 
population. 

 The list of campus personnel who may or may not  require FERPA 
training is general and not exhaustive. Whether or not training is rel-
evant for each of these individuals depends upon the job responsibili-
ties assigned to each position or class of employees at each institution or 
campus. 

 When determining who needs training, every aspect of the individual ’ s 
job responsibilities must be examined to determine where the potential for 
unauthorized disclosures of information may occur. Many times, the po-
tential for  unintentional  disclosure is overlooked.   

  Think about social situations where faculty and campus administrators 
may be brought together with parents and other sponsors or guard-
ians. A natural opening to any conversation might well be about the 
academic performance of individual students.  
  What about post - game events that include parents, coaches, and the 
media?  
  What about the aftermath of an event that draws attention to students 
and situations at your campus? Are protocols in place to put report-
ers and other media representatives in touch with the campus offi cials 
who know what can and cannot be disclosed?    

 While FERPA training strategies begin with the registrar and other re-
cordkeepers of student information, that is only the beginning.  

  Training Resources 
 In the revision to  § 99.62, the importance of campus - wide training and 
compliance is indirectly referenced. Should an investigation be opened 
into a potential violation of FERPA at a campus, the FPCO will need
to determine the level of awareness and expertise of the education offi -
cials involved in the alleged violation. The level of training afforded local
campus offi cials is important in determining whether a potential viola-
tion is the result of ignorance, misunderstanding, or deliberate practice, 
however uninformed. Therefore, training materials may be required
to substantiate or explain the circumstances contributing to the alleged 
violation. 

•

•

•
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 Knowing that training materials might be requested by the FPCO as 
part of an investigation is a key benefi t of the 2008 Amendments. On the 
one hand, the importance of developing and maintaining FERPA training 
strategies on the campus is underscored. On the other hand, campuses 
must be ready to produce documentation demonstrating how education 
offi cials and staff are educated in their FERPA responsibilities. These mate-
rials need not be individually developed at the campus, but they must exist 
as proof of campus efforts to ready staff for their responsibilities. 

 Publications, videos, and other materials may be maintained in a cen-
tral library or made available on training websites. At the very least, man-
agers should have ready access to FERPA reference materials, whether it 
be the library of information compiled on the Department of Education 
website ( www.ed.gov ) or other commercially available materials.   

 A number of training resources and strategies are available to institu-
tions. These include: 

  In - person training seminars and programs  
  Electronic media programs — audio and/or over the web  
  Publications and newsletters  
  Prerecorded media programs    

 In - person training programs are usually the most effective because 
they allow participants to interact with the presenter and to ask questions 
specifi c to their individual workplace concerns. Resources for in - person 
presentations may even be available on campus. The registrar is a good 
place to start. Campus counsel is another resource, although because of 
their schedules, campus attorneys may not always be readily available for 
training or for consultation with general staff. 

 If the institution must seek external resources, presentations can be cus-
tomized to the individual campus operations and procedures. The FPCO 

•
•
•
•

FERPA TRAINING RESOURCES—ON CAMPUS

Registrar or director of student records

Dean/vice chancellor of student affairs

Campus counsel

Records management offi ce/division

•

•

•

•
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has conducted general training to both higher education and K – 12. Local 
professionals have also contributed their expertise through professional de-
velopment events and conferences. To be sure, there is a growing number 
of FERPA experts — including yours truly — throughout the country.   

 Where in - person or on - site programs are not possible, participation in 
audio conferences and webinars offers an opportunity to train a large group 
relatively quickly and inexpensively. A number of major conference provid-
ers that cater to K – 12 and higher education present programs on FERPA and 
the application of FERPA in various and specifi c areas of education opera-
tions. While training for larger groups is facilitated in this way, the ability 
to ask questions or to engage in a conversation specifi c to the participant ’ s 
campus is often short - circuited by the distance learning format.   

 Publications may be diffi cult to fi nd unless you know where to look. A 
number of quality providers quickly come to mind.   

   AACRAO Publications . The American Association of Collegiate Regis-
trars and Admissions Offi cers ( www.aacrao.org ) periodically publishes 
a  FERPA Guide  and its  AACRAO Transcript  newsletter is a good source 
of timely information regarding FERPA and other higher education 
concerns.  

   CLHE Publications . From the legislative perspective, the Council on 
Law in Higher Education ( www.clhe.org ) is a valuable resource for 
information regarding all regulations and proposed legislative action 

FERPA TRAINING RESOURCES—IN-PERSON PRESENTATIONS

American Association of Collegiate Registrars and Admissions Offi cers (AACRAO)

(www.aacrao.org) Annual meeting and higher education programs scheduled throughout the year. 

State and regional associations, part of the national AACRAO organization, hold their own annual 

meetings and professional development events.

Cliff Ramirez & Associates

(www.pdrenterprises.net) Consultation and customized on-site FERPA training.

U.S. Department of Education, Family Policy Compliance Offi ce (FPCO)

(www.ed.gov) The FPCO is the offi ce in the U.S. Department of Education charged with interpreting, 

adjudicating, and enforcing FERPA. The FPCO presents training events for K–12 and for higher educa-

tion throughout the year. Programs are arranged through individual school districts, local colleges 

and universities, and AACRAO.
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from Capitol Hill that affect higher education. The CLHE has produced 
book - length resources, such as  Privacy in the 21st Century  and online 
newsletters, such as  The Regulatory Advisor .  

   Wiley/Jossey - Bass . Publications and newsletters provide extensive and 
timely information on FERPA and other higher education strategies 
and operations. Jossey - Bass ( www.josseybass.com ) is an imprint of 
John Wiley and Sons., Inc. ( www.wiley.com ) and the publisher of 
this volume and other valuable resources.  The FERPA Answer Book 
for Higher Education Professionals  provides legal and operational as-
sistance regarding FERPA.  The Successful Registrar  and  The Enrollment 
Management Newsletter , both recently acquired from LRP Publications, 
keep higher education professionals current on legislation, trends, 
and change.  

   LRP Publications . A number of FERPA titles are included in the online 
catalog of LRP Publications ( www.lrp.com ).  Managing the Privacy of 
Student Records  includes both a textbook for in - class or individual study 
and a manual for facilitators who lead FERPA training sessions.  Man-
aging the Privacy of Student Records  was created to provide higher edu-
cation institutions with an off - the - shelf FERPA workshop that could 
be easily tailored to local campus needs. A number of FERPA training 
videos are also available from LRP.    

FERPA TRAINING RESOURCES—MEDIA PRESENTATIONS

Academic Impressions

(www.academicimpressions.com) Webinars on a variety of topics for education; audiotapes of pre-

vious conference broadcasts available for purchase.

ELI Research—Audio Solutionz

(www.audiosolutionz.com) Audio conferences; audiotapes of previous audio conference broad-

casts available for purchase.

LRP Conferences

(www.lrpconferences.com) Audio conferences; audiotapes of previous audio conference broad-

casts available for purchase.

Progressive Business Publications

(www.pbconferences.com and www.higheredhero.com) Audio conferences; audiotapes of previ-

ous audio conference broadcasts available for purchase.
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   Progressive Business Publications . In addition to audio conferences, 
Progress Business Publications ( www.pbp.com ) offers newsletters and 
other resources. For K – 12,  Legal Update for Teachers  is a monthly news-
letter specifi cally targeted to teachers, principals, and other administra-
tors in elementary and secondary education.  

   The Chronicle of Higher Education . The premier news - reporting agency 
on education, the  Chronicle of Higher Education  ( chronicle.com ) provides 
a wealth of information on various concerns for faculty, staff, and the 
public.  

   Insider Higher Ed . For online reference, Insider Higher Ed ( www.insid-
ehighered.com ) focuses on higher education concerns from numerous 
perspectives such as legislation, policy, and culture.    

FERPA PUBLICATIONS FROM CLIFFORD A. RAMIREZ

Available through LRP Publications

Managing the Privacy of Student Records: A Textbook of FERPA Basics, 2002. This is the work-

book for the Managing the Privacy of Student Records workshop that can be used in class or as 

an individual, interactive study aid. Essentials from the workshop are conveyed in a fast-moving 

presentation that is comprehensive and a quick read.

Managing the Privacy of Student Records: The Leader’s Guide, 2002. This is the facilitator’s 

teaching manual, providing instruction and background information for conducting the Manag-

ing the Privacy of Student Records workshop at your campus. Includes additional handouts and 

scenarios for discussion.

The FERPA Transition: Helping Parents Adjust to Higher Education Records Laws, 2004. A guide 

for education offi cials in interpreting and explaining FERPA to parents and other campus clients 

and constituents. Includes a summary exposition of legislation that has amended FERPA since its 

initial passage.

FERPA: What You Can and Can’t Release, 2004. FERPA basics are presented in this train-

ing video that can be used as a refresher for staff meetings and professional development 

events.

Records Management in Higher Education: Ensuring Organization, Effi ciency, and Legal Compli-

ance, 2006. Written with records management expert Linda Arquieta-Herrera. A records manage-

ment manual for higher education recordkeepers and managers.

Available from Jossey-Bass

The FERPA Answer Book for Higher Education Professionals, 2009. Updated and revised with at-

torney Aileen Gelpi. A legal question and answer book on issues and concerns that revolve around 

FERPA and FERPA compliance. Includes a subscription for ongoing updates and revisions to the 

manual.
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Compliance Checklist:Training

    Timeliness       How often are training and reminders about training provided to staff? Reminders 

should be made at least once a year.     

    Resources 

and Awareness  

     •  Do campus faculty and staff know where to direct questions regarding FERPA?  

  •  Have you created FERPA training materials or a library of training materials that are 

available to staff throughout your campus?  

  •  Do you publicize FERPA training opportunities at your campus?     

    Tracking       •  How do you track staff and faculty participation in FERPA training?  

  •  Are staff and faculty provided with training or training reminders at least once a year?     

    Review    How do you evaluate the effectiveness of your FERPA training?  

  Reports and Other Documentation 
 The last component of items that an institution may be required to produce 
for the FPCO during an investigation of an alleged FERPA violation in-
cludes  “ reports … and other information necessary to carry out its enforce-
ment responsibilities ”  ( § 99.62). In fact, prior to the 2008 Amendments, the 
regulations at  § 99.62 read simply as follows.     

 The Offi ce may require an educational agency or institution to submit 
reports containing information necessary to resolve complaints under the 
Act and the regulations in this part.   

 The inclusion of the other three items — information on policies and 
procedures, annual notifi cations, and training materials — represents a 
more serious expansion of the FPCO ’ s investigatory responsibilities and 
enforcement authority of the FERPA provisions.   

 When the regulations, in  § 99.62, refer to reports and other information 
that may be relevant to the investigation, the kind of documentation in-
cluded here is extremely broad and may have relevance only to the specifi cs 

In response to an FPCO investigation, institutions must submit

Reports

Information on policies and procedures

Annual notifi cations

Training materials

Other necessary information

•

•

•

•

•
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of the complaint. Records may need to be culled from various areas of the 
campus. Remember that FERPA applies to all components and offi ces of an 
institution ( § 99.1(d)). 

 The nature of the alleged violation will dictate the kind of records or ad-
ditional information that may need to be provided to the FPCO. In the case of 
 Gonzaga v. Doe  (see the sidebar on page 25), the relevant information would 
have included documentation and specifi cs of the investigation that was clan-
destinely conducted by university offi cials behind John Doe ’ s back. That this 
particular case ran its gamut through the courts of Washington State and even 
to the U.S. Supreme Court is indicative that all information necessary to a par-
ticular complaint may need to be produced and require extensive evaluation. 

 Documentation and records that are not voluntarily surrendered may be 
subject to the demands of a court subpoena. And, as with all requests for 
inspection and review, documents that have been requested for that purpose 
cannot be destroyed before the opportunity for inspection and review has 
been provided.   

EXAMPLES OF REPORTS AND OTHER DOCUMENTATION

Catalogs

Confi dential records, including assessments and evaluations

Correspondence, including both written and electronic

Data downloads and extracts

Departmental and institutional reports

Disciplinary records and disciplinary hearing documentation

Disclosure records

Education records

Faculty handbooks and other materials

Forms, blank and completed

Housing and campus life records

Meeting minutes and exhibits

Miscellaneous documentation and publications

Offi ce fi les and records

Offi cial reports compiled, published and unpublished

Program requirements

Publications, including both paper and electronic

Student directories

Student handbooks, guides, and program materials

Transcripts and transcript legends
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 In considering  “ reports … and other information, ”  institutional offi cials 
should be reminded of the critical importance of their records management 
strategies and of the need for documented policy and procedure. As stated 
before, policies are part of the vital records of an institution. In a court of 
law, policies can be the documentary evidence that offi cially substantiates 
institutional action and practice. 

Compliance Checklist: Reports and Other Documentation

Availability • Are institutional fi les maintained in a complete and organized manner?

• Are documents, policies, and other reports easy to locate and reproduce if necessary?

Review •  Are your records management and records retention policies reviewed periodically to 

ensure they are up to date and consistent with institutional needs?

•  Are your records management and records retention policies reviewed periodically to 

ensure they are up to date and consistent with appropriate legislation and regulation?

   Maintaining  FERPA  Compliance 
 Achieving FERPA compliance is only as good as an institution ’ s strategy 
for maintaining its compliance with the regulations. In many ways, at-
taining a level of compliance is a quest that must occur each and every 
day of one ’ s business operations. The nature of transactions change, after 
all. There are always new third - party entities with which to deal. And the 
types of requests for information may change from day to day. 

 Maintaining institutional compliance is an ongoing challenge that ex-
ists on two levels. 

 First of all, there is the daily response to business that compels educa-
tion offi cials throughout the campus to exercise judgment and to perform 
their jobs in a manner that communicates the character of the institution 
while upholding the privacy rights of students defi ned under FERPA. 
Keeping staff and faculty well trained and reinforcing the tenets of respon-
sibility are important to ensuring success in these daily operations. 

 But there is another level of compliance that needs some comment —
 and that is the area of compliance from periodic evaluation of processes 
and practice. 

 It is not diffi cult to become so immersed in the traffi c of transactions 
that subtle and sometimes dangerous changes make their way into our 
practice and operations. The stimulus can be as harmless as a revision to 
stationery or as major as the implementation of new software that provides 
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greater data mining potential for groups of individuals across campus. In 
some cases, the anticipated impact may have been considered by a select 
few; in others, the impact is left until after the consequences of undertaking 
the changes become evident.   

 Regardless of circumstances and operational stance, one of the best 
practice recommendations from records managers is a periodic evaluation 
of practice to test compliance, effectiveness, and sustainability. And it is an 
exercise that should be accomplished on a number of levels throughout 
the organization. Managers often complete this kind of assessment in iso-
lated retreats that contribute to annual strategic planning efforts. But the 
staff who are actually doing the work need to be given time to assess their 
processes to ensure that the principles of policy are still being carried out 
in procedure and practice. 

 Setting aside time on an annual basis to make this kind of critical assess-
ment is important because it allows the organization to catch inconsistencies 
and potential areas of concern that might not otherwise be addressed until 
the occurrence of a major problem. When urgent crises strike, everyone goes 
into emergency mode, which may or may not address the symptoms that 
led to the emergency in the fi rst place. By taking time to carefully assess and 
critically gauge operations, institutions can make the appropriate changes 
and ensure the allocation of resources to keep operations in compliance. 

HIGHER EDUCATION CONSULTING RESOURCES

American Association of Collegiate Registrars and Admissions Offi cers (AACRAO) 

 Consulting (consulting.aacrao.org)

AACRAO Consulting provides support in a variety of operational areas in higher educa-

tion.

ARMA International (www.arma.org)

ARMA International is an organization of records management specialists in a number of 

different fi elds, including business, government, law enforcement, education, and medi-

cine.

Registrar and Enrollment Services Consulting for Colleges and Universities (RESCCU) 

(www.resccu.com)

Founded by Dr. Evelyn Babey in 2002, RESCCU provides enrollment management consult-

ing and training both nationally and internationally.
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 There is an old proverb that says,  “ An ounce of prevention is worth a 
pound of cure. ”  In the case of legal and regulatory compliance, the benefi ts 
are obvious.                         

Compliance Checklist: Maintaining Compliance

Timeframe •  Set aside time—at least on an annual basis—to conduct a 

 comprehensive  self-audit of FERPA compliance.

Completeness •  Ensure that self-audit activities are performed at all levels of 

the institution.

•  When conducting a self-audit for FERPA compliance, examine 

and review all of the  following areas.

• Policies and procedures

• Annual notifi cation

• Training strategies

• Response to changes in business needs

• Recent legislation

Documentation • Record your annual review in minutes of appropriate meetings.
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On the Rights of 
Postsecondary Students       

 CLEAR AND SIMPLE is the invariable expectation we have of any kind of 
training program in which we participate — and it has certainly been the 
singular goal of this volume. But while the presentation of the material 
has hopefully encouraged and affi rmed for you a new level of expertise 
with the FERPA regulations, the matter of application still remains. One 
must subsequently endeavor to take the new knowledge or understanding 
and incorporate it into business practices back at the college or univer-
sity. This is where many discover the most diffi culty, because new learning 
may require confronting challenging practices and attitudes that may have 
 become imbued in or aligned with institutional history and tradition. 

 How do you characterize your relationship with your students? And 
from that determination, how do you defi ne the roles of your own educa-
tion offi cials and the place of parents and other third parties in your cam-
pus community? The answers to these questions are important because 
coming to terms with these values has a direct infl uence on your success in 
implementing your FERPA compliance initiatives. 

 Pivotal to everything you do on the campus is how you view your  students 
and how you determine and guarantee the rights to which they are entitled. 

 FERPA and other legislation provide the foundations for making a 
 legal assessment, from which institutional relationships can take shape. 
Recognizing the student ’ s passage from K – 12 into the postsecondary 
environment, the declaration in  § 99.5(a) of the FERPA regulations un-
equivocally reassigns rights from parents to eligible students. Some 
FERPA trainers have even used this citation to assert that parents have 
 no  FERPA rights in the postsecondary environment.   

Afterthoughts

When a student becomes an eligible student, the rights accorded to, 
and consent required of, parents under this part, transfer from the 
parents to the student. 

  § 99.5(a)  
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 Throughout this book, I have endeavored to demonstrate that the  fabric 
of federal and state legislation affi rms the rights of postsecondary students 
as adults in society. If college students are adults in the eyes of the law, 
then essentially, they possess the same rights as any other individual in 
the education community — the same inherent personal rights as faculty, 
staff, parents, and other individuals. Citizens are created equal, after all, 
and possess those certain  “ inalienable rights ”  that have become the subject 
of law and legislation — among these, those codifi ed in FERPA, the right to 
privacy and the privacy of education records. 

 But what are the implications of this declaration? FERPA certainly spells 
out rights in relation to education records and the disclosure or availability 
of information from those education records. In other areas, the policies 
and procedures of our catalogs detail the contractual agreements of the 
consumer relationship between the student and the institution. Where else 
does the characterization of these rights impact?  

  Intelligence is the ability to see implication. 

  — ST. THOMAS AQUINAS   

 The most important implication, especially where citizen rights are 
concerned, is that there can be no in loco parentis stance where the postsec-
ondary environment is concerned. Whenever in loco parentis is raised, it 
is usually done so in the context of discipline and behavior. Society, as dis-
cussed in Chapter  Three , was unwilling to interfere in the parental right to 
discipline children for many centuries, even when that right was exercised 
by delegated representatives, such as by a school. But circumstances and 
the privacy dialogue of the 20th century changed all of that. 

 Nevertheless, lingering in our education system are archaic attitudes 
toward letters of recommendation. Despite the provisions outlined in 
 § 99.12 of the FERPA regulations, there are still schools and faculty that 
treat the process without acknowledging the privacy rights of the student. 
Under the guise of confi dentiality, these somehow privileged letters, com-
posed by an individual with some in - depth familiarity with the subject in 
question, are supposed to provide classifi ed information about a student ’ s 
academic performance and civic character. Some even insist on the author-
ity of faculty and schools to coerce students into giving up their rights of 
access to these letters. Can we force fellow citizens to give up rights? 

 In light of the late 20th century focus on mentoring and leadership de-
velopment, the concealment of valuable feedback and responsible guid-
ance to the student strikes a curious and politically undemocratic note. 
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One would expect composers of letters of recommendation to use these 
valuable teaching moments to counsel and guide students regarding their 
choices for the future, their continued academic development, and their 
continued growth as men and women.  

  If we value independence, if we are disturbed by the growing 

conformity of knowledge, of values, of attitudes, which our present 

system induces, then we may wish to set up conditions of learning 

which make for uniqueness, for self - direction, and for self - initiated 

learning. 

  — CARL ROGERS   

 In 1997, I was working at UCLA and had been elected president of 
the UCLA Administrators and Supervisors Association (ASA). ASA was 
an  organization created by staff to provide for their own continuing 
 educational opportunities at the campus. One of my ASA colleagues was 
Linnaea  Mallette, an inspiring and energetic woman who worked in the 
Offi ce of Contracts and Grants. Despite a hearing disability, Linnaea had 
become a successful professional speaker and was an oft - requested pre-
senter on behalf of disability awareness. That year, Linnaea wanted to do 
something to help staff members who were kept back in their jobs by an 
inability or fear of speaking in public. She developed and created the Bruin 
Toastmasters, to which ASA added its support. 

 The purpose of the Bruin Toastmasters, of course, was to provide a 
safe training space for staff members to build their self - confi dence and to 
 develop presentation skills. It was not long, however, before a male student 
who, having heard about the Bruin Toastmasters, approached the group 
with a request to join its regular meetings. 

 I spoke with the student about his interest in the employee group 
at the end of his fi rst Toastmasters meeting. The young man was a sen-
ior, scheduled to graduate in a few months. He confessed that after at-
tending the career fairs on campus, he realized that he did not have 
the  adequate skills or the social confi dence to enter the job market. He 
had the academic knowledge but not the ability to successfully present 
 himself to a prospective employer. 

 Desperate about his perceived lack of readiness for the working world, the 
student shared his concern with his father. Perhaps the student would have 
been better off at a smaller school, where he could receive the individual at-
tention he needed. But the boy ’ s father brushed the complaint aside, insist-
ing that the UCLA degree would nevertheless look good on his resume. Still 
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apprehensive, the young man sought out his own avenues to build his social 
fi nesse — which is what brought him to the Bruin Toastmasters.  

  An educational system isn ’ t worth a great deal if it teaches young peo-

ple how to make a living but doesn ’ t teach them how to make a life. 

  — UNKNOWN   

 Education and systems of education have not been without their crit-
ics or pundits who attempt to put institutionalized education in its place. 
Mark Twain once confessed:  “ I have never let my schooling interfere with 
my education. ”  

 Apart from the pedagogy of the classroom, which is generally con-
cerned with the attainment of a diploma or of a degree, one has to consider 
the environment or community of education. Here, the whole of the envi-
ronment must revolve around the education of the student — pragmatically 
as well as intellectually. The various components of the institution are not 
without their educational usefulness. Financial aid and student accounting 
should be teaching students how to handle their fi nances and not just be 
concerned with collecting payments or setting up fi nancial disbursements. 
Campus life and housing offi ces are responsible for the social indoctrina-
tion of the student who may, for the fi rst time in her life, be away from 
home or adapting to a community of nonfamily members. And academic 
counselors should be facilitating student development in the areas of per-
severance and commitment to the programs of their individual majors and 
courses of study. 

 In a similar way, registrar ’ s offi ces and other recordkeeping entities 
must be involved in teaching students to manage the privacy of their 
personal information. Disclosures to parents — or anyone, for that mat-
ter — should not be taken lightly. And parents must be brought into this 
realization, cooperating with the totality of an educational endeavor that 
attempts to mold a young person for life. The postsecondary community 
should be that: an opportunity for development on an adult level and not 
merely a perpetuation of the K – 12 environment. 

 While we aim to educate staff regarding FERPA and student privacy, 
our outreach and recruiting efforts should make it clear to parents what 
the higher education environment is all about. The vestiges of middle and 
high school are gone. Now, the student must act with responsibility, self - di-
rectedness, and maturity. How the student establishes his character in the 
postsecondary environment is an indication of how well the young person 
will perform in later life — as a professional, as a citizen, and as an adult. 
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 Social critics have not had much confi dence in our institutions — education 
included.  “ History is a race between education and catastrophe, ”  quipped 
H.G. Wells. To which Carl Rogers adds,  “ The only person who is educated 
is the one who has learned how to learn and change. ”  Perhaps, despite the 
laurels of esteemed institutional names in education, the process itself has not 
kept up with the demands of the rest of society. In some ways, 19th century 
approaches are still preserved and defended as  “ tried and proven. ”   

  In the measurement world, you set a goal and strive for it. In the 

universe of possibility, you set the context and let life unfold. 

  — BENJAMIN ZANDER AND ROSAMUND STONE ZANDER, 

THE ART OF POSSIBILITY:

TRANSFORMING P ROFESSIONAL AND PERSONAL LIFE   

 Futurists throughout the 20th century envisioned societies where edu-
cation and even the nurturing process happen away from the general soci-
ety, overseen by the state or by other offi cially designated experts. That is 
the reality in Aldous Huxley ’ s  Brave New World.  But what would be taught? 
Would it not be a conformism to a present set of ideals that, in many re-
spects, inhibits an individual ’ s prospect for the future? 

 One of the most captivating depictions of the impact of education and 
conditioning occurs in the work of Arthur C. Clarke, the science fi ction 
writer, inventor, and futurist who gave us  2001: A Space Odyssey.  In his 
early novel  Against the Fall of Night  (1953), later expanded as  The City and 
the Stars  (1956), Clarke presents a world where the educational system has 
conditioned young people to limit themselves to the known world, to re-
frain from dreaming, to experience only what has been captured for them 
to experience (in virtual games much as are now being developed), and to 
never ask questions. Yet, it is in the asking of questions that discoveries are 
made and the experience of humanity broadened. 

 Clarke was a great futurist, suggesting the use of satellites and other 
technological advancements long before civilization had the wherewithal 
to create them. In his 1997 novel,  3001: The Final Odyssey , Clarke presents a 
world where education takes an entirely different place in society. In  3001 , 
books have disappeared. Knowledge resides in a databank that is avail-
able to all human beings. Individuals are equipped with a telepathic abil-
ity to communicate with the collective, social database. Whatever knowl-
edge is required can be downloaded upon request, leaving one to question 
the place of experience — one of the last, great differentiators of individual 
 performance for employers. 
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 Until we live in a world like Clarke ’ s  3001 , the education process must 
continue to evolve with the demands that our society places on it. From the 
human rights perspective, that means an education community encour-
aging students — and parents — to help the young person develop into the 
able and equipped citizen demanded by contemporary needs.  

  Imagination is more important than knowledge. Knowledge is 

limited. Imagination encircles the world. 

  — ALBERT EINSTEIN   

 I applauded the efforts of the UCLA student who wanted to be a part 
of our Bruin Toastmasters group. But my conversation with the student 
made me wonder about how many other students go through college or 
university with only the attainment of a degree as their goal. Already hu-
man resource circles have begun to look at competencies, and not just facts 
on a resume, as a method of recruiting and selecting individuals with the 
greatest potential. All too often, as many employers are discovering, a de-
gree on paper and demonstrated performance and achievement can bear 
little or no relation. 

 One of our Franklin Covey  7 Habits of Highly Effective People  strategies 
is to encourage college students — and all human beings — to develop their 
own personal leadership, to defi ne their goals and to shape their lives 
around the attainment of those goals. This kind of character development, 
which places personal fulfi llment before material or fi nancial success, is 
often lacking in our educational systems. Even when presented as time 
management, this kind of training has sadly been dismissed from curricula 
as too religious or too spiritual, and not skills - based enough. 

 Even where staff and professional development are concerned, our 
thinking has advanced only slightly since the manufacturing boom of ear-
lier centuries. We forget that the word  “ education ”  comes from the Latin 
phrase  e ducare , meaning  “ to lead forth. ”  Education is leading an individ-
ual into a new experience and awareness of self and of the world in which 
the individual lives. 

 Education, and not just higher education, needs to reassess itself and re-
defi ne itself for the 21st century. This is not just a challenge for education but 
for every sector of our society. Evaluation is a process that should  happen with 
regularity in every human endeavor. And sometimes, the challenge to think 
anew, to try other methods, to turn in a different direction comes from the un-
likeliest of sources. If only educators, at all levels, have the courage to test the 
systems in which we have all become comfortable and content! 
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 From my days at Antioch University, I am reminded of a wonderful 
quote from one of the greatest American educators of all time — Horace 
Mann. After Antioch ’ s founding in 1852, Mann was designated its fi rst 
president and taught political economy, moral philosophy, and natural the-
ology at the college. In one of his commencement speeches, Mann summed 
up the challenge for all men and women alike:  “ Be ashamed to die, ”  he 
cried,  “ until you have won some victory for humanity! ”  

 No meeting or commencement could take place at Antioch without 
some reference to the work and inspiration of its fi rst president. When-
ever he was quoted, it was often these singular words which have become 
the signature motto for the university. And whenever they are invoked, 
Mann ’ s words are framed so as to address not only graduating students, 
but staff, faculty, and the attending community alike. 

 Clearly and simply, the challenge remains.  

  Be ashamed to die until you have won some victory for humanity! 

  — HORACE MANN                           
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Appendix I

          34 CFR  §  99 —  
Family Educational Rights and Privacy Act       

  Section Contents 

   Subpart A — General 

   §  99.1 To which educational agencies or institutions do these regulations 
apply?  

   §  99.2 What is the purpose of these regulations?  

   §  99.3 What defi nitions apply to these regulations?  

   §  99.4 What are the rights of parents?  

   §  99.5 What are the rights of students?  

   §  99.6 [Reserved]  

   §  99.7 What must an educational agency or institution include in its 
annual notifi cation?  

   §  99.8 What provisions apply to records of a law enforcement unit?    

   Subpart B — What Are the Rights of Inspection and Review of Education 

Records? 

   §  99.10 What rights exist for a parent or eligible student to inspect and 
review education records?  

   §  99.11 May an educational agency or institution charge a fee for copies 
of education records?  

   §  99.12 What limitations exist on the right to inspect and review records?    

   Subpart C — What Are the Procedures for Amending Education Records? 

   §  99.20 How can a parent or eligible student request amendment of the 
student ’ s education records?  
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   §  99.21 Under what conditions does a parent or eligible student have 
the right to a hearing?  

   §  99.22 What minimum requirements exist for the conduct of a hearing?    

   Subpart D — May an Educational Agency or Institution Disclose Personally 

Identifi able Information from Education Records? 

   §  99.30 Under what conditions is prior consent required to disclose 
information?  

   §  99.31 Under what conditions is prior consent not required to disclose 
information?  

   §  99.32 What recordkeeping requirements exist concerning requests 
and disclosures?  

   §  99.33 What limitations apply to the redisclosure of information?  

   §  99.34 What conditions apply to disclosure of information to other 
educational agencies or institutions?  

   §  99.35 What conditions apply to disclosure of information for Federal 
or State program purposes?  

   §  99.36 What conditions apply to disclosure of information in health 
and safety emergencies?  

   §  99.37 What conditions apply to disclosing directory information?  

   §  99.38 What conditions apply to disclosure of information as permit-
ted by State statute adopted after November 19, 1974, concerning the 
juvenile justice system?  

   §  99.39 What defi nitions apply to the nonconsensual disclosure of 
records by postsecondary educational institutions in connection with 
disciplinary proceedings concerning crimes of violence or non - forcible 
sex offenses?    

   Subpart E — What Are the Enforcement Procedures? 

   §  99.60 What functions has the Secretary delegated to the Offi ce and to 
the Offi ce of Administrative Law Judges?  

   §  99.61 What responsibility does an educational agency or institution 
have concerning confl ict with State or local laws?  
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   §  99.62 What information must an educational agency or institution 
submit to the Offi ce?  

   §  99.63 Where are complaints fi led?  

   §  99.64 What is the investigation procedure?  

   §  99.65 What is the content of the notice of investigation issued by the 
Offi ce?  

   §  99.66 What are the responsibilities of the Offi ce in the enforcement 
process?  

   §  99.67 How does the Secretary enforce decisions?    

 Appendix A to Part 99 — Crimes of Violence Defi nitions  
  Authority:  20 U.S.C. 1232g, unless otherwise noted.   
  Source:  53 FR 11943, Apr. 11, 1988, unless otherwise noted.   

  Subpart A — General 

   §  99.1 To Which Educational Agencies or Institutions Do 
These Regulations Apply?   
  (a)   Except as otherwise noted in  § 99.10, this part applies to an educational 
agency or institution to which funds have been made available under any 
program administered by the Secretary, if —   

  (1)     The educational institution provides educational services or instruc-
tion, or both, to students; or  

  (2)     The educational agency is authorized to direct and control public el-
ementary or secondary, or postsecondary educational institutions.    

  (b)   This part does not apply to an educational agency or institution 
solely because students attending that agency or institution receive non -
 monetary benefi ts under a program referenced in paragraph (a) of this 
 section, if no funds under that program are made available to the agency 
or institution.  

  (c)   The Secretary considers funds to be made available to an educa-
tional agency or institution of funds under one or more of the programs 
referenced in paragraph (a) of this section —   

  (1)     Are provided to the agency or institution by grant, cooperative agree-
ment, contract, subgrant, or subcontract; or  

  (2)     Are provided to students attending the agency or institution and the 
funds may be paid to the agency or institution by those students for 
educational purposes, such as under the Pell Grant Program and the 
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Guaranteed Student Loan Program (titles IV - A - 1 and IV - B,  respectively, 
of the Higher Education Act of 1965, as amended).    

  (d)   If an educational agency or institution receives funds under one or 
more of the programs covered by this section, the regulations in this part 
apply to the recipient as a whole, including each of its components (such as 
a department within a university).     
 ( Authority:  20 U.S.C. 1232g)   
 [53 FR 11943, Apr. 11, 1988, as amended at 61 FR 59295, Nov. 21, 1996; 65 FR 41852, 

July 6, 2000]   

   §  99.2 What Is the Purpose of These Regulations? 
 The purpose of this part is to set out requirements for the protection of pri-
vacy of parents and students under section 444 of the General Education 
Provisions Act, as amended.  
 ( Authority:  20 U.S.C. 1232g)  

 Note to  § 99.2: 34 CFR 300.610 through 300.626 contain requirements 
regarding the confi dentiality of information relating to children with dis-
abilities who receive evaluations, services or other benefi ts under Part B of 
the Individuals with Disabilities Education Act (IDEA). 34 CFR 303.402 and 
303.460 identify the confi dentiality of information requirements regard-
ing children and infants and toddlers with disabilities and their families 
who receive evaluations, services, or other benefi ts under Part C of IDEA. 
34  CFR 300.610 through 300.627 contain the confi dentiality of information 
requirements that apply to personally identifi able data, information, and 
records collected or maintained pursuant to Part B of the IDEA.  

 [53 FR 11943, Apr. 11, 1988, as amended at 61 FR 59295, Nov. 21, 1996; 73 FR 74851, 

Dec. 9, 2008]   

   §  99.3 What Defi nitions Apply to These Regulations? 
 The following defi nitions apply to this part: 

  Act  means the Family Educational Rights and Privacy Act of 1974, as 
amended, enacted as section 444 of the General Education Provisions Act.  
 ( Authority:  20 U.S.C. 1232g)  

  Attendance  includes, but is not limited to —  
  (a)    Attendance in person or by paper correspondence, video conference, 

satellite, Internet, or other electronic information and telecommu-
nications technologies for students who are not physically present 
in the classroom; and  
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  (b)    The period during which a person is working under a work - study 
program.     

 ( Authority:  20 U.S.C. 1232g)  

  Biometric record , as used in the defi nition of  personally identifi able infor-
mation , means a record of one or more measurable biological or behavioral 
characteristics that can be used for automated recognition of an individual. 
Examples include fi ngerprints; retina and iris patterns; voiceprints; DNA 
sequence; facial characteristics; and handwriting.  
 ( Authority:  20 U.S.C. 1232g)  

  Dates of attendance .   
  (a)   The term means the period of time during which a student attends 

or attended an educational agency or institution. Examples of dates of at-
tendance include an academic year, a spring semester, or a fi rst quarter.  

  (b)   The term does not include specifi c daily records of a student ’ s at-
tendance at an educational agency or institution.     
 ( Authority:  20 U.S.C. 1232g(a)(5)(A))  

  Directory information  means information contained in an education 
record of a student that would not generally be considered harmful or an 
invasion of privacy if disclosed.   

  (a)    Directory information includes, but is not limited to, the student ’ s 
name; address; telephone listing; electronic mail address; photo-
graph; date and place of birth; major fi eld of study; grade level; en-
rollment status ( e.g. , undergraduate or graduate, full - time or part -
 time); dates of attendance; participation in offi cially recognized 
activities and sports; weight and height of members of athletic 
teams; degrees, honors and awards received; and the most recent 
educational agency or institution attended.  

  (b)   Directory information does not include a student ’ s —   
  (1)    Social security number; or  

  (2)     Student identifi cation (ID) number, except as provided in para-
graph (c) of this section.    

  (c)    Directory information includes a student ID number, user ID, or other 
unique personal identifi er used by the student for purposes of access-
ing or communicating in electronic systems, but only if the identifi er 
cannot be used to gain access to education records except when used 
in conjunction with one or more factors that authenticate the user ’ s 
identity, such as a personal identifi cation number (PIN), password, or 
other factor known or possessed only by the authorized user.     

 ( Authority:  20 U.S.C. 1232g(a)(5)(A))  
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  Disciplinary action or proceeding  means the investigation, adjudication, 
or imposition of sanctions by an educational agency or institution with re-
spect to an infraction or violation of the internal rules of conduct applicable 
to students of the agency or institution. 

  Disclosure  means to permit access to or the release, transfer, or other com-
munication of personally identifi able information contained in education 
records by any means, including oral, written, or electronic means, to any par-
ty except the party identifi ed as the party that provided or created the record.  
 ( Authority:  20 U.S.C. 1232g(b)(1) and (b)(2))  

  Educational agency or institution  means any public or private agency or 
institution to which this part applies under  § 99.1(a).  
 ( Authority:  20 U.S.C. 1232g(a)(3))  

  Education records .   
  (a)   The term means those records that are:  

  (1)    Directly related to a student; and  

  (2)     Maintained by an educational agency or institution or by a party act-
ing for the agency or institution.    

  (b)   The term does not include:  
  (1)     Records that are kept in the sole possession of the maker, are used only 

as a personal memory aid, and are not accessible or revealed to any oth-
er person except a temporary substitute for the maker of the record.  

  (2)     Records of the law enforcement unit of an educational agency or 
institution, subject to the provisions of  § 99.8.  

  (3)        (i)    Records relating to an individual who is employed by an educa-
tional agency or institution, that:    

 (A)  Are made and maintained in the normal course of business;    

 (B)  Relate exclusively to the individual in that individual ’ s capac-
ity as an employee; and    

 (C)  Are not available for use for any other purpose.    

    (ii)    Records relating to an individual in attendance at the agency or 
institution who is employed as a result of his or her status as a 
student are education records and not excepted under paragraph 
(b)(3)(i) of this defi nition.    

  (4)     Records on a student who is 18 years of age or older, or is attending 
an institution of postsecondary education, that are:  

     (i)      Made or maintained by a physician, psychiatrist, psychologist, 
or other recognized professional or paraprofessional acting in 
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his or her professional capacity or assisting in a paraprofessional 
 capacity;  

    (ii)      Made, maintained, or used only in connection with treatment of 
the student; and  

   (iii)      Disclosed only to individuals providing the treatment. For the 
purpose of this defi nition,  “ treatment ”  does not include remedial 
educational activities or activities that are part of the program of 
instruction at the agency or institution; and    

  (5)     Records created or received by an educational agency or institution 
after an individual is no longer a student in attendance and that are not 
directly related to the individual ’ s attendance as a student.       
 ( Authority:  20 U.S.C. 1232g(a)(4))    

   (6)  Grades on peer - graded papers before they are collected and recorded 
by a teacher.    

  Eligible student  means a student who has reached 18 years of age or is 
attending an institution of postsecondary education.  
 ( Authority:  20 U.S.C. 1232g(d))  

  Institution of postsecondary education  means an institution that provides 
education to students beyond the secondary school level;  “ secondary 
school level ”  means the educational level (not beyond grade 12) at which 
secondary education is provided as determined under State law.  
 ( Authority:  20 U.S.C. 1232g(d))  

  Parent  means a parent of a student and includes a natural parent, a 
guardian, or an individual acting as a parent in the absence of a parent or 
a guardian.  
 ( Authority:  20 U.S.C. 1232g)  

  Party  means an individual, agency, institution, or organization.  
 ( Authority:  20 U.S.C. 1232g(b)(4)(A))  

 Personally Identifi able Information 
 The term includes, but is not limited to —  
 (a)    The student ’ s name;  
 (b)    The name of the student ’ s parent or other family members;  
 (c)    The address of the student or student ’ s family;  
 (d)     A personal identifi er, such as the student ’ s social security number, 

student number, or biometric record;  
 (e)     Other indirect identifi ers, such as the student ’ s date of birth, place of 

birth, and mother ’ s maiden name;  
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 (f)     Other information that, alone or in combination, is linked or link-
able to a specifi c student that would allow a reasonable person in 
the school community, who does not have personal knowledge of 
the relevant circumstances, to identify the student with reasonable 
certainty; or  

 (g)     Information requested by a person who the educational agency or 
institution reasonably believes knows the identity of the student to 
whom the education record relates.     

 ( Authority:  20 U.S.C. 1232g)  

  Record  means any information recorded in any way, including, but not 
limited to, handwriting, print, computer media, video or audio tape, fi lm, 
microfi lm, and microfi che.  
 ( Authority:  20 U.S.C. 1232g)  

  Secretary  means the Secretary of the U.S. Department of Education or 
an offi cial or employee of the Department of Education acting for the Sec-
retary under a delegation of authority.  
 ( Authority:  20 U.S.C. 1232g)  

  Student , except as otherwise specifi cally provided in this part, means 
any individual who is or has been in attendance at an educational agency 
or institution and regarding whom the agency or institution maintains ed-
ucation records.  
 ( Authority:  20 U.S.C. 1232g(a)(6))   
 [53 FR 11943, Apr. 11, 1988, as amended at 60 FR 3468, Jan. 17, 1995; 61 FR 59295, Nov. 
21, 1996; 65 FR 41852, July 6, 2000; 73 FR 74851, Dec. 9, 2008]   

   §  99.4 What Are the Rights of Parents? 
 An educational agency or institution shall give full rights under the Act to 
either parent, unless the agency or institution has been provided with evi-
dence that there is a court order, State statute, or legally binding document 
relating to such matters as divorce, separation, or custody that specifi cally 
revokes these rights.  
 ( Authority:  20 U.S.C. 1232g)   

   §  99.5 What Are the Rights of Students?   
 (a)        (1)     When a student becomes an eligible student, the rights accord-

ed to, and consent required of, parents under this part transfer 
from the parents to the student.  

  (2)     Nothing in this section prevents an educational agency or 
institution from disclosing education records, or personally 
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identifi able information from education records, to a parent 
without the prior written consent of an eligible student if the 
disclosure meets the conditions in  § 99.31(a)(8),  § 99.31(a)(10), 
 § 99.31(a)(15), or any other provision in  § 99.31(a).    

 (b)    The Act and this part do not prevent educational agencies or 
institutions from giving students rights in addition to those given to 
parents.  

 (c)     An individual who is or has been a student at an educational insti-
tution and who applies for admission at another component of that institu-
tion does not have rights under this part with respect to records maintained 
by that other component, including records maintained in connection with 
the student ’ s application for admission, unless the student is accepted and 
attends that other component of the institution.     
 ( Authority:  20 U.S.C. 1232g(d))   
 [53 FR 11943, Apr. 11, 1988, as amended at 58 FR 3188, Jan. 7, 1993; 65 FR 41853, 
July 6, 2000; 73 FR 74852, Dec. 9, 2008]   

   §  99.6 [Reserved]    

   §  99.7 What Must an Educational Agency or Institution 
Include in its Annual Notifi cation?   

 (a)        (1)     Each educational agency or institution shall annually notify 
parents of students currently in attendance, or eligible stu-
dents currently in attendance, of their rights under the Act and 
this part.  

  (2)     The notice must inform parents or eligible students that they 
have the right to —   

     (i)    Inspect and review the student ’ s education records;  

    (ii)     Seek amendment of the student ’ s education records that 
the parent or eligible student believes to be inaccurate, mis-
leading, or otherwise in violation of the student ’ s privacy 
rights;  

   (iii)     Consent to disclosures of personally identifi able informa-
tion contained in the student ’ s education records, except 
to the extent that the Act and  § 99.31 authorize disclosure 
without consent; and  

   (iv)     File with the Department a complaint under  §  § 99.63 and 
99.64 concerning alleged failures by the educational agency 
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or institution to comply with the requirements of the Act 
and this part.    

  (3)    The notice must include all of the following:  

     (i)     The procedure for exercising the right to inspect and review 
education records.  

    (ii)     The procedure for requesting amendment of records under 
 § 99.20.  

   (iii)     If the educational agency or institution has a policy of 
disclosing education records under  § 99.31(a)(1), a specifi -
cation of criteria for determining who constitutes a school 
offi cial and what constitutes a legitimate educational 
 interest.      

 (b)    An educational agency or institution may provide this notice by any 
means that are reasonably likely to inform the parents or eligible students 
of their rights.  

  (1)     An educational agency or institution shall effectively notify parents or 
eligible students who are disabled.  

  (2)     An agency or institution of elementary or secondary education shall 
effectively notify parents who have a primary or home language other 
than English.       

 (Approved by the Offi ce of Management and Budget under control number 
1880 – 0508) 

 ( Authority:  20 U.S.C. 1232g (e) and (f)) 
 [61 FR 59295, Nov. 21, 1996]   

   §  99.8 What Provisions Apply to Records of a Law 
Enforcement Unit?   

 (a)        (1)      Law enforcement unit  means any individual, offi ce, department, 
division, or other component of an educational agency or insti-
tution, such as a unit of commissioned police offi cers or non -
 commissioned security guards, that is offi cially authorized or 
designated by that agency or institution to —   

     (i)     Enforce any local, State, or Federal law, or refer to appropri-
ate authorities a matter for enforcement of any local, State, 
or Federal law against any individual or organization other 
than the agency or institution itself; or  
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    (ii)     Maintain the physical security and safety of the agency or 
institution.    

  (2)     A component of an educational agency or institution does not 
lose its status as a  law enforcement unit  if it also performs other, 
non - law enforcement functions for the agency or institution, 
including investigation of incidents or conduct that consti-
tutes or leads to a disciplinary action or proceedings against 
the student.    

 (b)        (1)     Records of a law enforcement unit means those records, fi les, 
documents, and other materials that are —   

     (i)    Created by a law enforcement unit;  

    (ii)    Created for a law enforcement purpose; and  

   (iii)    Maintained by the law enforcement unit.    

  (2)    Records of a law enforcement unit does not mean —   

     (i)     Records created by a law enforcement unit for a law en-
forcement purpose that are maintained by a component 
of the educational agency or institution other than the law 
 enforcement unit; or  

    (ii)     Records created and maintained by a law enforcement unit 
exclusively for a non - law enforcement purpose, such as a 
disciplinary action or proceeding conducted by the educa-
tional agency or institution.      

 (c)        (1)     Nothing in the Act prohibits an educational agency or in-
stitution from contacting its law enforcement unit, orally or 
in writing, for the purpose of asking that unit to investi-
gate a possible violation of, or to enforce, any local, State, or 
 Federal law.  

  (2)     Education records, and personally identifi able information 
contained in education records, do not lose their status as 
 education records and remain subject to the Act, including the 
disclosure provisions of  § 99.30, while in the possession of the 
law enforcement unit.    

 (d)    The Act neither requires nor prohibits the disclosure by an educa-
tional agency or institution of its law enforcement unit records.     
 ( Authority:  20 U.S.C. 1232g(a)(4)(B)(ii)) 
 [60 FR 3469, Jan. 17, 1995]    
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  Subpart B — What Are the Rights of Inspection and 
Review of Education Records? 

   §  99.10 What Rights Exist for a Parent or Eligible Student 
to Inspect and Review Education Records?   
 (a)    Except as limited under  § 99.12, a parent or eligible student must be giv-
en the opportunity to inspect and review the student ’ s education records. 
This provision applies to —   

  (1)    Any educational agency or institution; and  

  (2)    Any State educational agency (SEA) and its components.  

     (i)     For the purposes of subpart B of this part, an SEA and its compo-
nents constitute an educational agency or institution.  

    (ii)     An SEA and its components are subject to subpart B of this part if 
the SEA maintains education records on students who are or have 
been in attendance at any school of an educational agency or insti-
tution subject to the Act and this part.      

 (b)     The educational agency or institution, or SEA or its component, shall 
comply with a request for access to records within a reasonable period of 
time, but not more than 45 days after it has received the request.  

 (c)    The educational agency or institution, or SEA or its component 
shall respond to reasonable requests for explanations and interpretations 
of the records.  

 (d)    If circumstances effectively prevent the parent or eligible student from 
exercising the right to inspect and review the student ’ s education records, 
the educational agency or institution, or SEA or its component, shall —   

  (1)     Provide the parent or eligible student with a copy of the records re-
quested; or  

  (2)     Make other arrangements for the parent or eligible student to inspect 
and review the requested records.    

 (e)    The educational agency or institution, or SEA or its component shall 
not destroy any education records if there is an outstanding request to in-
spect and review the records under this section.  

 (f)    While an education agency or institution is not required to give an eli-
gible student access to treatment records under paragraph (b)(4) of the defi ni-
tion of  Education records  in  § 99.3, the student may have those records reviewed 
by a physician or other appropriate professional of the student ’ s choice.     
 ( Authority:  20 U.S.C. 1232g(a)(1) (A) and (B)) 
 [53 FR 11943, Apr. 11, 1988, as amended at 61 FR 59296, Nov. 21, 1996]   
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   §  99.11 May an Educational Agency or Institution Charge 
a Fee for Copies of Education Records?   
 (a)    Unless the imposition of a fee effectively prevents a parent or eligible stu-
dent from exercising the right to inspect and review the student ’ s education 
records, an educational agency or institution may charge a fee for a copy of 
an education record which is made for the parent or eligible student.  

 (b)    An educational agency or institution may not charge a fee to search 
for or to retrieve the education records of a student.     
 ( Authority:  20 U.S.C. 1232g(a)(1))   

   §  99.12 What Limitations Exist on the Right to Inspect and 
Review Records?   
 (a)    If the education records of a student contain information on more than 
one student, the parent or eligible student may inspect and review or be 
informed of only the specifi c information about that student.  

 (b)    A postsecondary institution does not have to permit a student to 
inspect and review education records that are:  

  (1)     Financial records, including any information those records contain, of 
his or her parents;  

  (2)     Confi dential letters and confi dential statements of recommendation 
placed in the education records of the student before January 1, 1975, 
as long as the statements are used only for the purposes for which they 
were specifi cally intended; and  

  (3)     Confi dential letters and confi dential statements of recommendation 
placed in the student ’ s education records after January 1, 1975, if:  

     (i)     The student has waived his or her right to inspect and review those 
letters and statements; and  

    (ii)     Those letters and statements are related to the student ’ s:    

   (A) Admission to an educational institution;    

   (B) Application for employment; or    

   (C) Receipt of an honor or honorary recognition.        

 (c)       (1)     A waiver under paragraph (b)(3)(i) of this section is valid only if:  

     (i)     The educational agency or institution does not require the 
waiver as a condition for admission to or receipt of a service 
or benefi t from the agency or institution; and  

    (ii)     The waiver is made in writing and signed by the student, 
regardless of age.    
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  (2)     If a student has waived his or her rights under paragraph (b)(3)(i) of 
this section, the educational institution shall:  

     (i)     Give the student, on request, the names of the individuals who 
provided the letters and statements of recommendation; and  

    (ii)     Use the letters and statements of recommendation only for the 
purpose for which they were intended.    

  (3)         (i)     A waiver under paragraph (b)(3)(i) of this section may be revoked 
with respect to any actions occurring after the revocation.  

    (ii)     A revocation under paragraph (c)(3)(i) of this section must be in 
writing.         

 ( Authority:  20 U.S.C. 1232g(a)(1) (A), (B), (C), and (D)) 
 [53 FR 11943, Apr. 11, 1988, as amended at 61 FR 59296, Nov. 21, 1996]    

  Subpart C — What Are the Procedures for 
Amending Education Records? 

   §  99.20 How Can a Parent or Eligible Student Request 
Amendment of the Student ’ s Education Records?   
 (a)    If a parent or eligible student believes the education records relating to 
the student contain information that is inaccurate, misleading, or in viola-
tion of the student ’ s rights of privacy, he or she may ask the educational 
agency or institution to amend the record.  

 (b)    The educational agency or institution shall decide whether to amend 
the record as requested within a reasonable time after the agency or institu-
tion receives the request.  

 (c)    If the educational agency or institution decides not to amend the 
record as requested, it shall inform the parent or eligible student of its deci-
sion and of his or her right to a hearing under  § 99.21.     
 ( Authority:  20 U.S.C. 1232g(a)(2)) 

 [53 FR 11943, Apr. 11, 1988; 53 FR 19368, May 27, 1988, as amended at 61 FR 59296, 
Nov. 21, 1996]   

   §  99.21 Under What Conditions Does a Parent or Eligible 
Student Have the Right to a Hearing?   
 (a)    An educational agency or institution shall give a parent or eligible 
 student, on request, an opportunity for a hearing to challenge the content 
of the student ’ s education records on the grounds that the information 

bapp01.indd   250bapp01.indd   250 7/29/09   9:27:48 AM7/29/09   9:27:48 AM



 Appendix I 251

 contained in the education records is inaccurate, misleading, or in violation 
of the privacy rights of the student.  

 (b)        (1)     If, as a result of the hearing, the educational agency or institution 
decides that the information is inaccurate, misleading, or other-
wise in violation of the privacy rights of the student, it shall:  

     (i)    Amend the record accordingly; and  

    (ii)     Inform the parent or eligible student of the amendment in 
writing.    

  (2)     If, as a result of the hearing, the educational agency or institu-
tion decides that the information in the education record is not 
inaccurate, misleading, or otherwise in violation of the privacy 
rights of the student, it shall inform the parent or eligible student 
of the right to place a statement in the record commenting on 
the contested information in the record or stating why he or she 
disagrees with the decision of the agency or institution, or both.    

 (c)    If an educational agency or institution places a statement in the edu-
cation records of a student under paragraph (b)(2) of this section, the  agency 
or institution shall:  

  (1)     Maintain the statement with the contested part of the record for as long 
as the record is maintained; and  

  (2)     Disclose the statement whenever it discloses the portion of the record 
to which the statement relates.       

 ( Authority:  20 U.S.C. 1232g(a)(2)) 
 [53 FR 11943, Apr. 11, 1988, as amended at 61 FR 59296, Nov. 21, 1996]   

   §  99.22 What Minimum Requirements Exist for the 
Conduct of a Hearing? 
 The hearing required by  § 99.21 must meet, at a minimum, the following 
requirements: 

 (a)    The educational agency or institution shall hold the hearing within 
a reasonable time after it has received the request for the hearing from the 
parent or eligible student.  

 (b)    The educational agency or institution shall give the parent or eligi-
ble student notice of the date, time, and place, reasonably in advance of the 
hearing.  

 (c)    The hearing may be conducted by any individual, including an of-
fi cial of the educational agency or institution, who does not have a direct 
interest in the outcome of the hearing.  
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 (d)    The educational agency or institution shall give the parent or eligi-
ble student a full and fair opportunity to present evidence relevant to the 
issues raised under  § 99.21. The parent or eligible student may, at their own 
expense, be assisted or represented by one or more individuals of his or her 
own choice, including an attorney.  

 (e)    The educational agency or institution shall make its decision in writ-
ing within a reasonable period of time after the hearing.  

 (f)    The decision must be based solely on the evidence presented at the 
hearing, and must include a summary of the evidence and the reasons for 
the decision.     
 ( Authority:  20 U.S.C. 1232g(a)(2))    

  Subpart D — May an Educational Agency or Institution Disclose 
Personally Identifi able Information from Education Records? 

   §  99.30 Under What Conditions Is Prior Consent Required 
to Disclose Information?   
 (a)    The parent or eligible student shall provide a signed and dated written 
consent before an educational agency or institution discloses personally 
identifi able information from the student ’ s education records, except as 
provided in  § 99.31.  
 (b)    The written consent must:  

  (1)    Specify the records that may be disclosed;  

  (2)    State the purpose of the disclosure; and  

  (3)     Identify the party or class of parties to whom the disclosure may be 
made.    

 (c)    When a disclosure is made under paragraph (a) of this section:  
  (1)     If a parent or eligible student so requests, the educational agency or 

institution shall provide him or her with a copy of the records dis-
closed; and  

  (2)     If the parent of a student who is not an eligible student so requests, 
the agency or institution shall provide the student with a copy of the 
records disclosed.    

 (d)      “ Signed and dated written consent ”  under this part may include a 
record and signature in electronic form that —   

  (1)     Identifi es and authenticates a particular person as the source of the 
electronic consent; and  
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  (2)     Indicates such person ’ s approval of the information contained in the 
electronic consent.       

 ( Authority:  20 U.S.C. 1232g (b)(1) and (b)(2)(A)) 

 [53 FR 11943, Apr. 11, 1988, as amended at 58 FR 3189, Jan. 7, 1993; 69 FR 21671, 
Apr. 21, 2004]   

   §  99.31 Under What Conditions Is Prior Consent Not 
Required to Disclose Information?   
 (a)    An educational agency or institution may disclose personally identifi -
able information from an education record of a student without the con-
sent required by  § 99.30 if the disclosure meets one or more of the following 
conditions:  

  (1)       (i)        (A)  The disclosure is to other school offi cials, including teachers, 
within the agency or institution whom the agency or institution 
has determined to have legitimate educational interests. 

     (B)  A contractor, consultant, volunteer, or other party to whom an agen-
cy or institution has outsourced institutional services or functions 
may be considered a school offi cial under this paragraph provided 
that the outside party —     

   ( 1 )  Performs an institutional service or function for which the agen-
cy or institution would otherwise use employees;    

   ( 2 )  Is under the direct control of the agency or institution with re-
spect to the use and maintenance of education records; and

       ( 3 )  Is subject to the requirements of  § 99.33(a) governing the use and 
redisclosure of personally identifi able information from educa-
tion records.      

  (ii)     An educational agency or institution must use reasonable methods to 
ensure that school offi cials obtain access to only those education records 
in which they have legitimate educational interests. An educational 
agency or institution that does not use physical or technological ac-
cess controls must ensure that its administrative policy for controlling 
access to education records is effective and that it remains in compli-
ance with the legitimate educational interest requirement in paragraph 
(a)(1)(i)(A) of this section.    

  (2)     The disclosure is, subject to the requirements of  § 99.34, to offi cials of 
another school, school system, or institution of postsecondary educa-
tion where the student seeks or intends to enroll, or where the student 
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is already enrolled so long as the disclosure is for purposes related to 
the student ’ s enrollment or transfer. 

 Note: Section 4155(b) of the No Child Left Behind Act of 2001, 20 U.S.C. 
7165(b), requires each State to assure the Secretary of Education that it has 
a procedure in place to facilitate the transfer of disciplinary records with re-
spect to a suspension or expulsion of a student by a local educational agency 
to any private or public elementary or secondary school in which the stu-
dent is subsequently enrolled or seeks, intends, or is instructed to enroll.  

  (3)     The disclosure is, subject to the requirements of  § 99.35, to authorized 
representatives of —   

     (i)    The Comptroller General of the United States;  

    (ii)    The Attorney General of the United States;  

   (iii)    The Secretary; or  

   (iv)    State and local educational authorities.    

  (4)        (i)     The disclosure is in connection with fi nancial aid for which the stu-
dent has applied or which the student has received, if the informa-
tion is necessary for such purposes as to:    

   (A)  Determine eligibility for the aid;    

   (B) Determine the amount of the aid;    

   (C) Determine the conditions for the aid; or    

   (D) Enforce the terms and conditions of the aid.    

   (ii)     As used in paragraph (a)(4)(i) of this section,  fi nancial aid  means a 
payment of funds provided to an individual (or a payment in kind 
of tangible or intangible property to the individual) that is condi-
tioned on the individual ’ s attendance at an educational agency or 
institution.   

 ( Authority:  20 U.S.C. 1232g(b)(1)(D))  

  (5)        (i)     The disclosure is to State and local offi cials or authorities to whom 
this information is specifi cally —     

   (A)  Allowed to be reported or disclosed pursuant to State statute adopt-
ed before November 19, 1974, if the allowed reporting or disclosure 
concerns the juvenile justice system and the system ’ s ability to 
 effectively serve the student whose records are released; or

        (B)  Allowed to be reported or disclosed pursuant to State statute 
adopted after November 19, 1974, subject to the requirements 
of  § 99.38.    
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   (ii)     Paragraph (a)(5)(i) of this section does not prevent a State from fur-
ther limiting the number or type of State or local offi cials to whom 
disclosures may be made under that paragraph.    

  (6)        (i)     The disclosure is to organizations conducting studies for, or on be-
half of, educational agencies or institutions to:    

   (A) Develop, validate, or administer predictive tests;    

   (B) Administer student aid programs; or    

   (C) Improve instruction.    

   (ii)     An educational agency or institution may disclose information un-
der paragraph (a)(6)(i) of this section only if —     

   (A)  The study is conducted in a manner that does not permit per-
sonal identifi cation of parents and students by individuals oth-
er than representatives of the organization that have legitimate 
interests in the information;    

   (B)  The information is destroyed when no longer needed for the 
purposes for which the study was conducted; and    

   (C)  The educational agency or institution enters into a written agree-
ment with the organization that —    

     ( 1 )  Specifi es the purpose, scope, and duration of the study or 
studies and the information to be disclosed;    

    ( 2 )  Requires the organization to use personally identifi able in-
formation from education records only to meet the purpose 
or purposes of the study as stated in the written agreement;    

    ( 3 )  Requires the organization to conduct the study in a manner 
that does not permit personal identifi cation of parents and 
students, as defi ned in this part, by anyone other than repre-
sentatives of the organization with legitimate interests; 

         and    
    ( 4 )  Requires the organization to destroy or return to the edu-

cational agency or institution all personally identifi able in-
formation when the information is no longer needed for the 
purposes for which the study was conducted and specifi es 
the time period in which the information must be returned 
or destroyed.      

   (iii)     An educational agency or institution is not required to initiate a 
study or agree with or endorse the conclusions or results of the 
study.  
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   (iv)     If this Offi ce determines that a third party outside the educational 
agency or institution to whom information is disclosed under this 
paragraph (a)(6) violates paragraph (a)(6)(ii)(B) of this section, the 
educational agency or institution may not allow that third party ac-
cess to personally identifi able information from education records 
for at least fi ve years.  

    (v)     For the purposes of paragraph (a)(6) of this section, the term  or-
ganization  includes, but is not limited to, Federal, State, and local 
agencies, and independent organizations.    

   (7)    The disclosure is to accrediting organizations to carry out their accred-
iting functions.  

  ( 8)    The disclosure is to parents, as defi ned in  § 99.3, of a dependent stu-
dent, as defi ned in section 152 of the Internal Revenue Code of 1986.  

   (9)        (i)     The disclosure is to comply with a judicial order or lawfully issued 
subpoena.  

    (ii)     The educational agency or institution may disclose information 
under paragraph (a)(9)(i) of this section only if the agency or in-
stitution makes a reasonable effort to notify the parent or eligible 
student of the order or subpoena in advance of compliance, so that 
the parent or eligible student may seek protective action, unless the 
disclosure is in compliance with —     

   (A)  A Federal grand jury subpoena and the court has ordered that 
the existence or the contents of the subpoena or the information 
furnished in response to the subpoena not be disclosed;    

   (B)  Any other subpoena issued for a law enforcement purpose and 
the court or other issuing agency has ordered that the existence 
or the contents of the subpoena or the information furnished in 
response to the subpoena not be disclosed; or    

   (C)  An  ex parte  court order obtained by the United States Attorney 
General (or designee not lower than an Assistant Attorney Gen-
eral) concerning investigations or prosecutions of an offense 
listed in 18 U.S.C. 2332b(g)(5)(B) or an act of domestic or inter-
national terrorism as defi ned in 18 U.S.C. 2331.    

   (iii)        (A)  If an educational agency or institution initiates legal action 
against a parent or student, the educational agency or institu-
tion may disclose to the court, without a court order or sub-
poena, the education records of the student that are relevant for 
the educational agency or institution to proceed with the legal 
action as plaintiff.    
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   (B)  If a parent or eligible student initiates legal action against an 
educational agency or institution, the educational agency or 
institution may disclose to the court, without a court order or 
subpoena, the student ’ s education records that are relevant for 
the educational agency or institution to defend itself.      

   (10)    The disclosure is in connection with a health or safety emergency, un-
der the conditions described in  § 99.36.  

  ( 11)    The disclosure is information the educational agency or institution has 
designated as  “ directory information, ”  under the conditions described 
in  § 99.37.  

   (12)    The disclosure is to the parent of a student who is not an eligible stu-
dent or to the student.  

  ( 13)    The disclosure, subject to the requirements in  § 99.39, is to a victim of 
an alleged perpetrator of a crime of violence or a non - forcible sex of-
fense. The disclosure may only include the fi nal results of the discipli-
nary proceeding conducted by the institution of postsecondary educa-
tion with respect to that alleged crime or offense. The institution may 
disclose the fi nal results of the disciplinary proceeding, regardless of 
whether the institution concluded a violation was committed.  

   (14)        (i)     The disclosure, subject to the requirements in  § 99.39, is in connec-
tion with a disciplinary proceeding at an institution of postsecond-
ary education. The institution must not disclose the fi nal results of 
the disciplinary proceeding unless it determines that —     

   (A)  The student is an alleged perpetrator of a crime of violence or 
non - forcible sex offense; and    

   (B)  With respect to the allegation made against him or her, the student 
has committed a violation of the institution ’ s rules or policies.    

    (ii)     The institution may not disclose the name of any other student, 
including a victim or witness, without the prior written consent of 
the other student.  

   (iii)     This section applies only to disciplinary proceedings in which the 
fi nal results were reached on or after October 7, 1998.    

   (15)        (i)     The disclosure is to a parent of a student at an institution of postsec-
ondary education regarding the student ’ s violation of any Federal, 
State, or local law, or of any rule or policy of the institution, govern-
ing the use or possession of alcohol or a controlled substance if —     

   (A)  The institution determines that the student has committed a 
 disciplinary violation with respect to that use or possession; and    
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   (B)  The student is under the age of 21 at the time of the disclosure 
to the parent.    

    (ii)     Paragraph (a)(15) of this section does not supersede any provision 
of State law that prohibits an institution of postsecondary educa-
tion from disclosing information.    

   (16)    The disclosure concerns sex offenders and other individuals required 
to register under section 170101 of the Violent Crime Control and Law 
Enforcement Act of 1994, 42 U.S.C. 14071, and the information was pro-
vided to the educational agency or institution under 42 U.S.C. 14071 
and applicable Federal guidelines.    

 (b)        (1)      De - identifi ed records and information . An educational agency or in-
stitution, or a party that has received education records or infor-
mation from education records under this part, may release the 
records or information without the consent required by  § 99.30 
after the removal of all personally identifi able information pro-
vided that the educational agency or institution or other party 
has made a reasonable determination that a student ’ s identity is 
not personally identifi able, whether through single or multiple 
releases, and taking into account other reasonably available in-
formation.  

   (2)     An educational agency or institution, or a party that has received 
education records or information from education records under 
this part, may release de - identifi ed student level data from edu-
cation records for the purpose of education research by attach-
ing a code to each record that may allow the recipient to match 
information received from the same source, provided that —   

      (i)     An educational agency or institution or other party that 
releases de - identifi ed data under paragraph (b)(2) of this 
section does not disclose any information about how it 
generates and assigns a record code, or that would allow a 
recipient to identify a student based on a record code;  

     (ii)     The record code is used for no purpose other than identi-
fying a de - identifi ed record for purposes of education re-
search and cannot be used to ascertain personally identifi -
able information about a student; and  

    (iii)     The record code is not based on a student ’ s social security 
number or other personal information.      

 (c)    An educational agency or institution must use reasonable meth-
ods to identify and authenticate the identity of parents, students, school 
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 offi cials, and any other parties to whom the agency or institution discloses 
personally identifi able information from education records.  

 (d)    Paragraphs (a) and (b) of this section do not require an educational 
agency or institution or any other party to disclose education records or 
information from education records to any party except for parties under 
paragraph (a)(12)of this section.     
 ( Authority:  20 U.S.C. 1232g(a)(5)(A), (b), (h), (i), and (j)). 
 [53 FR 11943, Apr. 11, 1988; 53 FR 19368, May 27, 1988, as amended at 58 FR 3189, 
Jan. 7, 1993; 61 FR 59296, Nov. 21, 1996; 65 FR 41853, July 6, 2000; 73 FR 74852, Dec, 
9, 2008; 74 FR 401, Jan. 6, 2009]   

   §  99.32 What Recordkeeping Requirements Exist 
Concerning Requests and Disclosures?   
 (a)        (1)     An educational agency or institution must maintain a record of each 

request for access to and each disclosure of personally identifi able 
information from the education records of each student, as well as 
the names of State and local educational authorities and Federal of-
fi cials and agencies listed in  § 99.31(a)(3) that may make further dis-
closures of personally identifi able information from the student ’ s 
education records without consent under  § 99.33(b).  

   (2)     The agency or institution shall maintain the record with the educa-
tion records of the student as long as the records are maintained.  

   (3)    For each request or disclosure the record must include:  

     (i)     The parties who have requested or received personally identifi -
able information from the education records; and  

    (ii)     The legitimate interests the parties had in requesting or obtain-
ing the information.    

   (4)     An educational agency or institution must obtain a copy of the 
record of further disclosures maintained under paragraph (b)(2) of 
this section and make it available in response to a parent ’ s or eligi-
ble student ’ s request to review the record required under paragraph 
(a)(1) of this section.  

   (5)     An educational agency or institution must record the following 
information when it discloses personally identifi able information 
from education records under the health or safety emergency ex-
ception in  § 99.31(a)(10) and  § 99.36:  

    (i)     The articulable and signifi cant threat to the health or safety of
a student or other individuals that formed the basis for the dis-
closure; and  
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    (ii)     The parties to whom the agency or institution disclosed the 
 information.      

 (b)        (1)     Except as provided in paragraph (b)(2) of this section, if an edu-
cational agency or institution discloses personally identifi able 
information from education records with the understanding 
 authorized under  § 99.33(b), the record of the disclosure required 
under this section must include:  

   (i)     The names of the additional parties to which the receiving 
party may disclose the information on behalf of the educa-
tional agency or institution; and  

   (ii)     The legitimate interests under  § 99.31 which each of the ad-
ditional parties has in requesting or obtaining the informa-
tion.    

  (2)         (i)     A State or local educational authority or Federal offi cial or 
agency listed in  § 99.31(a)(3) that makes further disclosures 
of information from education records under  § 99.33(b) must 
record the names of the additional parties to which it dis-
closes information on behalf of an educational agency or 
institution and their legitimate interests in the information 
under  § 99.31 if the information was received from:    

   (A)  An educational agency or institution that has not record-
ed the further disclosures under paragraph (b)(1) of this 
section; or    

   (B)  Another State or local educational authority or Federal 
offi cial or agency listed in  § 99.31(a)(3).    

    (ii)     A State or local educational authority or Federal offi cial or 
agency that records further disclosures of information under 
paragraph (b)(2)(i) of this section may maintain the record 
by the student ’ s class, school, district, or other appropriate 
grouping rather than by the name of the student.  

   (iii)     Upon request of an educational agency or institution, a State 
or local educational authority or Federal offi cial or agen-
cy listed in  § 99.31(a)(3) that maintains a record of further 
 disclosures under paragraph (b)(2)(i) of this section must 
provide a copy of the record of further disclosures to the 
 educational agency or institution within a reasonable  period 
of time not to exceed 30 days.      

 (c)     The following parties may inspect the record relating to each 
 student:  
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  (1)    The parent or eligible student.  

  (2)     The school offi cial or his or her assistants who are responsible for the 
custody of the records.  

  (3)     Those parties authorized in  § 99.31(a) (1) and (3) for the purposes of 
auditing the recordkeeping procedures of the educational agency or in-
stitution.    

 (d)    Paragraph (a) of this section does not apply if the request was from, 
or the disclosure was to:  

  (1)    The parent or eligible student;  

  (2)    A school offi cial under  § 99.31(a)(1);  

  (3)    A party with written consent from the parent or eligible student;  

  (4)    A party seeking directory information; or  

  (5)     A party seeking or receiving records in accordance with  § 99.31(a)(9)
(ii)(A) through (C).       

 (Approved by the Offi ce of Management and Budget under control 
number 1880 – 0508) 
 ( Authority:  20 U.S.C. 1232g(b)(1) and (b)(4)(A)) 
 [53 FR 11943, Apr. 11, 1988, as amended at 61 FR 59297, Nov. 21, 1996; 73 FR 74853, 
Dec. 9, 2008]   

   §  99.33 What Limitations Apply to the Redisclosure of 
Information?   
 (a)        (1)     An educational agency or institution may disclose personally iden-

tifi able information from an education record only on the condition 
that the party to whom the information is disclosed will not disclose 
the information to any other party without the prior consent of the 
parent or eligible student.  

   (2)     The offi cers, employees, and agents of a party that receives 
 information under paragraph (a)(1) of this section may use the 
 information, but only for the purposes for which the disclosure 
was made.    

 (b)       (1)     Paragraph (a) of this section does not prevent an educational 
agency or institution from disclosing personally identifi able in-
formation with the understanding that the party receiving the 
information may make further disclosures of the information on 
behalf of the educational agency or institution if —   

    (i)    The disclosures meet the requirements of  § 99.31; and  
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   (ii)        (A)  The educational agency or institution has complied with 
the requirements of  § 99.32(b); or    

   (B)  A State or local educational authority or Federal offi cial 
or agency listed in  § 99.31(a)(3) has complied with the re-
quirements of  § 99.32(b)(2).      

  (2)     A party that receives a court order or lawfully issued subpoena and 
rediscloses personally identifi able information from education records 
on behalf of an educational agency or institution in response to that 
order or subpoena under  § 99.31(a)(9) must provide the notifi cation re-
quired under  § 99.31(a)(9)(ii).    

 (c)    Paragraph (a) of this section does not apply to disclosures under 
 §  § 99.31(a)(8), (9), (11), (12), (14), (15), and (16), and to information that 
postsecondary institutions are required to disclose under the Jeanne Clery 
Disclosure of Campus Security Policy and Campus Crime Statistics Act, 20 
U.S.C. 1092(f) (Clery Act), to the accuser and accused regarding the outcome 
of any campus disciplinary proceeding brought alleging a sexual offense.  

 (d)    An educational agency or institution must inform a party to whom 
disclosure is made of the requirements of paragraph (a) of this section ex-
cept for disclosures made under  §  § 99.31(a)(8), (9), (11), (12), (14), (15), and 
(16), and to information that postsecondary institutions are required to dis-
close under the Clery Act to the accuser and accused regarding the outcome 
of any campus disciplinary proceeding brought alleging a sexual offense.  

 (e)    If this Offi ce determines that a third party outside the educational 
agency or institution improperly rediscloses personally identifi able infor-
mation from education records in violation of this section, or fails to provide 
the notifi cation required under paragraph (b)(2) of this section, the educa-
tional agency or institution may not allow that third party access to person-
ally identifi able information from education records for at least fi ve years.     
 ( Authority:  20 U.S.C. 1232g(b)(4)(B)) 
 [53 FR 11943, Apr. 11, 1988, as amended at 61 FR 59297, Nov. 21, 1996; 65 FR 41853, 
July 6, 2000; 73 FR 74853, Dec. 9, 2008]   

   §  99.34 What Conditions Apply to Disclosure of 
Information to Other Educational Agencies or Institutions?   
 (a)    An educational agency or institution that discloses an education record 
under  § 99.31(a)(2) shall:  

  (1)     Make a reasonable attempt to notify the parent or eligible student at 
the last known address of the parent or eligible student, unless:  

    (i)    The disclosure is initiated by the parent or eligible student; or  
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   (ii)     The annual notifi cation of the agency or institution under  § 99.7 in-
cludes a notice that the agency or institution forwards education 
records to other agencies or institutions that have requested the 
records and in which the student seeks or intends to enroll or is 
already enrolled so long as the disclosure is for purposes related to 
the student ’ s enrollment or transfer;    

  (2)     Give the parent or eligible student, upon request, a copy of the record 
that was disclosed; and  

  (3)     Give the parent or eligible student, upon request, an opportunity for a 
hearing under subpart C.    

 (b)    An educational agency or institution may disclose an educa-
tion record of a student in attendance to another educational agency 
or institution if:  

  (1)     The student is enrolled in or receives services from the other agency or 
institution; and  

  (2)    The disclosure meets the requirements of paragraph (a) of this section.       

 ( Authority:  20 U.S.C. 1232g(b)(1)(B)) 
 [53 FR 11943, Apr. 11, 1988, as amended at 61 FR 59297, Nov. 21, 1996; 73 FR 74854, 
Dec. 9, 2008]   

   §  99.35 What Conditions Apply to Disclosure of 
Information for Federal or State Program Purposes?   
 (a)        (1)     Authorized representatives of the offi cials or agencies headed by of-

fi cials listed in  § 99.31(a)(3) may have access to education records in 
connection with an audit or evaluation of Federal or State supported 
education programs, or for the enforcement of or compliance with 
Federal legal requirements that relate to those programs.  

  (2)     Authority for an agency or offi cial listed in  § 99.31(a)(3) to conduct an 
audit, evaluation, or compliance or enforcement activity is not con-
ferred by the Act or this part and must be established under other Fed-
eral, State, or local authority.    

 (b)    Information that is collected under paragraph (a) of this section 
must:  

  (1)     Be protected in a manner that does not permit personal identifi cation 
of individuals by anyone other than the offi cials or agencies headed 
by offi cials referred to in paragraph (a) of this section, except that 
those offi cials and agencies may make further disclosures of person-
ally identifi able information from education records on behalf of the 
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educational agency or institution in accordance with the requirements 
of  § 99.33(b); and  

  (2)     Be destroyed when no longer needed for the purposes listed in para-
graph (a) of this section.    

 (c)    Paragraph (b) of this section does not apply if:  
  (1)     The parent or eligible student has given written consent for the disclo-

sure under  § 99.30; or  

  (2)     The collection of personally identifi able information is specifi cally au-
thorized by Federal law.       

 ( Authority:  20 U.S.C. 1232g(b)(3)) 
 [53 FR 11943, Apr. 11, 1988, as amended at 73 FR 74854, Dec. 9, 2008]   

   §  99.36 What Conditions Apply to Disclosure of 
Information in Health and Safety Emergencies?   
 (a)    An educational agency or institution may disclose personally identifi a-
ble information from an education record to appropriate parties, including 
parents of an eligible student, in connection with an emergency if knowl-
edge of the information is necessary to protect the health or safety of the 
student or other individuals.  

 (b)    Nothing in this Act or this part shall prevent an educational agency 
or institution from —   

  (1)     Including in the education records of a student appropriate informa-
tion concerning disciplinary action taken against the student for con-
duct that posed a signifi cant risk to the safety or well - being of that 
student, other students, or other members of the school community;  

  (2)     Disclosing appropriate information maintained under paragraph (b)(1) 
of this section to teachers and school offi cials within the agency or in-
stitution who the agency or institution has determined have legitimate 
educational interests in the behavior of the student; or  

  (3)     Disclosing appropriate information maintained under paragraph (b)(1) 
of this section to teachers and school offi cials in other schools who have 
been determined to have legitimate educational interests in the behav-
ior of the student.    

 (c)    In making a determination under paragraph (a) of this section, an 
educational agency or institution may take into account the totality of the 
circumstances pertaining to a threat to the health or safety of a student 
or other individuals. If the educational agency or institution determines 
that there is an articulable and signifi cant threat to the health or safety of 
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a student or other individuals, it may disclose information from education 
records to any person whose knowledge of the information is necessary 
to protect the health or safety of the student or other individuals. If, based 
on the information available at the time of the determination, there is a 
rational basis for the determination, the Department will not substitute its 
judgment for that of the educational agency or institution in evaluating the 
circumstances and making its determination.     
 ( Authority:  20 U.S.C. 1232g (b)(1)(I) and (h)) 
 [53 FR 11943, Apr. 11, 1988; 53 FR 19368, May 27, 1988, as amended at 61 FR 59297, 
Nov. 21, 1996; 73 FR 74854, Dec. 9, 2008]   

   §  99.37 What Conditions Apply to Disclosing Directory 
Information?   
 (a)    An educational agency or institution may disclose directory informa-
tion if it has given public notice to parents of students in attendance and 
eligible students in attendance at the agency or institution of:  

  (1)      The types of personally identifi able information that the agency or in-
stitution has designated as directory information;  

  (2)     A parent ’ s or eligible student ’ s right to refuse to let the agency or in-
stitution designate any or all of those types of information about the 
student as directory information; and  

  (3)     The period of time within which a parent or eligible student has to 
notify the agency or institution in writing that he or she does not want 
any or all of those types of information about the student designated as 
directory information.    

 (b)    An educational agency or institution may disclose directory infor-
mation about former students without complying with the notice and opt 
out conditions in paragraph (a) of this section. However, the agency or 
institution must continue to honor any valid request to opt out of the dis-
closure of directory information made while a student was in attendance 
unless the student rescinds the opt out request.  

 (c)    A parent or eligible student may not use the right under paragraph 
(a)(2) of this section to opt out of directory information disclosures to pre-
vent an educational agency or institution from disclosing or requiring a 
student to disclose the student ’ s name, identifi er, or institutional e - mail 
address in a class in which the student is enrolled.  

 (d)    An educational agency or institution may not disclose or confi rm direc-
tory information without meeting the written consent requirements in  § 99.30 
if a student ’ s social security number or other non - directory information is 
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used alone or combined with other data elements to identify or help identify 
the student or the student ’ s records.     
 ( Authority:  20 U.S.C. 1232g(a)(5) (A) and (B)) 
 [53 FR 11943, Apr. 11, 1988, as amended at 73 FR 74854, Dec. 9, 2008]   

   §  99.38 What Conditions Apply to Disclosure of 
Information as Permitted by State Statute Adopted after 
November 19, 1974, Concerning the Juvenile Justice 
System?   
 (a)    If reporting or disclosure allowed by State statute concerns the juvenile 
justice system and the system ’ s ability to effectively serve, prior to adjudi-
cation, the student whose records are released, an educational agency or 
institution may disclose education records under  § 99.31(a)(5)(i)(B).  

 (b)    The offi cials and authorities to whom the records are disclosed 
shall certify in writing to the educational agency or institution that the 
information will not be disclosed to any other party, except as provided 
under State law, without the prior written consent of the parent of the 
student.     
 ( Authority:  20 U.S.C. 1232g(b)(1)(J)) 
 [61 FR 59297, Nov. 21, 1996]   

   §  99.39 What Defi nitions Apply to the Nonconsensual 
Disclosure of Records by Postsecondary Educational 
Institutions in Connection with Disciplinary Proceedings 
Concerning Crimes of Violence or Non - Forcible Sex 
Offenses? 
 As used in this part: 

  Alleged perpetrator of a crime of violence  is a student who is alleged to 
have committed acts that would, if proven, constitute any of the following 
offenses or attempts to commit the following offenses that are defi ned in 
appendix A to this part: 

  Arson  

  Assault offenses  

  Burglary  

  Criminal homicide — manslaughter by negligence  

  Criminal homicide — murder and nonnegligent manslaughter  
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  Destruction/damage/vandalism of property  

  Kidnapping/abduction  

  Robbery  

  Forcible sex offenses.    

  Alleged perpetrator of a nonforcible sex offense  means a student who is 
 alleged to have committed acts that, if proven, would constitute statutory 
rape or incest. These offenses are defi ned in appendix A to this part. 

  Final results  means a decision or determination, made by an honor court 
or council, committee, commission, or other entity authorized to resolve 
disciplinary matters within the institution. The disclosure of fi nal results 
must include only the name of the student, the violation committed, and 
any sanction imposed by the institution against the student. 

  Sanction imposed  means a description of the disciplinary action taken by 
the institution, the date of its imposition, and its duration. 

  Violation committed  means the institutional rules or code sections that 
were violated and any essential fi ndings supporting the institution ’ s con-
clusion that the violation was committed.  

 ( Authority:  20 U.S.C. 1232g(b)(6)) 

 [65 FR 41853, July 6, 2000]    

  Subpart E — What Are the Enforcement Procedures? 
   §  99.60 What Functions Has the Secretary Delegated to 
the Offi ce and to the Offi ce of Administrative Law Judges?   
 (a)     For the purposes of this subpart,  Offi ce  means the Family Policy 

 Compliance Offi ce, U.S. Department of Education.  
 (b)    The Secretary designates the Offi ce to:  
  (1)     Investigate, process, and review complaints and violations under 

the Act and this part; and  
  (2)     Provide technical assistance to ensure compliance with the Act and 

this part.    
 (c)     The Secretary designates the Offi ce of Administrative Law Judges to act 

as the Review Board required under the Act to enforce the Act with re-
spect to all applicable programs. The term  applicable program  is defi ned 
in section 400 of the General Education Provisions Act.     
 ( Authority:  20 U.S.C. 1232g (f) and (g), 1234) 

 [53 FR 11943, Apr. 11, 1988, as amended at 58 FR 3189, Jan. 7, 1993]   
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   §  99.61 What Responsibility Does an Educational Agency 
or Institution Have Concerning Confl ict with State or 
Local Laws? 
 If an educational agency or institution determines that it cannot com-
ply with the Act or this part due to a confl ict with State or local law, it 
shall notify the Offi ce within 45 days, giving the text and citation of the 
confl icting law.  

 ( Authority:  20 U.S.C. 1232g(f))   

   §  99.62 What Information Must an Educational Agency or 
Institution Submit to the Offi ce? 
 The Offi ce may require an educational agency or institution to submit 
 reports, information on policies and procedures, annual notifi cations, train-
ing materials, and other information necessary to carry out its enforcement 
responsibilities under the Act or this part.  

 ( Authority:  20 U.S.C. 1232g(f) and (g)) 

 [73 FR 74854, Dec. 9, 2008]   

   §  99.63 Where Are Complaints Filed? 
 A parent or eligible student may fi le a written complaint with the Offi ce 
regarding an alleged violation under the Act and this part. The Offi ce ’ s 
 address is: Family Policy Compliance Offi ce, U.S. Department of Educa-
tion, 400 Maryland Avenue, SW., Washington, DC 20202.  

 ( Authority:  20 U.S.C. 1232g(g)) 

 [65 FR 41854, July 6, 2000, as amended at 73 FR 74854, Dec. 9, 2008]   

   §  99.64 What Is the Investigation Procedure?   

 (a)     A complaint must contain specifi c allegations of fact giving rea-
sonable cause to believe that a violation of the Act or this part has 
 occurred. A complaint does not have to allege that a violation is based 
on a policy or practice of the educational agency or  institution.  

 (b)     The Offi ce investigates a timely complaint fi led by a parent or eligible 
student, or conducts its own investigation when no complaint has 
been fi led or a complaint has been withdrawn, to determine whether 
an educational agency or institution has failed to comply with a pro-
vision of the Act or this part. If the Offi ce determines that an edu-
cational agency or institution has failed to comply with a provision 
of the Act or this part, it may also determine whether the failure to 
comply is based on a policy or practice of the agency or institution  
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 (c)     A timely complaint is defi ned as an allegation of a violation of the 
Act that is submitted to the Offi ce within 180 days of the date of the 
alleged violation or of the date that the complainant knew or reason-
ably should have known of the alleged violation.  

 (d)     The Offi ce may extend the time limit in this section for good cause 
shown.     

 ( Authority:  20 U.S.C. 1232g(f)) 
 [53 FR 11943, Apr. 11, 1988, as amended at 58 FR 3189, Jan. 7, 1993; 65 FR 41854, 

July 6, 2000; 73 FR 74854, Dec. 9, 2008]   

   §  99.65 What Is the Content of the Notice of Investigation 
Issued by the Offi ce?   

 (a)     The Offi ce notifi es the complainant, if any, and the educational 
agency or institution in writing if it initiates an investigation under 
 § 99.64(b). The notice to the educational agency or institution —   

  (1)     Includes the substance of the allegations against the educational 
agency or institution; and  

  (2)     Directs the agency or institution to submit a written response 
and other relevant information, as set forth in  § 99.62, within a 
specifi ed period of time, including information about its policies 
and practices regarding education records.    

 (b)     The Offi ce notifi es the complainant if it does not initiate an inves-
tigation because the complaint fails to meet the requirements of 
 § 99.64.     

 ( Authority:  20 U.S.C. 1232g(g)) 

 [73 FR 74855, Dec. 9, 2008]   

   §  99.66 What Are the Responsibilities of the Offi ce in the 
Enforcement Process?   

 (a)     The Offi ce reviews a complaint, if any, information submitted by the 
educational agency or institution, and any other relevant informa-
tion. The Offi ce may permit the parties to submit further written or 
oral arguments or information.  

 (b)     Following its investigation, the Offi ce provides to the complainant, 
if any, and the educational agency or institution a written notice of 
its fi ndings and the basis for its fi ndings.  
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 (c)     If the Offi ce fi nds that an educational agency or institution has not 
complied with a provision of the Act or this part, it may also fi nd 
that the failure to comply was based on a policy or practice of the 
agency or institution. A notice of fi ndings issued under paragraph 
(b) of this section to an educational agency or institution that has not 
complied with a provision of the Act or this part —   

  (1)     Includes a statement of the specifi c steps that the agency or insti-
tution must take to comply; and  

  (2)     Provides a reasonable period of time, given all of the circum-
stances of the case, during which the educational agency or insti-
tution may comply voluntarily.       

 ( Authority:  20 U.S.C. 1232g(f)) 

 [53 FR 11943, Apr. 11, 1988, as amended at 73 FR 74855, Dec. 9, 2008]   

   §  99.67 How Does the Secretary Enforce Decisions?   

 (a)     If an educational agency or institution does not comply during the 
period of time set under  § 99.66(c), the Secretary may take any legally 
available enforcement action in accordance with the Act, including, 
but not limited to, the following enforcement actions available in 
accordance with part E of the General Education Provisions Act —   

  (1)    Withhold further payments under any applicable program;  

  (2)     Issue a compliant to compel compliance through a cease - and -
 desist order; or  

  (3)     Terminate eligibility to receive funding under any applicable 
program.    

 (b)     If, after an investigation under  § 99.66, the Secretary fi nds that an 
educational agency or institution has complied voluntarily with 
the Act or this part, the Secretary provides the complainant and the 
agency or institution written notice of the decision and the basis for 
the decision.     

 (Note: 34 CFR part 78 contains the regulations of the Education Appeal 
Board) 

 ( Authority:  20 U.S.C. 1232g(f); 20 U.S.C. 1234) 
 [53 FR 11943, Apr. 11, 1988; 53 FR 19368, May 27, 1988, as amended at 58 FR 

3189, Jan. 7, 1993; 73 FR 74855, Dec. 9, 2008]    
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  Appendix A to Part 99 — Crimes of Violence Defi nitions       
  Arson 

 Any willful or malicious burning or attempt to burn, with or without  intent 
to defraud, a dwelling house, public building, motor vehicle or aircraft, 
personal property of another, etc.  

  Assault Offenses 

 An unlawful attack by one person upon another. 
 Note: By defi nition there can be no  “ attempted ”  assaults, only  “ com-

pleted ”  assaults.   

 (a)      Aggravated Assault . An unlawful attack by one person upon another 
for the purpose of infl icting severe or aggravated bodily injury. This 
type of assault usually is accompanied by the use of a weapon or 
by means likely to produce death or great bodily harm. (It is not 
necessary that injury result from an aggravated assault when a gun, 
knife, or other weapon is used which could and probably would 
result in serious injury if the crime were successfully completed.)  

 (b)      Simple Assault . An unlawful physical attack by one person upon 
another where neither the offender displays a weapon, nor the vic-
tim suffers obvious severe or aggravated bodily injury involving 
apparent broken bones, loss of teeth, possible internal injury, severe 
laceration, or loss of consciousness.  

 (c)      Intimidation . To unlawfully place another person in reasonable fear of 
bodily harm through the use of threatening words or other  conduct, 
or both, but without displaying a weapon or subjecting the victim 
to actual physical attack.    

 Note: This offense includes stalking.  

  Burglary 

 The unlawful entry into a building or other structure with the intent to 
commit a felony or a theft.  

  Criminal Homicide — Manslaughter by Negligence 

 The killing of another person through gross negligence.  

  Criminal Homicide — Murder and Nonnegligent Manslaughter 

 The willful (nonnegligent) killing of one human being by another.  
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  Destruction/Damage/Vandalism of Property 

 To willfully or maliciously destroy, damage, deface, or otherwise injure 
real or personal property without the consent of the owner or the person 
having custody or control of it.  

  Kidnapping/Abduction 

 The unlawful seizure, transportation, or detention of a person, or any com-
bination of these actions, against his or her will, or of a minor without the 
consent of his or her custodial parent(s) or legal guardian. 

 Note: Kidnapping/Abduction includes hostage taking.  

  Robbery 

 The taking of, or attempting to take, anything of value under confronta-
tional circumstances from the control, custody, or care of a person or per-
sons by force or threat of force or violence or by putting the victim in fear. 

 Note: Carjackings are robbery offenses where a motor vehicle is taken 
through force or threat of force.  

  Sex Offenses, Forcible 

 Any sexual act directed against another person, forcibly or against that 
person ’ s will, or both; or not forcibly or against the person ’ s will where the 
victim is incapable of giving consent.   

 (a)      Forcible Rape  (Except  “ Statutory Rape ” ). The carnal knowledge of a 
person, forcibly or against that person ’ s will, or both; or not forcibly 
or against the person ’ s will where the victim is incapable of giving 
consent because of his or her temporary or permanent mental or 
physical incapacity (or because of his or her youth).  

 (b)      Forcible Sodomy . Oral or anal sexual intercourse with another 
 person, forcibly or against that person ’ s will, or both; or not forcibly 
or against the person ’ s will where the victim is incapable of giving 
consent because of his or her youth or because of his or her   tempo-
rary or permanent mental or physical incapacity.  

 (c)      Sexual Assault With An Object . To use an object or instrument to 
unlawfully penetrate, however slightly, the genital or anal open-
ing of the body of another person, forcibly or against that person ’ s 
will, or both; or not forcibly or against the person ’ s will where the 
victim is incapable of giving consent because of his or her youth or 
because of his or her temporary or permanent mental or physical 
incapacity. 
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 Note: An  “ object ”  or  “ instrument ”  is anything used by the offender 
 other than the offender ’ s genitalia. Examples are a fi nger, bottle, 
 handgun, stick, etc.  

 (d)      Forcible Fondling . The touching of the private body parts of another 
person for the purpose of sexual gratifi cation, forcibly or against 
that person ’ s will, or both; or not forcibly or against the person ’ s 
will where the victim is incapable of giving consent because of 
his or her youth or because of his or her temporary or permanent 
 mental or physical incapacity. 

 Note: Forcible Fondling includes  “ Indecent Liberties ”  and  “ Child 
 Molesting. ”      

  Nonforcible Sex Offenses (Except  “ Prostitution Offenses ” ) 

 Unlawful, nonforcible sexual intercourse.   

 (a)      Incest . Nonforcible sexual intercourse between persons who are 
 related to each other within the degrees wherein marriage is 
 prohibited by law.  

 (b)     Statutory Rape . Nonforcible sexual intercourse with a person who is 
under the statutory age of consent.     

 ( Authority:  20 U.S.C. 1232g(b)(6) and 18 U.S.C. 16) 

 [65 FR 41854, July 6, 2000] 

 [US Code of Federal Regulations, March 2009]             
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       20 USC  § 1232G          
  Title 20 — Education  

  Chapter 31 — General Provisions Concerning Education  

  Subchapter III — General Requirements and Conditions Concerning Operation 
and Administration of Education Programs: General Authority of Secretary  

  P art  4 — R ecords ; P rivacy ; L imitation on  W ithholding  F ederal  F unds   

  S ec . 1232 g . F amily  E ducational and privacy rights   

  [L aws in effect as of  J anuary  3, 2007]    

  (a)   Conditions for availability of funds to educational agencies or insti-
tutions; inspection and review of education records; specifi c information 
to be made available; procedure for access to education records; reasona-
bleness of time for such access; hearings; written explanations by parents; 
defi nitions  

 ( 1)      ( A)   No funds shall be made available under any applicable program 
to any educational agency or institution which has a policy of denying, or 
which effectively prevents, the parents of students who are or have been in 
attendance at a school of such agency or at such institution, as the case may 
be, the right to inspect and review the education records of their children. 
If any material or document in the education record of a student includes 
information on more than one student, the parents of one of such students 
shall have the right to inspect and review only such part of such material or 
document as relates to such student or to be informed of the specifi c infor-
mation contained in such part of such material. Each educational agency 
or institution shall establish appropriate procedures for the granting of 
a  request by parents for access to the education records of their children 
within a reasonable period of time, but in no case more than forty - fi ve days 
after the request has been made.  

 ( B)   No funds under any applicable program shall be made available to 
any State educational agency (whether or not that agency is an educational 
agency or institution under this section) that has a policy of denying, or ef-
fectively prevents, the parents of students the right to inspect and review 
the education records maintained by the State educational agency on their 

Appendix II
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children who are or have been in attendance at any school of an educa-
tional agency or institution that is subject to the provisions of this section.  

  (C)   The fi rst sentence of subparagraph (A) shall not operate to make 
available to students in institutions of postsecondary education the follow-
ing materials:

     (i)  fi nancial records of the parents of the student or any information 
contained therein;    

 (ii)  confi dential letters and statements of recommendation, which 
were placed in the education records prior to January 1, 1975, if 
such letters or statements are not used for purposes other than 
those for which they were specifi cally intended;    

(iii)  if the student has signed a waiver of the student ’ s right of access  under 
this subsection in accordance with subparagraph (D), confi dential 
recommendations —     

    (I) respecting admission to any educational agency or institution,    

  (II) respecting an application for employment, and    

 (III)  respecting the receipt of an honor or honorary recognition.      

 ( D)    A student or a person applying for admission may waive his right of 
access to confi dential statements described in clause (iii) of subparagraph (C), 
except that such waiver shall apply to recommendations only if (i) the student 
is, upon request, notifi ed of the names of all persons making confi dential rec-
ommendations and (ii) such recommendations are used solely for the purpose 
for which they were specifi cally intended. Such waivers may not be required 
as a condition for admission to, receipt of fi nancial aid from, or receipt of any 
other services or benefi ts from such agency or institution.    

 ( 2)   No funds shall be made available under any applicable program 
to any educational agency or institution unless the parents of students 
who are or have been in attendance at a school of such agency or at such 
institution are provided an opportunity for a hearing by such agency or 
institution, in accordance with regulations of the Secretary, to challenge 
the content of such student ’ s education records, in order to insure that the 
records are not inaccurate, misleading, or otherwise in violation of the pri-
vacy rights of students, and to provide an opportunity for the correction 
or deletion of any such inaccurate, misleading or otherwise inappropriate 
data contained therein and to insert into such records a written explanation 
of the parents respecting the content of such records.  

 ( 3)   For the purposes of this section the term  “ educational agency or 
institution ”  means any public or private agency or institution which is the 
recipient of funds under any applicable program.  
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 ( 4)      ( A)   For the purposes of this section, the term  “ education records ”  
means, except as may be provided otherwise in subparagraph (B), those 
records, fi les, documents, and other materials which —     

 (i)  contain information directly related to a student; and    
(ii)  are maintained by an educational agency or institution or by a 

 person acting for such agency or institution.    
 ( B)   The term  “ education records ”  does not include —     
  (i)  records of instructional, supervisory, and administrative personnel 

and educational personnel ancillary thereto which are in the sole 
possession of the maker thereof and which are not accessible or 
revealed to any other person except a substitute;   

  (ii)  records maintained by a law enforcement unit of the educational 
agency or institution that were created by that law enforcement 
unit for the purpose of law enforcement;   

 (iii)  in the case of persons who are employed by an educational agency or 
institution but who are not in attendance at such agency or institution, 
records made and maintained in the normal course of business which 
relate exclusively to such person in that person ’ s capacity as an em-
ployee and are not available for use for any other purpose; or    

(iv)  records on a student who is eighteen years of age or older, or is at-
tending an institution of postsecondary education, which are made 
or maintained by a physician, psychiatrist, psychologist, or other rec-
ognized professional or paraprofessional acting in his professional or 
paraprofessional capacity, or assisting in that capacity, and which are 
made, maintained, or used only in connection with the provision of 
treatment to the student, and are not available to anyone other than 
persons providing such treatment, except that such records can be 
personally reviewed by a physician or other appropriate professional 
of the student ’ s choice.      

  5)     (  A)   For the purposes of this section the term  “ directory information ”  
relating to a student includes the following: the student ’ s name, address, 
telephone listing, date and place of birth, major fi eld of study, participation 
in offi cially recognized activities and sports, weight and height of mem-
bers of athletic teams, dates of attendance, degrees and awards received, 
and the most recent previous educational agency or institution attended 
by the student.  

(  B)   Any educational agency or institution making public directory in-
formation shall give public notice of the categories of information which it 
has designated as such information with respect to each student attending 
the institution or agency and shall allow a reasonable period of time after 
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such notice has been given for a parent to inform the institution or agency 
that any or all of the information designated should not be released with-
out the parent ’ s prior consent.    

(  6)   For the purposes of this section, the term  “ student ”  includes any per-
son with respect to whom an educational agency or institution maintains edu-
cation records or personally identifi able information, but does not include a 
person who has not been in attendance at such agency or institution.    

(  b)   Release of education records; parental consent requirement; excep-
tions; compliance with judicial orders and subpoenas; audit and evalua-
tion of federally - supported education programs; recordkeeping  

(  1)   No funds shall be made available under any applicable program 
to any educational agency or institution which has a policy or practice of 
permitting the release of education records (or personally identifi able in-
formation contained therein other than directory information, as defi ned 
in paragraph (5) of subsection (a) of this section) of students without the 
written consent of their parents to any individual, agency, or organization, 
other than to the following —   

(  A)    other school offi cials, including teachers within the educational in-
stitution or local educational agency, who have been determined by 
such agency or institution to have legitimate educational interests, 
including the educational interests of the child for whom consent 
would otherwise be required;  

(  B)    offi cials of other schools or school systems in which the student 
seeks or intends to enroll, upon condition that the student ’ s parents 
be notifi ed of the transfer, receive a copy of the record if desired, 
and have an opportunity for a hearing to challenge the content of 
the record;  

(  C)        (i) authorized representatives of (I) the Comptroller General of the 
United States, (II) the Secretary, or (III) State educational authori-
ties, under the conditions set forth in paragraph (3), or    

 (ii)  authorized representatives of the Attorney General for law en-
forcement purposes under the same conditions as apply to the 
Secretary  under paragraph (3);    

(  D)    in connection with a student ’ s application for, or receipt of, 
 fi nancial aid;  

(  E)    State and local offi cials or authorities to whom such information is 
specifi cally allowed to be reported or disclosed pursuant to State 
statute adopted -  -     

 (i)  before November 19, 1974, if the allowed reporting or disclosure 
concerns the juvenile justice system and such system ’ s ability to 
effectively serve the student whose records are released, or    
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 (ii)  after November 19, 1974, if —     
  (I)  the allowed reporting or disclosure concerns the juvenile 

justice system and such system ’ s ability to effectively serve, 
prior to adjudication, the student whose records are re-
leased; and    

 (II)  the offi cials and authorities to whom such information is 
disclosed certify in writing to the educational agency or in-
stitution that the information will not be disclosed to any 
other party except as provided under State law without the 
prior written consent of the parent of the student.      

(  F)    organizations conducting studies for, or on behalf of, educational 
agencies or institutions for the purpose of developing, validating, or 
administering predictive tests, administering student aid programs, 
and improving instruction, if such studies are conducted in such a 
manner as will not permit the personal identifi cation of students 
and their parents by persons other than representatives of such or-
ganizations and such information will be destroyed when no longer 
needed for the purpose for which it is conducted;  

(  G)    accrediting organizations in order to carry out their accrediting 
functions;  

(  H)    parents of a dependent student of such parents, as defi ned in sec-
tion 152 of title 26;  

 (  I)    subject to regulations of the Secretary, in connection with an emer-
gency, appropriate persons if the knowledge of such information 
is necessary to protect the health or safety of the student or other 
persons; and  

(  J)         (i) the entity or persons designated in a Federal grand jury sub-
poena, in which case the court shall order, for good cause shown, 
the educational agency or institution (and any offi cer, director, em-
ployee, agent, or attorney for such agency or institution) on which 
the subpoena is served, to not disclose to any person the existence 
or contents of the subpoena or any information furnished to the 
grand jury in response to the subpoena; and    

 (ii)  the entity or persons designated in any other subpoena issued for a 
law enforcement purpose, in which case the court or other issuing 
agency may order, for good cause shown, the educational agency or 
institution (and any offi cer, director, employee, agent, or attorney for 
such agency or institution) on which the subpoena is served, to not 
disclose to any person the existence or contents of the subpoena or any 
information furnished in response to the subpoena.     
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 Nothing in subparagraph (E) of this paragraph shall prevent a State 
from further limiting the number or type of State or local offi cials who will 
continue to have access thereunder.  

(  2)   No funds shall be made available under any applicable program 
to any educational agency or institution which has a policy or practice of 
releasing, or providing access to, any personally identifi able information 
in education records other than directory information, or as is permitted 
under paragraph (1) of this subsection, unless —   

(  A)    there is written consent from the student ’ s parents specifying 
records to be released, the reasons for such release, and to whom, 
and with a copy of the records to be released to the student ’ s par-
ents and the student if desired by the parents, or  

(  B)    except as provided in paragraph (1)(J), such information is furnished 
in compliance with judicial order, or pursuant to any lawfully is-
sued subpoena, upon condition that parents and the students are 
notifi ed of all such orders or subpoenas in advance of the compli-
ance therewith by the educational institution or agency.    

(  3)   Nothing contained in this section shall preclude authorized repre-
sentatives of (A) the Comptroller General of the United States, (B) the Sec-
retary, or (C) State educational authorities from having access to student 
or other records which may be necessary in connection with the audit and 
evaluation of Federally - supported education programs, or in connection 
with the enforcement of the Federal legal requirements which relate to such 
programs: Provided, That except when collection of personally identifi able 
information is specifi cally authorized by Federal law, any data collected 
by such offi cials shall be protected in a manner which will not permit the 
personal identifi cation of students and their parents by other than those 
offi cials, and such personally identifi able data shall be destroyed when no 
longer needed for such audit, evaluation, and enforcement of Federal legal 
requirements.  

(  4)     (  A)   Each educational agency or institution shall maintain a record, 
kept with the education records of each student, which will indicate all 
individuals (other than those specifi ed in paragraph (1)(A) of this subsec-
tion), agencies, or organizations which have requested or obtained access 
to a student ’ s education records maintained by such educational agency or 
institution, and which will indicate specifi cally the legitimate interest that 
each such person, agency, or organization has in obtaining this information. 
Such record of access shall be available only to parents, to the school offi -
cial and his assistants who are responsible for the custody of such records, 
and to persons or organizations authorized in, and under the conditions of, 
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clauses (A) and (C) of paragraph (1) as a means of auditing the operation 
of the system.  

(  B)    With respect to this subsection, personal information shall only be 
transferred to a third party on the condition that such party will not 
permit any other party to have access to such information without 
the written consent of the parents of the student. If a third party 
outside the educational agency or institution permits access to in-
formation in violation of paragraph (2)(A), or fails to destroy infor-
mation in violation of paragraph (1)(F), the educational agency or 
institution shall be prohibited from permitting access to informa-
tion from education records to that third party for a period of not 
less than fi ve years.    

(  5)   Nothing in this section shall be construed to prohibit State and local 
educational offi cials from having access to student or other records which may 
be necessary in connection with the audit and evaluation of any  federally or 
State supported education program or in connection with the enforcement of 
the Federal legal requirements which relate to any such program, subject to 
the conditions specifi ed in the proviso in paragraph (3).  

(  6)     (  A)   Nothing in this section shall be construed to prohibit an institution 
of postsecondary education from disclosing, to an alleged victim of any crime 
of violence (as that term is defi ned in section 16 of title 18), or a nonforcible 
sex offense, the fi nal results of any disciplinary proceeding conducted by such 
 institution against the alleged perpetrator of such crime or offense with  respect 
to such crime or offense.  

(  B)    Nothing in this section shall be construed to prohibit an institution 
of postsecondary education from disclosing the fi nal results of any 
disciplinary proceeding conducted by such institution against a stu-
dent who is an alleged perpetrator of any crime of violence (as that 
term is defi ned in section 16 of title 18), or a nonforcible sex offense, 
if the institution determines as a result of that disciplinary proceed-
ing that the student committed a violation of the institution ’ s rules 
or policies with respect to such crime or offense.  

(  C)    For the purpose of this paragraph, the fi nal results of any discipli-
nary proceeding —     

  (i)  shall include only the name of the student, the violation committed, 
and any sanction imposed by the institution on that  student; and    

 (ii)  may include the name of any other student, such as a victim or 
witness, only with the written consent of that other student.      

(  7)     (  A)   Nothing in this section may be construed to prohibit an educa-
tional institution from disclosing information provided to the institution 
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under section 14071 of title 42 concerning registered sex offenders who are 
required to register under such section.  

(  B)    The Secretary shall take appropriate steps to notify educational in-
stitutions that disclosure of information described in subparagraph 
(A) is permitted.      

(  c)   Surveys or data - gathering activities; regulations 
 Not later than 240 days after October 20, 1994, the Secretary shall adopt 

appropriate regulations or procedures, or identify existing regulations or 
procedures, which protect the rights of privacy of students and their fami-
lies in connection with any surveys or data - gathering activities conducted, 
assisted, or authorized by the Secretary or an administrative head of an 
education agency. Regulations established under this subsection shall in-
clude provisions controlling the use, dissemination, and protection of such 
data. No survey or data - gathering activities shall be conducted by the Sec-
retary, or an administrative head of an education agency under an applica-
ble program, unless such activities are authorized by law.  
(  d)   Students ’  rather than parents ’  permission or consent 

 For the purposes of this section, whenever a student has attained eight-
een years of age, or is attending an institution of postsecondary education, 
the permission or consent required of and the rights accorded to the par-
ents of the student shall thereafter only be required of and accorded to the 
student.  
(  e)   Informing parents or students of rights under this section 

 No funds shall be made available under any applicable program to any 
educational agency or institution unless such agency or institution effec-
tively informs the parents of students, or the students, if they are eighteen 
years of age or older, or are attending an institution of postsecondary edu-
cation, of the rights accorded them by this section.  
(  f)   Enforcement; termination of assistance 

 The Secretary shall take appropriate actions to enforce this section and 
to deal with violations of this section, in accordance with this chapter, ex-
cept that action to terminate assistance may be taken only if the Secretary 
fi nds there has been a failure to comply with this section, and he has deter-
mined that compliance cannot be secured by voluntary means.  
(  g)   Offi ce and review board; creation; functions 

 The Secretary shall establish or designate an offi ce and review board 
within the Department for the purpose of investigating, processing, re-
viewing, and adjudicating violations of this section and complaints which 
may be fi led concerning alleged violations of this section. Except for the 
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conduct of hearings, none of the functions of the Secretary under this sec-
tion shall be carried out in any of the regional offi ces of such Department.  
(  h)   Disciplinary records; disclosure 

 Nothing in this section shall prohibit an educational agency or institu-
tion from —   

(  1)    including appropriate information in the education record of any 
student concerning disciplinary action taken against such student 
for conduct that posed a signifi cant risk to the safety or well -  being 
of that student, other students, or other members of the school 
 community; or  

(  2)    disclosing such information to teachers and school offi cials, includ-
ing teachers and school offi cials in other schools, who have legiti-
mate educational interests in the behavior of the student.    

(  i)   Drug and alcohol violation disclosures  
(  1)   In general 
 Nothing in this Act or the Higher Education Act of 1965 [20 U.S.C. 1001 

et seq.] shall be construed to prohibit an institution of higher education 
from disclosing, to a parent or legal guardian of a student, information 
regarding any violation of any Federal, State, or local law, or of any rule 
or policy of the institution, governing the use or possession of alcohol or a 
controlled substance, regardless of whether that information is contained 
in the student ’ s education records, if —   

(  A)   the student is under the age of 21; and  
(  B)     the institution determines that the student has committed a disci-

plinary violation with respect to such use or possession.    
(  2)   State law regarding disclosure 

 Nothing in paragraph (1) shall be construed to supersede any provision 
of State law that prohibits an institution of higher education from making 
the disclosure described in subsection (a) of this section.    
(  j)   Investigation and prosecution of terrorism  

(  1)   In general 
 Notwithstanding subsections (a) through (i) of this section or any provi-

sion of State law, the Attorney General (or any Federal offi cer or employee, 
in a position not lower than an Assistant Attorney General, designated by 
the Attorney General) may submit a written application to a court of com-
petent jurisdiction for an ex parte order requiring an educational agency or 
institution to permit the Attorney General (or his designee) to —   

(  A)    collect education records in the possession of the educational agen-
cy or institution that are relevant to an authorized investigation or 
prosecution of an offense listed in section 2332b(g)(5)(B) of title 18, 
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or an act of domestic or international terrorism as defi ned in section 
2331 of that title; and  

(  B)    for offi cial purposes related to the investigation or prosecution of an 
offense described in paragraph (1)(A), retain, disseminate, and use 
(including as evidence at trial or in other administrative or judicial 
proceedings) such records, consistent with such guidelines as the 
Attorney General, after consultation with the Secretary, shall issue 
to protect confi dentiality.    

(  2)   Application and approval  
(  A)    In general. An application under paragraph (1) shall certify that 

there are specifi c and articulable facts giving reason to believe that 
the education records are likely to contain information described in 
paragraph (1)(A).  

(  B)    The court shall issue an order described in paragraph (1) if the court 
fi nds that the application for the order includes the certifi cation de-
scribed in subparagraph (A).    

(  3)    Protection of educational agency or institution 
 An educational agency or institution that, in good faith, produces edu-

cation records in accordance with an order issued under this subsection 
shall not be liable to any person for that production.  

(  4)   Record - keeping      
 Subsection (b)(4) of this section does not apply to education records 

subject to a court order under this subsection. 

 (Pub. L. 90 - 247, title IV, Sec. 444, formerly Sec. 438, as added Pub. L. 93 - 380, title 
V, Sec. 513(a), Aug. 21, 1974, 88 Stat. 571; amended Pub. L. 93 - 568, Sec. 2(a), Dec. 31, 
1974, 88 Stat. 1858; Pub. L. 96 - 46, Sec. 4(c), Aug. 6, 1979, 93 Stat. 342; Pub. L. 101 - 542, 
title II, Sec. 203, Nov. 8, 1990, 104 Stat. 2385; Pub. L. 102 - 325, title XV, Sec. 1555(a), 
July 23, 1992, 106 Stat. 840; renumbered Sec. 444 and amended Pub. L. 103 - 382, title II, 
Secs. 212(b)(1), 249, 261(h), Oct. 20, 1994, 108 Stat. 3913, 3924, 3928; Pub. L. 105 - 244, 
title IX, Secs. 951, 952, Oct. 7, 1998, 112 Stat. 1835, 1836; Pub. L. 106 - 386, div. B, title 
VI, Sec. 1601(d), Oct. 28, 2000, 114 Stat. 1538; Pub. L. 107 - 56, title V, Sec. 507, Oct. 26, 
2001, 115 Stat. 367; Pub. L. 107 - 110, title X, Sec. 1062(3), Jan. 8, 2002, 115 Stat. 2088.)         

 Appendix II 20 USC  § 1232G  
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FERPA CLEAR AND SIMPLE 
This vital resource offers higher education administrators—and anyone responsible for education records 
and the management of student information—a timely guide that will aid in the establishment of policies, 
procedures, and practices compliant with the federal Family Educational Rights and Privacy Act (FERPA). In 
addition, the book contains information on the myriad changes to the FERPA rules that were enacted in 2008 
including responding to the Patriot Act, conforming to the Campus Sex Crimes Prevention Act, regulations 
pertaining to online students, and more.

Clifford A. Ramirez, a noted expert on FERPA, explains defi nitions and language, presents guidelines for the 
application of FERPA, and demonstrates how to develop FERPA deci sion-making abilities. Written for both 
new and seasoned administrators, this important book presents an oppor tunity for renewed understanding 
of FERPA, continued professional development, and individual self-audit for compliance. The book contains 
information on: 

• FERPA and the regulatory universe of privacy
• Understanding FERPA basics
• Understanding the privacy rights under FERPA
• FERPA exceptions for parents and safety 
• Other exceptions and FERPA concerns

Presented in a concise yet comprehensive format, FERPA Clear and Simple can facilitate 
any institution’s local assessment of regulatory compliance. 

The Author

CLIFFORD A. RAMIREZ is the principal of Cliff Ramirez & Associates, a training and consulting fi rm founded 
to support, advance, and facilitate the effectiveness of higher education and other service industry 
professionals. He is the editor of Higher Education FERPA Bulletin and the creator of “Managing the Privacy 
of Student Records,” a workshop that teaches higher education administrators the basics of the federal 
Family Educational Rights and Privacy Act (FERPA).
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